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Special Issue: Identity and Privacy

2 Editorial. Identity and Privacy

4 Digital identity in Context
As an increasing part of everyday life comes to involve the Internet, so new ways need to be
devised to allow real-world social interactions to function in an online context. Technologies
enabling identity management are set to play a key role in this process.

8  Privacy-Enhancing identity Management
individual privaéy is an increasingly important issue in the context of the information society.
Jdentity management offers a technical solution that gives individuals control over the type
and quantity of personal information they release.

17  The Virtual Residence: identity, Privacy and Security
A concept equivalent to that of “residence” is needed for the online world in order to address
concerns over security, privacy and identity, and to foster trust and confidence among users.

24 Intelligent Agents and the Future of ldentity ;
New information technologies make it possible to “intelligent agents” to track users’ on-line
activities in a way that enables radical new services to be offered. However, if the potential
benefits are to be reallzed a number of concerns need to be addressed.

29 Identity and Privacy Issues ralsed by Biomedical Implants

Biomedical implants able to connect to the human nervous system are increasingly close to
becoming a practical reality. Although they have numerous uses and potential benefits, they
raise privacy and identity issues that need to be addressed.
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vehicle of the cyber-citizen in this new digital
environment. Theg European Union, -is today
working out how to wed sustainable: development
~ with increased mobility. For this strategy, the
management of identity will constitute one of the
first challenges for this mobile Europe in order to
facilitate cyber navigation and social interactions
* between Euro‘pea‘n citizens in the Information
Society. These identity management tools, which
could be a pi‘ece of software, an intelligent agent or
even a chip embedded in the body will have to
resped the user’s privacy and security, and they
will also have to facilitate the application of laws in
these new digital territories. In other words, the
balance between individual rights and duties,

which have evolved out of an extensive socio-

cultural process, will have to be preserved in the -

Information Society. Therefore, there is a clear need
to assess the implications for the - regulatory

framework.

The main objective of this Special Issue of The
IPTS Report is to explore in a prospective way the
many impacts of emerging technologies on the
future of Identity and Privacy, as well as assessing
the different policy options in this field.

~In the first article, Esther Dyson explores
-the evolution” of the concept of identity ‘and

* underlines the emerging issues which will have to

be addressed in order to create a safer and more

trustworthy Information society.

Contacts
Laurent Beslay, IPTS

Then, in the second article, Se‘bastian' ClauR,
Andreas Pfitzmann, Marit Hansen, and Els Van

‘Hefreweghen set out to define the most important

requirements for the building of identity man-
agement systems, able to simultaneously enhance
the user privacy and meet security requirements.
Indeed, today’s existing identity management

~ systems have no, or limited, privacy goals or

functionality, or may even threaten users’ privacy if
they store and process personél information with=
out appropriate protection measures. Therefore
new systems have to be designed and built into the
infrastructure. ' ‘

In the third artiéle, Laurent Beslay and Yves

Punie develop the concept of the Virtual
Residence, which-could contribute to a  better
perception and consideration of an individual’s
personal digital territory and could help to tackle
the blurring boundaries of what is public and

_ private in the online world.

In the fourth article, fuelling the prospective
exercise on Identity and Privacy, Thierry Nabeth
and Claudia Roda analyse the potential role of
software agents in the evolution of the identity
concept and underline new issues generated

- by this téchnology.

Finally, in the last article, Kevin Warwick addres-

~ sesthe potential impact of cyborg technology on the
. identity-related issues raised by enhancing human

abilities through the use of biomedical implants.
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Cell-phone " operators and - many software

vendors, especially in Europe, want to focus your

identity on your cell phone -a device you always
carry with you, and with which you already have
a billing relationship. What could be simpler?

Just as it seems everyone ~from banks to broker-
ages to insurance companies to financial advisors—
wants to manage your money for you, so will

everyone want to manage your identity for you!

What do these services allow you to do? Plenty.
For instance, they let you manage and maintain

passwords, membership numbers, pin numbers,

-e-mail addresses and the like. If you're trusting and

have given permission (we hope!), a “single sign-

on” will allow you to sign on once and then the

service automatically hands over the correct .

passwords, credit information‘ or whatever -to
the sites you visit. Some services can help. you
specify which information you want to reveal to
whom, and to transfer identiiy information easily
to other people’s identity services, among other
things. Again, it's similar to what happens now
. with money: The data is yours, but the institution\

manages it for you.

~ Emerging issues on identity
In the Information Society

The question of identity. is not a new issue.
For a long time, companies have been developing

a variety of systems in this area ~ everything from

passwords and ‘customer databases to cookies

that sit invisibly on your computer and potentially
send or point to data about you and possibly

your online activities to the. Websites you visit.

They're creating-a world of tremendous con- -

venience - those cookies let Orbitz know who
users are so they don’t need to reenter their data —
but the teal new issue is the need to become more
transparent so that people will trust it and adopt

it massively.

The first rule of identity management is that it
should start from the individual. There is in fact a
hierarchy of identities which begins with Tier 1 -
the inalienable identity of the individual, There is
a political underpinning to this that some people
may find objectionable, namely that there should
be only one identity to an individual. . That’s what

“law-enforcement wants, and-so do most institu-

tions (it makes life simpler!). But a lot of people

- like experimenting with multiple identities. Some

are content to do so in the context of different
facets of the same identity — 'chur,ch-goef on Sun-
day, disco dancer on Friday ~ while others, for
reasons that may or may not be legitimate-, like to
avoid being directly associated with all their
actions or history by assuming another identity'(or

~at least anonymity). More and more, people in our

society are feeling comfortable with multiple Ds.
In the last'PC Forum, not a very representative

group of people, of course, about half of them had .

more than one e-mail address or online name.

Some had five or more. This first tier of identity

“establishes a clear contradictory situation between

the wish-of public organization to deliver a single
and unique identity and the wish of the user to
develop and manage multiple identity.

The second tier of identity is information in the
context of other institutions — everything from your

address(es), and your employee number (and all

_your records), to your passport, your accounts with

various merchants, and your memberships in
various organizations. This Tier 2 identity is the
one with the most data, and the one where there
are all the privacy concerns. Most people have
mﬁltiple Tier 2 identities. It would be convenient
in many ways for them to be better linked. It’s the
linking of Tier 2 data that governments want also
in order to detect terrorists — in theory, at least.
Cerfainly there are patterns that can raise
suspicion, but there is so much data to mine that
the correlations are generally discovered after the

fact. Everyone knows by now that buying a one-
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and its counterpart, security. But people will also
have tools to deal with othef people’s and organ-
izations’ - identities, determining everything from
the people they will talk to, to the companies they
will do business with, They may not want to- see
items ranked below 4 by some opinion survey, or
_they may not want to hear from people ranked
below 6 in their own address book. A lot of
_ technology and market experts will be spending a

Keywords'

lot of time and money. to promote technology that
manages identity. The winners in this game will be
the ones who understand that people want to
control their own information, without being
confused by the tools that help them do it. Indeed,
software developers and policy-makers will have
first to reconcile often contradictory expectations
on identity management held by individuals on one
hand and by organizations on the other. ¥ 2

digital identity, privacy, authentication, certification, security, authorization
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In the Information Society users are likely to
define and handle their digital identities and roles
in a similar way, and assert and enforce their right
to privacy. In the digital world, this is a real
challenge: Technology trends like the dissemina-
tion of (mobile) personal devices, ubiquitous
access and computing, together with the e-
; transformation of business, goVernment, and work

. processes, raise usability, security, and manage-
ment. issues which often are (bUt need not be)
addressed by increasing the degree of linking,
centralization, and logging of information. In the
digital world, there is not only the possibility of
creating new identities for oneself, but every user
leaves data trails while using digital applications or
services. Most people‘ are not aware of how much
the data they leave says about them and have
no way of effectively controlling this data leakage.
-On the other hand, there is no guarantee” that
data in digital networks is authentic. In particular,
fake identiﬁes can be created, and even identities
of existing peéple can be “borrowed” — meanwhile
identity = theft is a fast growing problem
(http://www.identitytheit.org). Thus . today’s
digital world lacks both privacy .and authentiéity.

In the Information Society envisioned, privacy-

enhancing identity management systems (IMSs) -

. enable us to perform our roles, use our identities,
and retain our privacy in society in the same way
we have been allowed to up until now. Our
pefsonal environment and devices, rather than
being just huge data repositories of our on-line
actions, passwords, etc. also help us to keep track
of, and protect the privacy of, our digital identities
including their rights and obligations; and" to
choose when and to whom to give personal
information. Communication networks allow us to
hide our “coordinates” such as physical location,
network or e-mail addresses and protect them from
being misused, while still allowing network
administrators to manage their networks securely.

We can use electronic ‘equivalents of every-day

items such as library, gym or bus passes, phone
books, or cash, witheut enabling extensive
tracking and profiling of our behaviour across the

different areas of our lives.

Privacy-enhahcing IM combines privacy with
authenticity. It requires technologies that allow
users to contfol the release of personal information |
and to control the linkability of different
occurrences. of this information- in different .
contexts (Pfitzmann/Kohntopp 2001) by acting
under pseudonyms .or anonymously. Authenticity
can be achieved in combination with varying
degrees of anonymity (Chaum 1984, Clarke 1999,
Pfitzmann/Waidner/Pfitzmann 2000).

Approaches to Identltv Management

~ Approaches to IM mainly differ in terms of the

location where user profiles are stored and
processed (user's s\idé' only / user's and server
side / server side only) and in the provision of
authentication mechanisms and  additional
security and privacy functionality. Having in mind
the design of a comprehensive privacy-enhancing
IMS, various shortcomings of the existing
~ approaches can be enumerated:
+ Lacking support for users’ sovereignty:
In most cases users cannot choose where and
how their personal data are managed: They
have to trust central IM providers who have full
access to their data.
+ - Limited privacy functions:

Few systems help the users’ awareness or

assertion of their right to privacy.
* No pseudon‘)?mous authentication:
Currently, the state of the art.in ‘pseudonymous
‘ and/‘ anonymous credential. systems (cf.
Camenisch/Lysyanskaya 2001) allows for
provably secure implementations of authen-
ticated ‘anonymous transactions and user-
controlled release of certified attributes. In

particular, they allow each user to use a cre-

The tPTS Report
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Legal or organizational measures alone are not
sufficient to help users with their IM. The lack of
privacy in existing systems highlights the need
for new privacy-enhancing technological. solu-
tions, taking into account existing legal systems
and possible business models. There is also a need
for actions to educate and train users in privacy
and IMSs.

Moreover, privacy-enhancirig IM requires
new technologies and third party services to
be provided as part of an IM infrastructure (see
below). Therefore, a comprehensive approach to
IM is needed, which is not offered by any of the
existing systems discussed above.

Design of an IMS: ,
Requirements and Functionality

A privacy-enhancing IMS makes the user aware
of and gives him/her control over the flow of
personal data. To show the user that flow of data,
the IMS must give him or her meaningful history
and context representations. History information
includes the extent, nature, and linkability of data
released in the past; context information may
include additional information, e.g., specific taigs
to express when actions have to be linked or what
properties a new pseudonym should have, and
can be provided by communication partners, third

parties such.as a privacy information service or

even the Internet community.

In order to give the user control over the
flow of personal data, the IMS supports each
user in deciding and enforcing which identifiable
or pseudonymous personal data he or she releases.
It enables the user to minimize the dissemination
of personal data and to determine the degree
of linkability of his data by choosing which
pseudonyms are used with which properties,
and whether to re-use pseudonyms or to generate

new ones.

It gives the user the mechanisms and interfaces
to implement his privacy rights, e.g, to get
information from a servér about what personal
data that server holds about him or her, to access
these data, to correct or remove these data, or to

grant or revoke consent.

Usability and a good user interface are
essential and may include support by on-line
privacy information services prdviding information
about security and privacy risks with respect to the
IMSs deployed. ’

The user should be able to access his IM tool
from a variety of devices (e.g., a mobile phone or
PDA) and locations. Also, less capable devices
should- provide a usable interface and at least
minimal functionality.

" Ideally, the user’s IMS. is located in the user’s
trusted environment. For various reasons (e.g.,

reachability of the system when using different

devices, convenient replication, or back-up

services), users may want to outsource all or part
of their IMS to a provider. The user should be able
to select the provider.

 Privacy and identity management should not
hinder the enforcement of security measures or
the effectiveness of. intrusion detectidn systems.
In many ‘cases there need not be a contradiction
between law enforcement requirements and full
privacy: appropriate design of applications can
prevent misuse so that the user’s anonymity need
not be reversible (Pfitzmann/Waidner/Pfitzménn
2000). When designing IMSs and deploying ano-

nymous and unlinkable transactions, systems and

tools enforcing security may have to be reconfi-

gured or adapted in order to deal with these varying
degrees of anonymity or pseudonym properties
such as restricting users to a fixed number of

pseudonyms per subject, transferability. to other

subjécts, possibility and frequency of pseudonym

‘The IPTS Report
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the exchange of goods without revealing additional
personal data. Unlinkability of the ‘who ‘(buys)’ and
the ‘what (is bought)’ in a partially on-line purchase

may be achieved by applying ‘separation of

knowledge’ between payment and delivery ser-
vices. (i.e. neither the party handling payment nor
the party handling delivery has the full details of
the user). Also, the communication infrastructure
needs to support basic security and privacy (e.g.,
network layer authentication, confidentiality, and
possibly anonymity) as well as robustness. The
principles of distribution of trust and separation of
knowledge and power should be applied in the
design of these third party services, in order to limit
the threat of information sharing between third
parties. Also,. it should be possible for-users to

enforce their trust preferences.

The user’s IDM acts as a central gateway for
all communication between different applications,
~ like browsing the web, buying in Internet shops, or

~ carrying out administrative tasks with govern-
mental authorities. By acting as a central gateway,
it allows the user to be aware of the flow of per-
sonal data, and to contro! the release of data, in
~accordance with the specified requirements.

As discussed above, distributed implemen-

tation of the user’s IDM is possible. For example, .

the graphical user interface (GUI) can be imple-

Figure 1. Basic Components of an IMS

mented on (less capable) mobile devices while the
other modules are located at a more powerful
fixed station, using secure communication to the
external GUI. Also, part of the user’s IDM may be
located at an IDM proxy provider.

The IDM tools at the application services are
needed primarily to handle anohymous or pseud-
onymous requests, and especially pseudonymous
authentication of users. It also provides the user
with context information about the transaction, e.g.
information about pseudonym properties needed.

To provide maximum interoperability, common
standards for protocols and interfaces need to be
defined, so as to permit a combination with exis-

ting systems to enhance their privacy functionality.

Outlook.

Privacy-enhancing IM is necessary to preserve
and update the concept of privacy for the Infor-
mation Society. Our vision. of privacy-enhancing
IM can only be fully achieved if we design applica-
tions, middleware, and communication infrastruc-
tures so that they support the IM architecture and
technologies proposed. Of course, its implemen-
tation will happen using an evolutionary approach,
‘as technologies supporting it will be introduced

gradually and will coexist with today’s systems.

iden .' ?@éﬂa@éﬂﬁw’ent
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Drivers for Privacy-Enhancing IMSs
We see three main drivers for developing

privacy-enhancing IMSs, each contributing their

. specific interests:

o privacy law (EU Directive 1995), 'enfdrced by
the government, also taking into account the
requirements of law enforcement agencies;

e users who demand such systems to achieve
better privacy;

o economic considerations, calling for the
creation of new IMS business models or
adapting them to enable lasting customer
relationships without expensive processing of
personal data with ali its privacy obligations.

The issue of whether these driving forces are

sufficient to develop good privacy-enhancing
IMSs, and the need for users to be appropriately

Keywords
privacy, identity management, security, trust
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Identity, Privacy and Security

" Laurent Beslay and Yves Punie, IPTS
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Life online as a new private space

ccording to MIT professor Nicholas -

Negroponte, the Information Society is

deepening -and widening as each new

generation becomes more digitized than
the preceding one. More and more personal
information will, as a result, be disclosed in the
virtual world. This concerns not only basic
personal- identification data such as age, sex and
location but also personal calendar information,
working documents, family albums (pictures,
video,’chat) and medical and financial records.
This information can be stored in personal
databases, pefsonal and/or family websites or even

Commission.

in community websites hosted by private
companies or other institutions. As such, people

are creating a new kind of online private space.

For people to feel at home in their online
private space (at leaét) three major challenges have
to be faced. The space should represent people’s
multiple identities (legally and socially), respect
their privacy and establish an acceptable level of
security. These challenges are related to the

fundamental but complex interrelationship be-

tween what constitutes the private and the public.

In the physical world, legal rules and socio-
cultural norms and habits constitute the guidelines
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Sirilar to the legal and social extension of the
domicile to a car that moves through physical
space, it is possible to enviéage online extensions
of the virtual private space that encompass
intelligent agents. The latter also move through

time and space -albeit in the form of cyberspace-

‘encapsulating’ personal data in order to carry out
requests for their real life counterparts. Some
intelligent agents, for example in the area of online
travel shopping, allow the user to.compare the
discounted airfares offered by major airlines and
book them online?. In order to find the best flight
ticket corresponding to the user specific criteria
and to book it or even to buy it, this intelligent
agent will have to “go” through numerous web

sites with the user’s personal data.

Another dimension of the public - private issue,
with implications for identity, privacy and security,
needs to be situated at the network level as is

discussed in the next section.

Critical domestic networks
- and Ambient Intelligence

The home of the future will become increasingly
connected and will come to be seen as one of the
‘nodes’ in the network society.> The core infra-
structure for the connected home will consist of so-
called domestic networks. This may range from a
narrow-band network for home automation pur-
poses, through medium band networks for sharing
‘computer data, to broadband networks for the
distribution of audio-visual content. These networks
may be both wired and wireless. Apart from the
need for interoperability of these local networks,
they will also be connected to external networks

(Internet, fixed and mobile telecommunications,

terrestrial, cable and satellite TV). The link between
them is often referred to as a ‘residential gateway’®

The future home is thus- both internally and
externally connected. A more all-encompassing

vision of the communication structures within tﬁe
connected home is increasingly being referred to as
Ambient Intelligence (Ami). The ISTAG/PTS report
depicts a vision of the Information Society where
the emphasis is on user-friendliness, efficient and
distributed service support, user-empowerment, -
and support for human interactions. People are
surrounded by intelligent intuitive interfaces that
are embedded in all kinds of objects and are living
in an environment that is capable of recognizing
and responding to the presence of different
individuals in a seamless, unobtrusive and often
invisible way” Humans, computers, intelligent
agents and smart devices communicate with each
other inside and outside the domestic network.

This raises a number of social and legal issues
in relation to identity, privacy and security. The
Aml system needs to Kknow a lot of personal infor-
mation in order to act in a personalized, intuitive
and desirable way. It is aware of the idén’tity and
location of users and communicates this informa-
tion to other persons, virtual agents, services,
devices and objects. People need to be able to
control, in one way or another, the nature and
amount of personal information that is disclosed
about them and need to be able to differentiate this
according to the situation and the akctors/rsystems
they communicate with.8 It is clear that peoples’
privacy is at stake here and that these information

exchanges need to be secured and managed.

When the web-connected oven downloads
the latest recipe it will also reveal the eating habits
of the inhabitants of the smart home. Even if this
information could be seen as relatively innocent,

" its systematic collection may form part of the
process of building an exhaustive and highly detail-
ed profile of the user, without his or her knowing

“about it. One of the characteristics of ambient.

intelligence is exactly its seamless, invisible com-
munication. The maintenance process of ambient

intelligence systems will be driven by micro-pay-
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" Architecture: Experts!! argue that the most
feasible solution for the management of digital
“jdentity will be a decentralized system whereby
people keep their personal data with them. The
virtual residence could be a good place to store
and manage personal information and multiple

identities.

Social norms: The physical residence is
protected by social norms and rules indicating,
amongst other things, respect for other peoples’
private affairs. These sophisticated social norms
and ‘rules are learned through institutions of
socialization such as the family, school, work, etc. .
The virtual residence could acquire a comparable

social status of one’s ‘online’ private space.

Provided that the virtual residence is able to
reflect multiple identities, to protect the privacy of.
these identities and to offer acceptable levels of
security, it might facilitate the acceptance of new

technologies at home, as briefly discussed in the
final section of this article.
/ P ,
The acceptance of the virtual residence
Research on use and acceptance of Information
Society Technologies (ISTs) in the home highlights
that people do not accept everything that  is
‘ technologically available. People need resources

(time and money) to buy and use ISTs and these

resources are not evenly distributed in society.

(education, skills, attitudes, language, etc.) to make
use of ISTs. The latter should of course also be user-
friendly, affordable and should provide users with

functional and/or symbolic added value. 12

It also has to be taken into account that use and
acceptance of 1STs are negotiated within the exist-
ing social structures of the household. To under-
stand this, Silverstone and others have developed
the sociological concept of ‘domestication’. This

refers to a process of double change. First, an
innovation has to be integrated into the structures;
routines, rituals and dominant values of the mem-
bers of the household. It has to be housetrained or
‘domesticated’. Second, users and their everyday
lives undergo changes when innovations are put to
use. 13 In particu|'ar', when 15Ts become taken for
granted, in the sense that they are perceived as a
natural and unobtrusive part of our everyday lives
(e.g. TV, radio, phone), rather than enigmatic tech-

nical objects (e.g. video recorder, PC), they have

the potential to change features of ordinary life.

in order for the virtual residence to be accepted

by people, socially and culturally determined
patterns and structures of everyday life have to be
recognized.'4 The smart- home should be able
to reflect the identities of its inhabitants in many .
different ways. For example, the preliminary
“results of a project called “Ambient Intelligence
Homelab” recently launched by the electronics
manufacturer Philips, comprising a fully equipped
home in order to test prototype Ami Technologies
and peoples’ behaviour and reactions in a semi-

real life environment, raised the issue of power

relations in. social interactions” amongst family

members.!5 Can intelligent agents take a position
within these relations and who is to blame for

unequal access within the family?

Trust, confidence and reliability are, among
other factors, powerful enablers of domestication.

Moreover, they need to have the capabilities ~ If technologies do not deliver what they promise;

if they do not react in ways they are supposed to
react; and do not function when they are needed,
then, it will be very difficult for them to become
domesticated. This is also the case for the virtual
residence. People need to feel at home in their

virtual residence and technology design should

take this into account.

The virtualyresidence will be involved in the

continuous work of what sociologists refer to as
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possibly making decisions on his or her behalf. An
example of an agent of this kind would be an
interactive on-line tutor which knows about the
user's existing skills and qualifications, goals, and
learning style and is able to use this knowledge to
propose the most suitable learning strategy for this
user. The agent would then go on to support the
user in executing this strategy by selecting and .
delivering the most appropriate teaching materials,
measuring the effectiveness of the learning process
and even by giving the user encouragement. Other
typés of intelligent agents could help people at
work, while shopping or help them choose enter-

tainment.

The second category includes “social agents”
that operate in digital “social spaces”, such as
myirtual community platforms”, and whose role is
to facilitate a process of social interaction. For ins-
tance, the function of some of these agents is to en-
courage group formation by clustering users with
similar profiles and interest (often referred to as
social or collaborative filtering!) and therefore
connecting groups of people. The function of other
social agents is to encourage knowledge‘exchange
and collaboration, which they do by encouraging
transparency. In practical terms, these agents track
and display users’ activity (such as who is active,
who contributes, who is reliable) in digitél “social
spaces”. A concrete example of this later category
of agent can be found in eBay’s auctioning system
or the freelance marketpléce elance, which keeps

* track of the transaction history of all the partici-
pants (buyers and sellers), and which helps
people to form an opinion about the reliability of
establishing a transaction or a business relationship

with another party.

What are the implications fOI" people’s
identity of using artificial agents?

Identity in this context refers to more than just

“identity information” (such as a person’s social

security or tax number), rather it represents a more
general concept which relates to the individual’s
development and his sense of belonging: More-
over, the next generation of artificial personal or
social agents should not be confused with basic
“anthropomorphic” wizards (such as the Microsoft
agents) that provide help with certain simple and
highly specific tasks. “Intelligent” agents developa
very deep understanding of users in order to
provide sophisticated guidancé in essential areas
of their lives (for instance helping the user throug-
hout the educational process or initiating and sup-
porting the development of a-human relationship).

In this context, artificial agents with an under-
standing of both individuals and social contexts
may have important implications for personal
identity both at the individual and social level.

At the individual level, personal agents may
transform users’ personal construction of them-
selves by creating a symbiotic alter ego. In practice,
personal agents may help in an individual’s self-
development by providing feedback, guidance, and
relieving the user of repetitive tasks. These agents
may also have some negative implications such as
the risk of loss of the user’s autonomy and excessive
dependence (“delegating too much to-the agents
may mean the agents do not follow the individual’s
course in life”). They may also encourage thé
emergence in the society of passive (“why should |
bother to make an effort”) and individualistic

attitudes (“1 don’t need other people”).

The influence of artificial “agents on the
individual is not fundamentally different in nature
from that human agents such as a companions,
friends, or instructors can have. Good human
agents can, however, be difficult to find even
among the relatively favoured social classes (few
people can afford a personal tutor, it can take time
to develop a trustful relationship, and apparently
“friendly” gestures may have other motives).
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Capturing, managing and protecting
personal information o
Personal information includes potentially all
* the information that directly relates to a given
individual and which can be exploited to deliver
- services that take that individual’s characteristics
into -account. The more information a personal
agent can extract about a given USer, the better
able the agent will be to deliver something meet-
ing the user’s needs appfopriately. Likewise, the
more information a social agent has about a group

“of users, the more effective this agent will be at .

_ supporting their social interaction.

A uéer’s information covers a very diverse
~ range of facets such as his or her identity (his/her
name, address, and telephone number, email),
preferences (e.g. does he/she prefer small or large
fonts), skills and\q.ualiﬁcatidns (what domains
he/she has experience in, what are his/her univer-
sity degrees, etc.), interests (what are the areas that

- motivate him), goals and expectations (does he/she -

have an “agenda” for career or life.development),
personality (introverted or extroverted), cognitive
st)}le (does hefshe like abstraction or does he/she
feel more comfortable with concrete cases) or
attitude (is he/she a risk taker or risk averse).

Capturing user’s information can take a variety

. of different forms, ranging from the simplest which
consists of asking the user to enter information
manually, to more advanced techniques by which
information is extracted from databases, or to
highly sophisticated techniques where the actions
of the users are automatically recorded and the
information_is extracted and ‘categ‘ori‘zed using

. data mining tools.

A user’s personal information is very sensitive
and needs to be protected. In particular, it is impor-
tant that the user be guaranteed that highly personal
information (such as his or her psychological

profile) is only used within the limits of defined

 boundaries. This kind of protection can be ensured

by legal means (typically by prohibiting the record-
ing of certain types of private information). How-
ever, excessive regulation at this stage could prevent

__ the development of these new services, and it cou Id

be more desirable that protection is achieved both
through a combination of technology (to manage
the storage and the disclosure of this information in

a secure way), and informing users and placing the

management of their information under their
control- (making very clear what systems actually
have access to this personal information).

Conclusion: intelligent agents represent

an opportunity, but are not without risks

Artificial agents represent an impdrtant opportun-
ity for the deveiopment/of radically new services
(guidance, support, etc.) which have the potential to
transform '(oreven revolutionize) people’s individual
and social life. They represeht a chance for the less-
favoured to mitigate some of the limitations of their
environment both at an individual and social level:
(1) by providing them' the ‘individual assistance.

; /(e/ducation, advice, motivation) that they could not

afford or that would not be available to them
otherwise; and; (2) by helping them to acquire the
social skills, and in particular how to interact with
others and overcbming their lack of social capital.

Intelligent agents also represent an opportunity

“for society as.a whole to benefit from more: highly

personalized and more effective services, and to

develop a richer social life in the many digital .

spaces that are opening up, and which increasingly

occupy a larger part of their fife. In particular, -

they. offer users the possibility of developing and
managing a much larger and more diverse set of
identities and thereby of increasing their degree of

personal fulfilment.

However, these agents also pose a number

- of risks. These include: 1) the risk of increased user
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Identity and Privacy Issues
raised by Biomedical Implants

Kevin Warwick, University of Reading

fan lmplant

: ShOde be explored

lssue Identlﬂcatlon lmplants in humans are now numerous Investlgatlons are underway .
"Imkmg the human nervous svstem and computers together. wtthln a few years trIaIs will-
‘have been carrled out Imklng the ‘brain of a normal volunteerto a computer network via

: ,Relevance Cyborgs part human part machine will have abluties well bevond those of .
humans. The I)OliCV and ethical lmpllcatlons Of SUCh enhancements Of human abllrties

Introduction '

cyborg is a-person whose abilities have

been extended beyond normal human
limitations by machine technology".
Technnlogy and knowledge puts us in a
position where this is not only now possible but
- where initial investigations, to this end, are already
underway. The most important area of concern in
this field is the use of chip implants in humans,
particularly in terms of their resultant idenfity and
capabilities (See Box 1). Awareness of the possible
umphcanons should be raised early on, because in
a few years’ time cyborg developments may

already be well advanced.

We have witnessed many intrusions into the .

hurnan body. Cochlea implants are now relatively

common; as indeed are hip replacements, and

Commrss:on

heart pacemakers,‘ whilst not being so widespread,

continue a trend in which technology is readily

accepted as being/a necessary intrusion. But each

of these represents modifications intended to

compensate for deficiencies’.

The situation lands up on more difficult terrain
when, rather than repairing the ineffective parts
of a human body, technology is employed to

enhance normal functioning. Many examples of -

such enhancements already exist (although today’s
examples are primarily “add-ons” rather than
implants), particularly in the military domain, such
as infrared nignt sight incorporated into the helmet

of a fighter pilot.

But should such entities present an identity
problem? Although the individual’s capabilities
take on a different form and their abilities are

The views expressed here are the authors "and do not necessarily reflect those of the European
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influence autoriomy. An individual human wear-
ing a night-vision helmet remains an autonomous
being. Meanwhile a human whose nervous system
“is linked to a computer not only puts forward their
individuality for serious questioning but also,
when the computer is part of a ’network, allows
their autonomy to be seriously compromised.

The main point larising from this is: when an
individual’s consciousness is based on a nervous
system that is part human part machine, questions
can be raisged as to the human/cyborg character of
their moral choices, their identity, and conception
of ethics. As a consequence cyborgs may well
regard humans with an air of superiority.

We now have machines that many consider
exhibit intelligence of their own?. In most cases
this is distinct from human intelligence and exhi-
bits a number of characteristic properties when
compared to human intelligence. Even the most
sceptical amongst us agree that “on any issue of
computing power, if computers do not have the
advantage over human brains already, then they
certainly will have before long">. Machines can

sense the world far beyond the abilities of humans

to the extent that such sensing can be mapped to'a
series of com‘putations. Using infrared, ultra violet,
X-rays and U|trasonics the world can be perceived
very differently. Humans also have the problenﬁ
that they are limited to visualizing the world
around them'in no more than 3.dimensions. Com-
puters meanwhile are quite capable of dealing
with hundreds of dimensions, and realizing

relationships involving those dimensions.

Probably the biggést advantage- of all for
machine intelligence is communication. In com-
parison with the capabilities of machines, human

communication is extremely poor in terms .of

precision and speed. Humans start with a complex:

set of electro-chemical signals in their brain and’

" convert them to very slow, mechanical sound,

~ signals in order to speak to someone else. A hu-

man recipient then converts the sound signals
back to electro-chemical form and tries to arrive at
some sort of understanding of what the original
signals were all about, with a resultant high error-.
rate pai’tly due to serial transmission - though also
with a high degree of tolerance to errors-and ability
to extract meaning out of messages ofteri full of
ambiguities. In comparison, machines can com-
municate round the woild, with very little/no.error,
with millions of messages being successfully trans:

mitted and received in-parallel.

Overall therefore, from a human point of view,
a number of distinct advantages can be accrued by
becoming a cyborg, as long as human brain advan-
tages such as reéiiience, tolerance to ambiguity,
etc. are preserVed. In.particular when a human
brain is linked, via an implant, to a cbmputer, it
opens up the power of the machine to the implant-
ed individual. A human receiving an implant may
well then be able to: ,
o use their computer part for rapid maths
« call on a high speed, internet knowledge base
« have memories they have not had
‘o sense the world in a'plethora of ways
"+ conceive reality multi-dimensionally

« communicate by thought alone.

All of the above might appear"to be valid
reasons for an individual human to enhance .his
abilities through cyborg technologies. But what
might the cost be? What might the consequenceé
be? What about: the problems associated with

actually becoming a cyborg?

Clearly the realization of cyborgs raises

; enormous questions that affect all aspects of
human society and culture. Standing still is not an
option. In the extremes, if humans, en masse,
dpted for'a non-cyborg future, could the result be
an intelligent machine superculture? Conversely,

if humans, en masse, opted for a cyborg future,
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provided the corresponding centres in the cerebral
cortex are uniquely identified. Meanwhile sending -
signals from nervous system to nervous syStem,
which is what is happening now, and‘ultimately
" from brain to brain opens up a new form
of communication that is far more powerfully
‘immediate than anything that. humans possess

at present.

Perhaps the key issue though is the competition
situations that will emerge. A perhaps less import-
ant facet is the competition between technology
providefs and suppliers as the new market opens
up. For society as a whole the key issue may well
~ be competition between those that have implanted
technology, and hence exhibit super human
ahilities, and those who do. not. At this stage it is

difficult to predict how members of each group
will treat those in the other group.

_ Conclusions

Picking out important areas for research is not

difficult. We need a better understanding of neurol-

ogy. Not only more knowledge about how the
human brain operates but also how to interface
 directly with it via implants and how such implants
will fthems‘elves‘ affect the brain’s - opetation.
_-Coupled with this is a deeper understanding of
signals measured and the effects of injecting signals.

Finally the technology employed for implantation
and interfacing, although already developing,
needs to be taken forward rapidly in order that the

most appropriate connections can be made and the
maximum information can be extracted from them.

With an overall brain that is part human, part

machine, a cyborg could have extra memory, the

ability to conceive in many dimensions and

perform high-powered mathematical refations, the

ability to sense-the world in many different ways
and to communicate by thought signals alone.
Such cyborgs will be far more powerful than
humans at tasks that have been reduced to a series

" of computations. It would also be difficult to im-

agine that such cyborgs would pay any heed to

“humans when it came to such tasks/issues. It

would be difficult to imagine cyborgs of this ilk
wanting to voluntarily give up their powers.

" A cyborg's view on life, what is possible and
what not, will be very different from that of a
human..The values, ethics and identity of a cyborg
will relate to its oWn, make up and life, what it feels
is important and what not. A cyborg would most

likely have‘a brain, which is not stand-alone but

rather, via-its machine part, is connected directly
to a network. Is it acceptable for cyborgs to give up
their individual identity and become mere nodes
on a machine network? Is the price to be paid in
terms of ‘autonomy;, for instance, acceptable to
them? Are the implications for competitiveness
and 'identity, among others, acceptable to societY?
These questions deserve thought as experimen-
tation with cyborg technologies becomes increas-
ingly widespread. ;

® IPTS, No.67 - JAC - Seville, September 2002

The IPTS Report

Privacy issues are
immediately apparent
even in the case of
‘ relatively straight-
forward identification -
implants. But even an
individual's feelings
can, potentially, be
modified by electronic
means alone if the
corresponding parts of ’
the cerebral cortex can k

be uniquely identified
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ABOUT THE I P TS

The Institute for Prospective Technological Studies (IPTS) is one of the seven institutes making up
the Joint Research Centre (RC) of the European Commission. it was established in Seville; Spain,
in September 1994. ’

The mission of the Institute is to provide techno-economic analeis support to European decision-
‘makers, by monitoring and- analysing Science & Technology related developments, their cross:
sectoral impact, their inter-relationship in the socio-economic context and  future policy
implications and to present this information-in a timely and integrated way. ' T

* The IPTS is a uniqué public advisory body, independent from special national or commercial
interests, closely associated with ‘the EU policy-makihg procesé. In fact; most of the work
undertaken by the IPTS is in response to direct requests from (or takes the form of long-term policy
support on behalf of) the European Commission Directorate Generals, or ‘Eu'ropean Parliament
Committees. The IPTS also does work for Member States’ governmental, academic or industrial
organizations, thouéh this represénts a minor share of its total activities. k

Although particular emphasis is placed on key Science and Technology fields, espeéially those that
have a driving role and even the potential to reshape our society, important efforts are devoted to
improving the understanding of the complex interactions between technology, economy and

" society. Indeed, the impact of technology on society and, conversely, the way technological
development is driven by societal changes, are highly relevant themes within the European
decision-making context. - B '

The inter-disciplinary prospective approach adopted by. the Institute is intended to provide
" European decision-makers with a deeperfundérstanding' of the emerging S/T issues, and it
complements the activities undertaken by other Joint Research Centres institutes.

The IPTS collects information about te'chnologi'caldevelopments and their ap'plication'in Europe
and the world, analyses this information and transmits it in an accessible form to European
decision-makers. This is implemented in three sectors of activity: k SRR

« Technologies for Sustainable Development :

o - Life Sciences / Information and Communication Technologies.

» Technology, Emp|oyment,\Compétitiveness and Society '

in order to implement its mission, the lnstituté develops appropriate contacts, awareness and skills -
for anticipating and following the agenda of the policy decision-makers. In additioh to its own
resources, the IPTS makes use of external Advisory Groups and opefétes a Network of European

' |nstitutes working in similar areas. These networking activities enable the IPTS to draw on a \large
pool of available expertise, while allowing a continuous process of external peer-review of the in-

house activities.
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