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chemical or biological terrorist attack against any European

city has become an ‘unthinkable’ scenario that can no longer

be ignored. The European Security Strategy, adopted at the
European Council in December 2003, stressed that ‘the most frighten-
ing scenario is one in which terrorist groups acquire weapons of mass
destruction. In this event, a small group would be able to inflict damage
on a scale previously possible only for States and armies’. Following the
terrorist attack in Madrid in March 2004, the EU decided to appoint a
EU counter-terrorism Coordinator while adopting, well before the
Constitutional Treaty, a solidarity clause in the event of a terrorist
attack against one of the member states of the Union. In June 2004, the
European Council added to its priorities the necessity to prevent and
cope with the consequences of any type of terrorist attack, to enhance
cooperation on civil protection and to prepare an overall strategy for
the protection of critical infrastructures.

But the dilemmas encountered in dealing with unconventional
terrorism are well known. First, the most catastrophic scenario is also
the most unlikely, even though its probability has been increasing over
time. Second, it is very difficult to prepare the public and increase pub-
lic awareness of the threat without creating counter-productive effects
of panic, which is precisely one of the aims of any terrorist organisa-
tion. Third, it is even more difficult to convince national parliaments
to sustain, over a long period of time, serious and increased budgetary
efforts to counter a threat that may never become a reality, at a time
when security and defence budgets are already overstretched in most
European countries. Fourth, these catastrophic scenarios are also the
ones where the need to articulate national sovereignty and European
competencies — and, within the EU, the Commission and Council’s
prerogatives — becomes highly challenging.

Asthe EU is trying to implement a comprebensive concept of secu-
rity — linking the traditional definitions of internal and external secu-
rity and defence — the Institute has decided to complement its ESDP
dimension by a new research programme devoted to protection
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against tervorism in Europe. Gustav Lindstrom, a research fellow at
the Institute, has been responsible for this project: this Chaillot Paper
constitutes the first comprebensive study on the threat of CBR terror-
ism to Europe and a systematic review of measures and policies
already implemented. On the basis of this assessment, this paper is also
a strong plea for implementation, at the EU level, of a ‘Common
Homeland Security Policy’.



Introduction

The Sarin attacks carried out by the Japanese cult Aum Shinrikyo in
Matsumoto (1994) and Tokyo (1995) highlighted the threat posed
by non-state actors equipped with non-conventional weapons.
While the number of casualties was limited, the attack signalled a
cause for concern.

In 2001, the United States was struck by bio-terrorism a few
days after the 11 September attacks. Weapons-grade anthrax was
distributed by postal mail, killing five people, making 17 othersill,
forcing policy-makers to evacuate Capitol Hill, shutting down
postal delivery and damaging the economy. An already shocked
nation discovered it was vulnerable to a new kind of threat. In the
aftermath of these attacks, the question is when and where it will
happen again.

While the probability of a chemical, biological or radiological
(CBR) attack on the European continent is low, the ramifications
of suchanattack could be high. Recentarrests in countries such as
the United Kingdom and France suggest that the likelihood of a
CBR attack may be increasing over time.! Although Europe is tak-
ing steps to prepare against these types of threats, there is sub-
stantial room for improvement.

The purpose of this Chaillot Paper is to analyse EU-wide activi-
ties in the area of chemical, biological or radiological protection.
The focus is on policies and preparations to deal with the after-
math of a CBR event. Since CBR response is primarily handled at
the national level through its first responders, consideration is
also given to national measures and polices. Throughout this text,
CBR terrorism is defined as the use or threat of use of chemical,
biological or radiological agents to harm people, livestock, infra-
structure or the environment.?

Protecting the
European homeland

1. For more on probabilities of a
CBR attack see chapter four in
Eric Larson and John E. Peters,
Preparingthe U.S. Army for Homeland
Security: Concepts, Issues, and Options
(Santa Monica, Calif.: RAND,
2007).

2. This definition is a slightly mod-
ified version of the definition of bi-
ological and chemical terrorism
provided by George Gouvras,
‘Bioterrorism: the Scourge of the
21st Century?’, presentation by
the European Commission Task
Force on Health Security, 30 Oc-
tober 2002; http://europa.eu.
int/ comm/health/ph_threats/
Bioterrorisme/bioterrorism_30_
10_2002_en.pdf.



Protecting the European homeland

3. Nor does it consider the ‘high-
yield explosives’ dimension which
is increasingly raised in conjunc-
tion with these weapons. For an
overview of nuclear weapons and
their potential use see Alexander
Kelle and Annette Schaper, ‘Ter-
rorism using biological and nu-
clear weapons: a critical analysis
of risks after 11 September 2007,
Peace Research Institute Report
no. 64, Frankfurt, 2002. See also
the results of the May 2004 WMD
simulation organised by CSIS.

4. Gustav Lindstrom and Burkard
Schmitt (eds.), ‘Fighting prolifera-
tion - European perspectives’,
Chaillot Paper 66 (Paris: EU Insti-
tute for Security Studies, Decem-
ber2003).
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Organisation of the report

The first chapter of this report gauges the CBR threat, analysing
why the threat is more relevant today. Chapter two examines CBR
agents and their potential effects. Chapter three analyses the
response mechanisms available at the EU level. Chapter four con-
siders the organisation of civil protection at the individual EU
member state level. Finally, chapter five offers key conclusions
drawn from the preceding chapters, accompanied by policy recom-
mendations. No classified information was used to produce this
report. In addition, the report follows the precedent set by other
publications in the field by not providing detailed accounts of
agent production, storage, and dissemination methods.

In addition to highlighting the focus of the report, it is equally
important to point out what it does not address. It does not con-
sider the nuclear dimension that is usually added to the abbrevia-
tion CBR (CBRN). A separate publication would be needed to
properly address the issues arising from the nuclear threat, soitis
not tackled here.3 In addition, the report does not delve too far
into the policies and measures aiming to deter the spread and use
of CBR agents. Those interested in this particular aspect are
referred to a recent EUISS publication in this area.4
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It is relatively easy to dismiss the threat of chemical, biological, or
radiological attacks from a historical perspective. While chemical
and biological agents have been used during times of conflict for
hundreds of years, there have been few instances in recent decades.
Excluding the use of chemical agents by stateactorsin the Iran-Iraq
war (1980-88) and by Iraq against the Kurds in Halabja (1988), the
scope of such attacks over the last few years has been limited. CBR-
related deaths since the early 1990s as a result of terrorist attacks
are estimated to be in the mid-twenties.> This figure is small com-
pared with figures resulting from international terrorism (625
deathsin 2003, 725 deaths in 2002).6 If we take into account both
domestic and international terrorism, there were 1,165 incidents
worldwide in 2003, resulting in 1,133 fatalities.” In turn, these fig-
ures pale in comparison with the number of people affected by
other global threats. For example, according to the World Health
Organisation, over 14 million people die each year from preventa-
ble infectious diseases. Thus, when CBR-related deaths are putin
perspective, there seems to be minimal cause for concern. What,
then, is it about potential CBR attacks that warrants our atten-
tion?

A number of non-state actors have shown interest in
acquiring CBR agents

According to the US Defense Department, there are over two dozen
states or non-state groups that either have, or have an interest in
acquiring, chemical weapons. With respect to biological warfare
programmes, a number of terrorist groups, including al-Qaeda,
have shown their interest in acquiring these types of weapons.8
According to a Central Intelligence Agency (CIA) report to Con-
gress in late 2002, al-Qaeda’s efforts to obtain biological warfare
knowledge was more advanced than previously thought.?

11
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5. This number includes the fig-
ures for the Matsumoto and
Tokyo Sarin attacks as well as the
2001 anthrax attack in the United
States.

6. Patterns of Global Terrorism, US
State Department, April 2004
(revised version 22 June 2004).

7. The Terrorism Knowledge
Base, the National Memorial In-
stitute for the Prevention of Ter-
rorism (MIPT), 14 June 2004.
The figures from MIPT are higher
than those of the State Depart-
ment because they include both
international and domestic ter-
rorist incidents. For 2002, MIPT
recorded 2,635 terrorist inci-
dentsresultingin 2,707 fatalities.

8. Annual Report to Congress (vol. 1),
Chemical and Biological Defense
Program, Department of Defense,
April, 2003, p. v.

9. Verena Wohlleben, (general
rapporteur), ‘Civil Protection, a
General Overview’, NATO Parlia-
mentary Assembly, 143 CC 03
rev.1, 8 November 2003.
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10. See for example ibid., p. 2. See
also Dana Shea and Frank Got-
tron, Small-scale Terrorist Attacks us-
ing Chemical and Biological Agents: an
Assessment Framework and Prelimi-
nary Comparisons, CRS Report for
Congress, RL32391, 20 May
2004.

11. Sylvia P. Westphal, ‘Ebola
virus could be synthesised’, New
Scientist, 20 July 2002, p. 7; http://
www.newscientist.com/news/ne

ws.jsp?id=ns99992555.

12. Julian Borger, ‘Pentagon of-
fers “bioterror kit” online’, The
Guardian, 8 October 2003;
http://www.guardian.co.uk/
international/story/0,3604,1058
221,00.heml.
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CBR agents may be increasingly easy to develop

Traditionally, CBR weapons have been accessible only to state
actors. Their monopolistic position has been guaranteed
through technical, financial and logistical hurdles associated
with the production, maintenance and dissemination of such
agents. With the passage of time, these ‘barriers to entry’ are
gradually dissipating, reaching the point were CBR agents are
increasingly accessible to non-state actors. Advances in dual-use
technologies may likewise reduce the technical barriers associ-
ated with the production of chemical or biological agents. While
there is disagreement among experts and scientists on the ease of
use of serviceable CBR agents, several believe that they are within
reach of both groups and individuals.?0

Disagreements over the ease of use of CBR agents can be traced
to the different phases required for the production of serviceable
CBR weapons: development, storage and dissemination. Achiev-
ing each stage requires specific knowledge and skills. With infor-
mation on the production stage increasingly available, certain
analysts argue that production is easier today than a few years ago.

For example, information on CB weapons is readily available
through the Internet, through publicly available scientific litera-
ture and through scientific conferences. In July 2002, a group of
scientists were able to create a polio virus using segments of DNA
ordered by mail and genetic information publicly available on the
Internet. The synthetic virus was effective when injected into ani-
mals - demonstrating the potential for carrying out agro-terror-
ism.1 In 2003, a sting operation by the US General Accounting
Office found that individuals and companies could easily pur-
chase the precursor materials needed to produce certain biologi-
cal weapons through the Defense Department’s surplus material
sales.’? Production techniques for many chemical weapons,
including patent and chemical publications, have also been pub-
lished in the open literature. With respect to radiological threats,
the materials needed to make ‘dirty’ bombs are theoretically
within reach. Hospitals regularly cache or dispose of radioactive
material, as do many other institutions using such materials.

Others counter that other stages, such as the dissemination
stage, still require specialised tools and know-how that are not
widely known, making serviceable CBR agents a difficult objective
toreach. The need to ensure adequate storage further complicates
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the task of maintaining CBR agents. In the case of biological
agents, the micro-organisms require specific protection against
the elements, which can lead to desiccation, humidity and oxida-
tion.’3 In the case of radioactive materials, the handling and stor-
age process to avoid accidental exposure may be complex.

The case of Aum Shinrikyo is instructive in highlighting the
challenges faced by non-state efforts at producing serviceable CBR
weapons. The cult experimented with botulin toxin, anthrax,
cholera and Q-fever.' Attack attempts using botulin toxin and
anthrax were not successful because they overcooked certain bioa-
gents, did not have the right technological facilities and did not
know how to use the agents effectively.’> While the sect did not
manage to produce oracquire toxic strains of botulism and anthrax,
they were able to create enough sarin-producing capacity to kill an
estimated 4.2 million people.’® However, their potential for causing
massive casualties was curtailed by rudimentary dissemination
capability.

Despite disagreements over producing serviceable CBR agents, it is
likely that many of the challenges faced today will be overcome over time.

Terrorists can use conventional weapons against CBR
sources

Terrorists may use a hybrid strategy relying on conventional agents -
such as explosives - against unconventional targets such as chemical
plants, nuclear facilities or hazardous materials transport vehicles.
By doing so, they can achieve results comparable to those of a ‘tradi-
tional’ CBR attack without having to manufacture or acquire CBR
agents themselves, thereby substantially lowering costs and risks.

Ahybrid attack isattractive to terrorists for a variety of reasons.
First, it provides an opportunity to produce substantial casualties
using limited resources. Second, there are multiple targets avail-
able, ranging from chemical plants in the proximity of urban areas
to railway wagons transporting hazardous materials. Third, a
hybrid strategy is consistent with the way terrorists operate. Mod-
ern terrorists have for decades relied on explosives to carry out
their attacks. Among all recorded terrorist incidents since 1998,
approximately 60 per cent have involved the use of explosives.’”
The possibility to use such means to produce a CBR-like result
makes this type of attack both attractive and attainable.
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13.Op.cit.innote9.

14. Kyle Olson, ‘Aum Shinrikyo:
Onceand Future Threat?’; http://
www.cdc.gov/ncidod/EID/vol5n
o4/olson.htm.

15. Ibid.

16. Shawn Choy, ‘In The Spot-
light: Aum Shinrikyo’, Center for
Defense Information, 23 July
2002; http://www.cdi.org/terror-
ism/AumShinrikyo.cfm.

17. Data from the Terrorism
Knowledge Base, the National
Memorial Institute for the Preven-
tion of Terrorism (MIPT), 14 June
2004.
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18. Gary Gately, ‘Antibiotics Were
Overprescribed Amid Anthrax
Scare’, HealthScout/ScoutNews,
20 March 2003; http://www.
healthscout.com/news/113/512
335/main.html.

19. Department for Homeland
Security; http://www.homeland-
security.org/darkwinter/index.
cfm.

20. Joshua Sinai, ‘Forecasting
chemical and biological terrorist
warfare’, Jane’s ChemBioWeb,
28 February 2003; http://www.
janes.com/security/interna-
tional_security/news/jcbw/jcbw
030228_1_n.shtml.

14

CBR attacks can have a devastating psychological impact

Unlike conventional weapons, CBR agents can produce societal dis-
ruptions that greatly surpass those stemming from the initial attack.
The unknowns surrounding the aftermath of a CBR attack - espe-
cially when the dangerous substances employed cannot be rapidly
assessed or detected - can easily induce mass panic, mass evacuations
orasurgeindemand forhealth services. For example, the anthraxlet-
ter attacks in the United States, which resulted in 22 infectionsand 5
deaths, led to the prescription of prophylactic antibiotics to well over
32,000 persons.’8In 1947,asingle case of smallpox in New York City
resulted in the immunisation of 6,350,000 individuals - of which
500,000 were vaccinated in one day."®

The ramifications of a CBR event may spread rapidly
across borders

With globalisation and modern transportation, the impact of a
CBR attack is likely to be felt across borders. Within the EU, open
borders among member states connected by high-speed railways,
low-cost airlines and modern roads greatly enhance the cross-bor-
der spread of such agents - especially biological agents that may
take time before manifesting their symptoms. Among neighbour-
ing countries, the effects of a chemical or radiological attack may
rapidly cross borders depending on meteorological conditions.

Attempts to organise and use CBR agents have taken

place

In recent years, there have been several small-scale attacks using
CBR agents. Examples include the salmonella poisoning incident
in the United States (Oregon 1984), the sarin attacks in Japan
(1994/95), the caesium-137 container partially buried in Moscow’s
Ismailovsky Park (1995) and the anthrax letters mailed in the
United States in 2001. There have also been anumber of uncovered
plots - several of which were foiled inside the EU. In February 2002,
the Italian authorities thwarted a plot by al-Qaeda to poison
Rome’s water supply with cyanide-based chemicals.20In December
2002, French police arrested four individuals suspected of
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possessing chemicals that could be used inan attack.?? In early Jan-
uary, British officials arrested several men after the poison ricin was
found in an apartment in North London.?2 In January 2004,
French anti-terrorist police detained five people in Lyons - two of
them admitted plans to attack specific targets in France using ricin
and botulinum bacteria.?3 In April 2004, British anti-terrorist per-
sonnel foiled a plot involving the use of osmium tetroxide.?4 The
same month, a French counter-terrorism official warned that ter-
rorists plotting to use chemical weapons in Europe had more
advanced plans than security services had previously suspected.?>

Certain CBR agents can produce effects over the long term

The impact of a CBR attack can be long-lasting. Individuals
exposed to biological agents can suffer consequences over weeks or
months as symptoms manifest themselves. Areas targeted by
chemicals or radioactive materials can contaminate a location for
years, depending on the spread of the contaminants - effectively
shuttingdown economicand social activity in affected areas. More-
over, CBR agents can be adapted to different targets. They can
reach beyond the human population to livestock, water systems,
plants, infrastructures, and food products.26 Thus, their impact is
far-reaching and can take unexpected forms.

Effective measures against CBR agents produce positive
spillover effects

Measures to prepare against CBR threats can be useful during
other types of catastrophic events such as large-scale industrial
accidents. While not common, they do occur. Recent examples in
the European continent include the AZF factory explosion in
France (2001), the Baia Mare chemical spill in Hungary and Roma-
nia (2000) and the Enschede firework factory explosion in the
Netherlands (2000). The importance of a collective response was
underlined in the Netherlands. With over 20 dead and dozens
badly burned, the Netherlands could not accommodate all burn
victims and had to rely on facilities in other countries, including
Germany and Denmark, for assistance.
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21. John Tagliabue, ‘Terror Sus-
pects Found With Chemicals in
Paris’, New York Times, 17 Decem-
ber2002, Section A, p. 20, col. 4.

22. Warren Hoge, ‘British Court
Charges 4 Men As Terrorists; Ar-
rests Spread’, New York Times,
14 January 2002, Section A,
p.13,col. 6.

23. Joby Warrick, ‘An Al Qaeda
“Chemist” and the Quest for
Ricin’, Washington Post, 5 May
2004, Section A, p. 1.

24. Brian Ross and Christopher
Isham, ¢ “Very Nasty” Potential
Bomb Plot Involved Deadly
Chemical’, ABC News Exclusive,
4 April 2004; http://abcnews.go.
com/sections/WNT/Investiga-
tion/poison_bomb_plot_04040
5-1.html.

25. Mark Husband, ‘Terrorist
Chemical Threat “worse than sus-
pected”’, Financial Times, 11 April
2004.

26. With respect to agro-terror-
ism, according to the Office Inter-
national des Epizooties (OIE),
thereare fifteen class A pathogens
which can cause ‘very serious and
rapid spread, irrespective of na-
tional borders, that are of serious
socio-economic or public health
consequence and that are of ma-
jor importance in the interna-
tional trade of animals and ani-
mal products’. For a complete
listing of A and B pathogens see
http://www.oie.int.
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Clearly, there are multiple reasons for concern about CBR
weapons and the potential for an attack. Although the likelihood
of an attack may be low, the potential impact could be consider-
able. In order to understand the impact, the next section of the
report considers the different categories of chemical, biological
and radiological agents, and the threats associated with their use
as weapons.
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European homeland

The impact of a CBR event varies according to a number of factors,
such as the type and amount of agent used, its dispersion method,
meteorological conditions, the target struck and societal reactions
to the event. This section provides an overview of different types of
CBRagents and their potential effects. In addition to summarising
the different characteristics of chemical, biological and radiologi-
cal materials, it describes detection and response mechanisms.

Chemical weapons

Chemical weapons are non-living, manufactured chemical agents
combined with a dispersal mechanism that, when activated, pro-
duce incapacitating, damaging or lethal effects on human beings,
animals or plants. The chemical agents can be dispersed in four
principal forms: as a gas (or vapour), as an aerosol (mist), as solid
aerosol (smoke) or as a liquid.2” Chemical agents generally deliver
their effect through inhalation, ingestion, or absorption by the
skin. The effects can be lethal or incapacitating and can appear
very quickly (in a few seconds) or over the course of a couple of
days. Some substances, such as the nerve agent VX, are particularly
lethal. The four most frequently cited types of chemical agents are
blister, blood (cyanides), choking (pulmonary) and nerve agents.
Abrief description of each category is provided below.

27. British Chemical Warfare Defence
During the Gulf Conflict, Annex A.
Ministry of Defence; http//:
www.mod.uk/issues/gulfwar/
info/medical/uk chemical/an-
nexa.htm.
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28. ‘CW Terrorism Tutorial, Types
of CW Agents’, A multimedia tu-
torial produced for The Nuclear
Threat Initiative by the Center for
Nonproliferation Studies at the
Monterey Institute of Interna-
tional Studies; http://www.nti.
org/h_learnmore/cwtutorial/cha
pter04_02.html.
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Figure 1: Categories and examples of chemical agents

| Blister Agents | Blood Agents |Choking Agents
Sulphur mustard Hydrogen Phosgene Tabun
(HD) cyanide
Lewisite (L) Cyanogen chloride Chlorine Soman

Sarin

VX

Source: ‘Medical Management of Chemical Casualties Handbook’, Chemical Casualty Care
Office, US Army Medical Research Institute of Chemical Defense, September 1995, in Jane’s
Chemical-Biological Defence Guidebook.

Blister agents

In August 1998, a chemist was arrested in Moscow after
attempting to sell a blister agent (nitrogen mustard) to an
undercover police officer. The man synthesized toxic
chemicals for sale to criminal buyers, charging his cus-
tomers $1,500 per vial. Police found chemical equipment,
50 litres of ‘strong poisons’, 400 millilitres of mustard
agent, and a thick notebook containing recipes in his
apartment. 28

Blister agents, also known as vesicants, burn or blister any part of
the body with which they come in contact. Particularly sensitive
areas are the eyes, mucous membranes, airways, and skin. Blister
agents can damage the respiratory tract when inhaled and can cause
vomiting and diarrhoea when ingested. While they are not typically
lethal, they can result in death at higher doses. Examples of blister
agents include sulphur mustard and lewisite (dichloro arsine).
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The production of blister agents is within the reach of well-
motivated non-state actors with certain financial assets. It is esti-
mated thatasulphur mustard production plant with air-handling
capabilities costs between $5 and $10 million to build.?? To put
this figure in context, the CIA estimates that al-Qaeda spent
around $30 million each year on expenses including terrorist
operations, salaries and maintenance on terrorist training camps
prior to Operation Enduring Freedom.30

Cyanides (‘blood agents’)

In February 2002, nine Moroccans were arrested in Rome
under suspicion of plotting to attack the US Embassy with
cyanide and gunpowder explosive. Authorities seized 10
kilograms of gunpowder, 4.4 kilograms of potassium fer-
rocyanide and a map detailing plans for the attack. Four of
the men arrested had ties to al-Qaeda.3"

Cyanides work by interfering with the oxygen transfer mechanism
between blood and body tissue. Exposure in the case of an attack is
most likely to occur through inhalation, although its effects also
appear after ingestion. The chemical affects the respiratory system
and central nervous system. Inhalation causes confusion, drowsi-
ness, and shortness of breath, leading to collapse and rapid
death.32 Among the better-known cyanides are hydrogen cyanide
(AC) and cyanogen chloride (CK). Hydrogen cyanide or ‘prussic
acid’ is a commercially produced substance used both in acrylic
resin plastic and other organic chemical production. Cyanogen
chlorideisalso used commercially, albeit in fairly small quantities.
Cyanides tend to be non-persistent, meaning that they will not
linger over the exposed environment for a long period. Cyanide-
based substances are frequently used for chemical syntheses, elec-
troplating, mineral extraction, dyeing, printing, photography and
agriculture. They can also be used for the production of paper, tex-
tiles, and plastics. According to one report, almost 300,000 tons of
hydrogen cyanide is produced annually by US industry.33
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29. Office of Technology Assess-
ment, ‘Technical Aspects of
Chemical Weapon Proliferation’,
Technologies Underlying
Weapons of Mass Destruction,
Washington, DC, Government
Printing Office, December 1993;
pp. 23 and 27 in Jane’s Chemical-Bi-
ological Defence Guidebook (Chapter
11y, 2000.

30. National Commission on Ter-
rorist Attacks Upon the United
States (9/11 Panel) ‘Overview of
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pdf.
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terrey Institute for International
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Agent Primer’, a multimedia tuto-
rial produced for The Nuclear
Threat Initiative by the Center for
Nonproliferation Studies at the
Monterey Institute of Interna-
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ment of Chemical Casualties
Handbook at the Federation of
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Monterey Institute of Interna-
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Institute of International Studies,
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Pulmonary agents (‘choking agents’)

Methyl isocyanate is a chemical used to produce pesti-
cides. Exposure to methyl isocyanate can cause blistering
inside the lungs, respiratory tract irritation, nausea and
blindness. This was the chemical released in the 1984
Union Carbide accident in Bhopal, India, which killed
about 4,000 people and injured approximately 10,000.34

Pulmonary agents were used on a large scale during the First World
War. They cause severe damage to the bronchial tubes of the lungs
as theyareinhaled, causing them to fill with fluid. Ata high dosage,
avictim drowns as lungs fill with water. Examples of pulmonary
agents include chlorine and phosgene - both of which are pro-
duced commercially around the world.35 Chlorine is frequently
used for the treatment of water and as an ingredient in a number
of chemical reactions. Phosgene can be used as a chlorinating
agentin organic chemical reactions. Given its highly toxic proper-
ties, it is normally produced in a plant where it is subsequently
used. Little is offered for sale on the open market. As part of a
larger family of toxic industrial chemicals (TICs; see below), these
and other agents can be targeted by terrorists in their respective
production or storage plants.

Nerve agents

In March 1995, members of the Japanese cult Aum Shin-
rikyo released the nerve agent Sarin on Toyko subway
trains. The attack killed 12 people and injured over 1,000.
Between 1990 and 1995, Aum launched 17 known CBW
attacks, of which ten were carried out with chemical
weapons and seven attempted attacks were carried out
with biological agents. Aum is also alleged to have killed
20 of its dissident members with VX and has been linked
more tenuously to more than 19 other CBW attacks and
attempted attacks.36

Nerve agents incapacitate by blocking nerve pathways between the
brain and the voluntary muscles. They can penetrate the skin or be
inhaled. Someone exposed to nerve agents at a sufficient dosage
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will experience muscular spasms and paralysis rapidly. At deadly
doses, nerve agents produce respiratory failure through the paraly-
sis.

Nerve agents are frequently categorised into two different
types distinguished by their military codenames. The first type is
the G-series. It includes tabun (GA), sarin (GB), soman (GD), GE
and GF. Nerve agents in this category are unstable and can result
in both respiratory and percutaneous effects. The second type,
known as the V-series agents include VE, VM, and VX. These sub-
stances are less volatile and can be inhaled or penetrate skin. In lig-
uid form, both types of agents show high degrees of persistency.

Generally, the production of nerve agents involves processes
that are well within the capabilities of countries with moderately
advanced chemical or pharmaceutical industries.37 Building a
sophisticated G-agent production facility might cost between $30
and $50 million. A facility without the waste-handling capacity
would lower the price tag to around $20 million.38

Existing stores of nerve agents also exist. According to a 2003
GAO report, ‘[i]t may be 40 years before Russia’s nerve agent stock-
pile can be destroyed. [The US Department of Defense] has
improved security at two sites, but two thirds of Russia’s stockpile
remains vulnerable to theft.”3?

Toxic industrial chemicals

Of the 125 chemical attacks reported worldwide between
January 1960 and May 2001, household or industrial
chemicals were used in the vast majority, in combination
with a low-tech’ delivery method.40

Toxic industrial chemicals (TICs), also known as toxic industrial
materials (TIMs), do not constitute a separate class of chemicals,
but rather those commonly used in industrial production. TICs
include arsine, chlorine, ammonia, hydrogen cyanide, phosgene,
hydrogen sulphide, acrolein and cyanogen chloride. At certain
doses, many of these chemicals can be lethal 41

In 1998, NATO’s International Task Force-25 (ITF-25) created
the TIMs Hazard Index List. It ranks TIMs based on criteria such
as the chemicals’ production, transport, storage, toxicity and
vapour pressure (Table 1). For example, chemicals listed in the
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37. For example, tabun (GA) is
made from four precursor chemi-
cals: phosphorous oxychloride
(POCI3), sodium cyanide, di-
methylamine and ethyl alcohol.
Ethanol and sodium cyanide are
inwide use commercially, while di-
methylamine and phosphorous
oxychloride are used in the pro-
duction of pharmaceuticals, pes-
ticides, missile fuels and gasoline
additives. These same production
methods have also existed for the
production oforganophosphorus
pesticides.

38. Office of Technology Assess-
ment, ‘Technical Aspects of
Chemical Weapon Proliferation’,
Technologies Underlying
Weapons of Mass Destruction,
Washington, DC, Government
Printing Office, December 1993,
pp. 23,26-27, inJane’s Chemical-Bi-
ological Defence Guidebook (Chapter
1), 2000.

39. ‘Weapons of Mass Destruc-
tion: Additional Russian Cooper-
ation Needed to Facilitate U.S. Ef-
forts to Improve Security at
Russian Sites’, Washington, DC:
U.S. General Accounting Office,
24 March 2003, GAO-03-482.

40.JohnTucker, ‘Chemical Terror-
ism: Assessing Threats and Re-
sponses’, in High-Impact Terrorism:
Proceedings of a Russian-American
Workshop (Washington, DC: Na-
tional Academies Press, 2002),
pp. 122-3.

41.Forexample, 3,200 milligrams
ofthe chokingagent phosgene per
cubic metre of air will kill 50 per
cent of humans breathing the gas
for one minute.
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‘high hazards’ category are widely produced, transported, and
stored. They are highly toxic and vaporise easily.#2 To contextu-
alise the dangerous potential of many of these chemicals, methyl
isocyanate, which killed a little under 4,000 individuals after its
accidental release from a chemical plant in Bhopal, is listed as a
medium hazard. The entire list includes roughly one hundred
chemicals that can be ‘readily found in households and industrial
facilities, such as paper mills, waste management facilities,
research labs, and plastic manufacturers’.43

Table 1: Selected TIMs on the Hazards Index List

High hazard Medium hazard Low hazard
Ammonia Acetone cyanohydrin Arsenic trichloride
Chlorine Carbonyl sulphide Bromine
Fluorine Chloroacetone Chlorine trifluoride

Formaldehyde

Ethylene dibromide

Cyanogen chloride

Hydrogen bromide

Methyl bromide

Dimethyl sulphate

Hydrogen cyanide Methyl isocyanate Ethyl chloroformate

Nitric acid Phosphorous oxychloride Iron pentacarbonyl

Phosgene Sulphuryl chloride Isopropyl isocyanate

Nitric oxide

Sulphur dioxide Trifluoroacetyl chloride

Source: US Department of Justice, Guide for the Selection of Chemical Agent and Toxic Industrial
Material Detection Equipment for Emergency First Responders, vol. 1 (Washington, DC: GPO,
2000); www.ngcjrs.org/pdffiles/nij/ 184449 .pdf, in Mindy Bennett, ‘TICs, TIMs, and Terror-

ists’, Journal of the American Chemical Society, April 2003.

Detecting chemical agents

Many chemicals are odourless and tasteless, making detection dif-
ficult. In many instances, positive identification requires the use of
multiple sensors. Examples include oxygen sensors, combustible
gas sensors, electrochemical toxic sensors, colorimetric tubes,
broadband photo ionisation detectors (PIDs), ion mobility spec-
trometers (IMS), and gas chromatography/mass spectrometry
(GC/MS) systems. In most cases, the most portable and simplistic
sensors will only be able to indicate that there may be a certain
chemical of concern present. Ensuring positive identification may
require bringing samples to more advanced detectors in other
locations.
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Most sensors used for the detection of chemical substances are
based on one of three techniques: wave acoustic detection, ion
mobility spectroscopy and mass spectroscopy.#4 All three tech-
niques have their advantages and drawbacks. Wave detectors can
produce false positive results, IMS may have a difficult time dis-
tinguishing between molecules of similar size, and mass spec-
trometers tend to be bulky and expensive. Other techniques for
identifying chemicals, such as gas chromatography, require
skilled and trained personnel working in a laboratory setting to
produce results. Fortunately, rapid advances are taking place in
the field of detection, with emphasis on an ‘all-hazards’ approach
to emergency preparedness. This type of all-hazards approach
means that tools, techniques and equipment should be useful for
multiple types of situations, including the detection of multiple
agents.

Analysis: chemical weapons

Chemical weapons offer attractive possibilities for would-be
attackers. Compared to biological and radioactive agents, the
materials and equipment needed to produce chemical weapons are
easier to acquire and assemble.#> Besides their availability in large
quantities, chemical agents are simpler to handle than radiologi-
cal or biological substances. Their production techniques are
described in the open literature, including patent and chemical
publications that provide data on reaction kinetics, catalysts and
operating parameters.46

While nerve agents are frequently portrayed as the greatest
threat, the likelihood of their effective usage is limited. The
resources and costs associated with a production facility make it
very difficult for a non-state actor to pursue the production of
agents such as sarin and soman. There are also risks of detection
during the construction process, making them less attractive as an
option.#” Aum Shinrikyo was an exception with its sarin labora-
tory in Kamikuishiki. In the end, its low-tech dissemination strat-
egy limited the group’s potential to create mass casualties. Of
greater concern is the fact that many of these nerve agents already
exist in large quantities. While such sources are under state con-
trol, there is always the possibility that they could be acquired
illegally. Among the nerve agents, the V series have the greatest
potential for casualties, given their high level of lethality and
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44. Wave acoustic detection relies
on a thin membrane - usually
made of quartz - that vibrates at
high frequencies to attract certain
chemical substances. The mem-
branes slow down if certain chem-
icals stickthem. lon mobility spec-
troscopy adds and subtracts
electrons from the chemical mole-
cules being examined so as to
charge them electrically. The mol-
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through the use ofan electric field.
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which they bounce through a gas.
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tion. Mass spectroscopy identifies
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field. The field will bend the paths
of the elements, facilitating their
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45. Frank Barnaby, How to Build a
Nuclear Bomb and Other Weapons of
Mass Destruction (London: Granta
Books, 2003), p. 117.

46. Jane’s Chem-Bio Handbook
(Chapter2).

47. However, assuming that a
state’s chemical or biological
agent development programme is
similarto that ofa non-state actor
may be misleading. A state pro-
gramme is likely to have to carry
out a number of additional steps.
These may include establishing
mass-production facilities, stock-
piling filled munitions, and
acquiring individual/collective
defences. See D. Shea and F. Got-
tron, op. cit. in note 10, pp. 14-
15.
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persistence. The following table provides an overview of persis-
tency levels of a select number of chemicals:

Table 2: Persistency (in hours and days) of selected liquid chemical agents:
varying climatic conditions

Agent Sunny, Iig:It breeze Windy azld rainy Sunny, no bl;eeze,
(15°C) (10°C) snow (-10°C)
Sarin Ya -4 hours Y -1 hour 1-2 days
Tabun 1-4days V2- 6 days 1-14days
Soman 2V -5 days 3-36hours 7 -42 days
Mustard gas* 2 -7 days V2 - 2 days 14 - 56 days
Vagent 3-21days 1-12hours 7-112 days

*Mustard gas may persist for 1% to 4 days at temperatures above 25°C.

Note: besides meteorological conditions such as temperature, windspeed, atmospheric
pressure and moisture, persistency is also dependent on conditions on the ground (type of
soil, vegetation, etc.).

Source: Swedish National Defence Research Unit (FOA), ‘Briefing Book on Chemical
Weapons, 1992’, in Jane’s Chemical-Biological Defence Guidebook.

Chemicals that are part of the blood and choking agent fami-
lies are potentially of greatest concern. Many are well-known TICs
characterised by their ubiquity and accessibility - making them
both attractive products and targets. A terrorist wishing to take
advantage of their availability may choose to target chemical
plants containing TICs. Trucks carrying hazardous materials
could likewise be targeted or hijacked. Railway wagons transport-
ing chemicals could be sabotaged in a number of different ways
with dire consequences to nearby urban areas. The possibilities are
many, limited only by imagination and resources. TICs of concern
range from the well-known (ammonia and chlorine) to the less
known (hydrogen cyanide and phosgene).



Understanding the CBR threat

Biological weapons

A biological weapon combines a biological warfare agent with a
means of dispersing it.48 Biological warfare (BW) agents are micro-
organisms such as viruses and bacteria that infect humans, live-
stock or crops and cause an incapacitating or fatal disease. Symp-
toms of illness appear after a delay, or ‘incubation period’, that may
last from days to weeks. By contrast, toxins - non-living poisons
produced by living plants, insects and animals - are difficult to cat-
egorise. They fall between chemical and biological agents.
Throughout this document they are discussed in the context of
biological weapons.

Generally, biological agents are categorised according to one of
three forms of micro-organisms: bacteria; viruses; rickettsiae,
fungi and toxins. Figure 2 provides examples of the types of dis-
eases associated with each form of micro-organism. Biological
agents can enter the human body through the intestines (inges-
tion), lungs (through inhalation) or skin (cutaneous). The follow-
ing section provides a brief overview of each category.

48. Dispersal methods can range
from advanced aerosol dispersal
systems to self-infection (with the
purpose of infecting others).
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Figure 2: Categories and examples of biological agents

Bacteria Viruses Other
Venezuelan
equine - . . .
Tularemia encephalitis Toxins Fungi Rickettsiae
(VEE)
Typhoid fever Hemorrhagic ~ Staphylococcal Coccidioido- Typhus,
fever viruses enterotoxin mycosis Q-fever
(Ebola, TypeB
Marburg)
Diptheria Smallpox Botulinum toxin
Plague Mycotoxins
Anthrax Ricin
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Sources: ‘BW Terrorism Tutorial, Biological Agent Primter’. A multimedia tutorial produced
the The Nuclear Threat Initiative by the Center for Nonproliferation Studies at the Monterey
Institut of International Studies, at http://www.nti.org/h_learnmore/bwtutorial/multime-
dia_03_02.html; and F. Barnaby, How to Build a Nuclear Bomb and Other Weapons of Mass
Destruction (London: Granta Books, 2003), p. 42.
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Bacteria

Between June and August 1993, members of the cult Aum
Shinrikyo sprayed the vaccine strain of anthrax (bacillus
anthracis) at the general population, at the legislature
and at the Imperial Palace. All attempts to infect the pop-
ulation were unsuccessful as the cult had not acquired a
usable strain of the bacterium.#?

Bacteria are made up of single cell micro-organisms. Grown in
either solid orliquid culture medias, they are differentiated by their
staining characteristics and shape. The symptoms caused by bacte-
rial infection can be non-specific. Following an incubation period
lasting anywhere from hours (cholera) to about two months
(typhoid fever), individuals affected tend to experience symptoms
such as fever, headaches, and fatigue. Diseases of concern in this
category include anthrax, tularemia, plague, diphtheria and
typhoid fever. Fortunately, the diseases caused by bacteria can fre-
quently be treated through antibiotic therapy.

With a mortality rate of about 95 per cent, anthrax represents
one of the more worrisome biological threats. It is extremely sta-
ble, giving it a high degree of endurance. Spores can last for over
forty years. In aerosol form, about 8,000 to 50,000 spores are
enough to produce an infective dose. With an incubation period of
under a week, anthrax cases are likely to be misdiagnosed, leaving
insufficient time for treatment. The initial symptoms are non-spe-
cific and could be mistakenly diagnosed as influenza. Treating
anthrax infections requires substantial doses of antibiotics such
as penicillin, ciprofloxacin, erythromycin or vancomycin.>? How-
ever, in the case of inhalation anthrax, antibiotic treatment is not
very effective unless it is begun within a day of exposure. While a
vaccine can be used to preventinfection, consideration needs to be
given to potential side effects. For example, anthrax vaccinations
given to personnel involved in Operation Desert Storm are sus-
pected of being one of several factors associated with Gulf War
Syndrome. Fortunately, anthrax is extremely unlikely to be trans-
mitted from person to person.
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49. ‘Chronology of Aum Shin-
rikyo’s CBW Activities’, Monterey
Institute of International Studies,
2001, p. 2.

50. Op. cit. in note 45.
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ter,Johns Hopkins Center for Civil-
ian Biodefense, Center for Strate-
gic and International Studies,
ANSER, & Memorial Institute for
the Prevention of Terrorism, June
2007; http://www.upmc-biose-
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52. ‘BW Terrorism Tutorial, Bio-
logical Agents of Concern’, Amul-
timedia tutorial produced for The
Nuclear Threat Initiative by the
Center for Nonproliferation
Studies at the Monterey Institute
of International Studies; http://
www.nti.org/h_learnmore/bwtu-
torial/chapter03_02.html.

53. Ibid.
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Viruses

Between June 22nd-23rd 2001, the United States carried
out exercise Dark Winter to simulate the potential effect
of a smallpox outbreak. Based on calculations, roughly 3
million smallpox cases were projected a few months after
the initial outbreak. With an approximate 30 per cent
fatality rate, this equates to about one million fatalities.
According to projections, smallpox cases also appeared in
several other countriesasaresultof theinitial outbreak.>

Viruses are made up of nucleic acid strands covered with casings of
protein, and they need a host to grow and reproduce. While the
incubation period for viruses tends to be longer than for bacteria,
viruses can act rapidly once they have infected the host. Certain dis-
eases caused by viruses - such as smallpox, typhus and rift valley
fever — produce telltale signs indicating that something is wrong,
including the presence of arash, blisters or frequent vomiting. Dis-
eases caused by viruses can be treated with limited antiviral com-
pounds but they do not respond to antibiotics.

One virus that has received a lot of attention in recent years is
smallpox. Smallpox was eradicated as a natural disease in 1977
through a global vaccination campaign run by the World Health
Organisation (WHO). While thelast case of the disease occurred in
1978 as the result of alaboratory accident in the United Kingdom,
throughout the Cold War the Soviet Union mass-produced small-
pox as a weapon for use against US and Chinese cities in the event
ofa Third World War.52 Since the mid-1980s, the official stocks of
the smallpox virus have been restricted to two WHO-approved
repositories in the United States and Russia. While only two offi-
cial repositories exist, experts are concerned about the possibility
of undeclared stocks in Russia, North Korea, and other coun-
tries.>3

Smallpox is particularly troublesome if used as a weapon
because (1) itis highly transmissible from person to person;(2) the
virus is highly virulent; (3) a large percentage of the population is
susceptible to infection; and (4) the psychological impact would
be great because it produces a painful and disfiguring rash that
leaves permanent scars. Specialists at Johns Hopkins University
have argued thateven a single case of smallpox might be enough to
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shut down the entire US air transport system for up to amonth to
prevent the disease from spreading nationwide. Fortunately,
smallpox is difficult for terrorists to obtain because it no longer
exists in nature.>* Concerns linger whether other state actors
(besides the United States and Russia) have access to smallpox.
Operating under such assumptions, policy-makers cannot dis-
miss the potential of an inappropriate transfer, whether on pur-
pose or by mistake.

Rickettsiae, fungi and toxins

In January 2003, six Algerians were arrested in London on
charges associated with terrorism. Authorities discovered
traces of ricin in their apartment, along with castor oil
beans and equipment for crushing the beans. Those
arrested are believed to be part of a terrorist cell with pos-
sible ties to the millennium bomb plots in the United
States. Authorities believe that the ricin discovered was
partofalarger batch removed from the apartment before
the arrests.55

Rickettsiae are micro-organisms that have characteristics common
to both bacteria and viruses. Like bacteria, they contain metabolic
enzymes, use oxygen and can be treated through a regimen of
antibiotics. Like viruses, they grow only within living cells. Symp-
toms associated with rickettsiae include headaches, fevers, chills,
and pains in the joints and muscles. While the majority of rick-
ettsiae are spread through infected insects and are not transmitted
from person to person, they could be delivered through an aerosol
in the context of a biological attack.>¢ The lethality of rickettsiae-
induced diseases is fairly limited. For example, Q-fever is lethal in
one to two per cent of those who develop acute cases of the dis-
ease.>’

Fungi are organically more complex than bacteria and repro-
duce through the formation of spores. Fungi tend to draw nutri-
tion from decaying vegetable matter. Most forms of fungi are
found around soil. Their symptoms may be hard to distinguish
from other common ailments. For example, in the case of coccid-
ioidomycosis, effects are like to include flu-like illness with fever,

54. Ibid.

55. ‘Chronology of Incidents In-
volving Ricin’, Monterrey Institute
for International Studies, Center
for Nonproliferation Studies,
3 February 2004.

56. Jane’s Chemical-Biological Guide-
book, Chapter Il1.

57.‘Q Fever’, U.S. Centers for
Disease Control; http://www.
cdc.gov/ ncidod/dvrd/qfever/.
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cosis_t.htm.

59. Dana Shea and Frank Got-
tron, op. cit. in note 10, p. 12.

60. ‘Facts About Abrin’, U.S. Cen-
ters for Disease Control,
http://www.bt.cdc.gov/agent/ab
rin/basics/facts.asp, and ‘Facts
AboutRicin’, U.S. Centers for Dis-
ease Control.

61. ‘Early tests shows deadly ricin
in Senate mailroom’, CNN.com,
2 February ~ 2004;  http://
www.cnn.com/2004/US/02/02/
senate.hazardous/.

62. For  examples, see
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com (Bio-Seeq system) or
http://www.mesosystems.com
(BioCapture 550 GSA).
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cough, headaches, rash and myalgias in approximately 40 per cent
of those affected.8

Finally, toxins are the by-products of certain micro-organisms,
including those of bacteria, fungi, algae, plants,and animals. They
can also be produced through genetic engineering. Toxins can
enter the body through the lungs, eyes, or broken skin. They can
also be delivered using contaminated water or food or through
aerolisation. One of the more poisonous toxins is clostridium bot-
ulinum, which causes botulism. Other potential toxins of interest
include ricin and abrin. Compared to other toxins, both ricin and
abrin display low barriers to usage in small-scale attacks.>® Ricin,
made from the by-products left over from processing castor beans,
has no known cure. Abrin is similar to ricin but even more toxic.
Both can come in the form of a powder, a mist or a pellet.60 Over
the years there have been a number of incidents involving ricin,
including ricin powder recently discovered in the mailroom of US
Senate majority leader Bill Frist.6!

Detecting biological agents

The timely detection of dangerous biological agents in individuals
is difficult, as those affected often show non-specific symptoms
similar to those of the common cold. Misdiagnosis can easily lead
toinadequate treatmentand end up being more harmful than ben-
eficial. Often, several days or weeks can pass before experts can con-
clude that an outbreak is occurring. The process can be facilitated
or hampered depending on the actions and attitudes of govern-
mental authorities (as was seen in the case with SARS).

With respect to detection in an open environment, real-time
detection and measurement are likewise challenging. Many of
these challenges are similar to those faced by chemical detectors,
which may possibly only detect certain micro-organisms, or are
bulky, or are out of financial reach. However, compared with
chemical detection devices, biological detection technologies are
still catching up. It is only recently that hand-held devices were
unveiled for commercial use.62

The potential for false positives (detecting the presence of a
problematic organism whenitis not really there) or false negatives
(not detecting a problematic organism when there is one present)
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adds an additional layer of complexity. Secondary testing can be
used to confirm the identification of a micro-organism, however
such a test can take anything from 12 to 48 hours. If biological
agents are not detected at this stage, they will most likely go unde-
tected until individuals start experiencing the first symptoms of
the disease and decide to go to a doctor.

Analysis: biological weapons

Biological agents may appeal to non-state actors for a variety of rea-
sons. First, the delay between infection and the appearance of
symptoms can help maximise the reach of an attack. Second, the
potential for contagion may lead to ripple effects without addi-
tional action by the attacker. Third, the presence of non-specific
symptoms such as those commonly associated with common colds
can further magnify the effect of an attack. Fourth, difficulties in
detectinganattackand its source may attract individuals or groups
who want to remain anonymous. For example, after the Bhagwan
Shree Rajneesh sect infected 750 Oregonians with Salmonella in
1984, it took authorities over a year to determine that the infection
had been spread intentionally. While terrorists often want to take
credit or responsibility for their attack, the possibility for stealth
(as was displayed during the 2001 anthrax attack) provides would-
be terrorists with the option to remain anonymous or make an
announcement at the time of their choosing. Some experts increas-
ingly believe that a terrorist group would not claim responsibility
in the aftermath of a chemical or biological attack.63

Concerning agent usage, a 2004 CRS report evaluates the
‘attractiveness’ of several biological agents using six different cri-
teria: ease of acquisition, public health impact, availability of pro-
phylaxis, resistance to medical treatment, ease of dissemination
and weaponisation status. While the criteria are not weighted - i.e.
all are given equal weight in determining their potential allure to
users - the list provides an indication of which agents may be most
appealing for use in a small-scale terrorist attack. Table 3 below
summarises the information. As seen, viral diseases such as
Crimean-Congo hemorrhagic fever and Lassa fever exhibit com-
paratively lower barriers to usage. Among bacterial diseases, glan-
ders and pneumonic plague display similiar characteristics.
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Table 3: Barriers to biological agent use in a small-scale terrorist attack

Lower barriers Medium barriers Higher barriers

Glanders Marburg haemorrhagic fever| Venezuelan equine

encephalitis

Crimean-Congo Haemor-
rhagic fever

Ebola haemorrhagic fever | Typhus

Pneumonic plague Melioidosis Rocky Mountain spotted
fever
Nantavirus Yellow fever Escherichia coli 01576:H7
Dengue haemorrhagic fever | Anthrax Smallpox
Eastern equine encephalitis | Q fever Monkeypox
Lassa fever Machupo haemorrhagic Brucellosis
fever
Russian spring-summer Tularemia Shigella dysenteriae

encephalitis

Western equine encephalitis | Junin haemorrhagic fever Cholera

Rift Valley fever Salmonella Typhimurium

Source: Classification based on information presented in Table 2 (‘Biological agent compar-
isonaccording to barriers to potential terrorist use’) in D. Shea and F. Gottron, Small-scale Ter-
rorist Attacks using Chemical and Biological Agents: an Assessment Framework and Preliminary Compar-
isons, CRS Report for Congress, RL32391, 20 May 2004, pp. 24-5.

From a different angle, the production of biological agentsata
crude level requires limited scientific knowledge, and certain
materials can be readily acquired. For example, personnel attached
tolaboratories can easily purchase certain strains at the lower level
of the danger scale. For example, strains of rickettsiae can be
obtained for $500 while the salmonella cholera virus is priced at
$150.64 With respect to production costs, a US government con-
tractor has shown thatbuilding a biological weapons manufactur-
ing facility using off-the-shelf technology would cost approxi-
mately $1 million.65
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However, the use of biological agents also raises important
challenges. As Aum Shinrikyo demonstrated, producing and dis-
seminating biological agents is a complex proposition. Many bio-
logical agents require certain conditions to survive (such as lim-
ited exposure to heat and sunlight). Some agents, while extremely
dangerous and contagious, are not available in nature (smallpox).
Others that can be found in nature may have limited potential for
contagion, given rapid mortality rates (e.g. Ebola).

Radiological weapons

In 1996, Chechen rebels placed a container with caesium-
137 ina Moscow park. Although the material was not dis-
persed, it represented a deliberate attempt to employ radi-
ological materials in a terrorist attack.66

A radiological dispersal device (RDD), also known as a ‘dirty
bomb’, consists of radioactive material that is packed with conven-
tional explosives. When a RDD is set off, radiation is released into
the surroundingair. Thus, beyond the physical impact of the explo-
sion, energy is released in the form of alpha and beta particles,
gamma rays and neutrons. While a layer of clothing will stop alpha
and beta particles, gamma rays and neutrons require several cen-
timetres of concrete to be blocked. Radioactive material can enter
the body through inhalation, ingestion, or through open wounds.
Once radioactive material enters the body, internal contamination
continues to irradiate the body from within.

The impact of the RDD depends on the amounts of explosives
and radioactive material used. Examples of radioactive materials
that can be used in an RDD include plutonium, yttrium, caesium,
rubidium, thallium and tritium. Finding radiological materials is
not impossible. According to the International Atomic Energy
Agency (IAEA), ‘[t]he radioactive materials needed to build a “dirty
bomb” can be found in almost any country in the world, and more
than 100 countries may have inadequate control and monitoring
programmes necessary to prevent or even detect the theft of these
materials.’67 The IAEA estimates that there are over 10,000 med-
ical radiotherapy units in use worldwide; approximately 12,000
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66. ‘IAEA Cites Inadequate Con-
trol of World’s Radioactive
Materials’, US Department of
State, International Information
Programs, June 2002.

67. ‘Inadequate Control of
World’s Radioactive Sources’, In-
ternational  Atomic  Energy
Agency, Press Release, 25 June
2002.
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68. Op. cit. in note 66.
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U.S. Centers for Disease Control
(CDQ); http://www.bt.cdc.gov/
radiation/arsphysicianfact-
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70. Ibid.

71. ‘Prenatal Radiation Expo-
sure: AFact Sheet for Physicians’,
US Centers for Disease Controls
(CDQ); http://www.bt.cdc.gov/
radiation/prenatalphysician.
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industrial sources for radiography supplied annually; and about

300 irradiator facilities containing radioactive sources for indus-

trial applications. The agency identifies industrial radiography,

radiotherapy and thermo-electric generators as being notable
risks because they contain significant amounts of material such as
such as cobalt-60, strontium-90, caesium-137 and iridium-192.68

The damage associated with a ‘dirty bomb’ is difficult to pre-
dict. The most serious consequences of a dirty bomb could be the
associated social disruption and economic costs. While most
expertsagree that the medical impact ofan RDD would be limited,
the primary physical effects associated with exposure to radiation
include:

D Acute Radiation Syndrome (ARS): an acute illness caused by a high
dose of penetrating radiation in a very short period of time.
Onset can occur days or weeks after exposure. The immediate
symptoms of ARS are nausea, vomiting and diarrhoea; later,
bone marrow depletion may lead to weightloss, loss of appetite,
flu-like symptoms, infection and bleeding. The survival rate
depends on the radiation dose.6?

D Cutaneous Radiation Syndrome (CRS): damage caused by acute
radiation exposure to the skin. Symptoms include inflamma-
tion, loss of hair, itching, intense skin reddening, blisteringand
ulceration. Severe exposure can cause permanent hair loss,
damaged sebaceous and sweat glands, atrophy, fibrosis,
decreased or increased skin pigmentation, and ulceration or
necrosis of the exposed tissue.”0

D Prenatal Radiation Exposure: occurs when a pregnant woman is
exposed to radiation. The severity of health effects on the
unborn child depends on the gestational age of the unborn
baby at the time of exposure and the amount of radiation it is
exposed to.”?

D Delayedeffects of radiation exposure: includes an increased risk of cancer.

Treating radiation exposure consists of decontamination. In
most instances, removing the outer layers of clothing and taking a
shower will suffice. Decontamination is important both for
affected individuals and those they may encounter. Individuals
who are externally contaminated with radioactive material can
contaminate other people or surfaces that they touch.

Treating internal contamination is more complex.”2 There are
a number of medical countermeasures that can be used in the



Understanding the CBR threat

event of radiological exposure. Three compounds used in such
countermeasures are: potassium iodide (KI), diethylenetriamine-
pentaacetate (DTPA), and ferric ferrocyanide, also known as
Prussian blue (PB).73

In addition to the effects on living organisms, physical areas
exposed to radiation are likely to be evacuated pending decontam-
ination. This can be both time-consuming and costly. While the
physical effects of an attack using conventional weapons are
immediate, the effects of a radiological attack could be felt for
years. For example, the radioactive material caesium-137 has a
half-life of 30 years.”4

Detecting radiological elements

Detecting radiological elements is challenging. Humans cannot see,
smell, feel or taste radiation. Various devices are used to detect radio-
logical exposure. Individuals who work in high-risk areas or medical
personnel are likely to use direct reading dosimeters (DRDs), ther-
moluminescent devices (TLDs), film badges and/or Geiger-Miiller
(G-M) counters to estimate the degree of exposure.”>

Analysis: radiological weapons

The immediate impact of an RDD is likely to be limited. It is
thought thatalikely RDD scenario is approximately 20 deaths and
500 injured - all caused by the effects of the explosives. Although
the radioactive materials are unlikely to resultin immediate deaths,
the impact may be extensive and long-lasting. Some individuals -
including first responders - may present some of the radiation
symptoms described earlier. A much larger group of people, most
likely in the thousands (if the event takes place in a heavily popu-
lated area), will think they are contaminated. This can result in
mass panic, evacuations and saturation of the health services. ‘[I|n
the 1987 Cs-137 accidentin Goidnia, Brazil, 8.3% of the first 60,000
people screened, presented with signs and symptoms consistent
with acute radiation sickness: e.g., skin reddening, vomiting, diar-
rhoea, although they had not been exposed.””¢ This psychological
dimension of an RDD attack has a significant human and finan-
cial cost.

Although an RDD s likely to resultin limited physical damage,
the economic impact could be great. Initial tasks, such as evaluat-

35
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ing the affected area and determining the level of decontamina-
tion required, take time. The decontamination process itself is
time- and labour-intensive. Thus, any activities that normally take
place within the affected areas will be shut down for days or
months. Once the decontamination process has ended, psycho-
logical factors may surface as people refuse to move back in or real-
estate values plummet. The costs associated with an RDD can
thus rapidly enter the multi-million euro range.

What policy-makers should focus on

With respect to chemical weapons, there are clearly many agents
that terrorists could employ to conduct an attack. Which agents
and methods should policy-makers focus on? While comprehen-
sive efforts should be made to prevent, protect, and prepare for any
type of CBRattack, TICs should be of particular concern as they are
more readily available than military-grade chemical agents.

In terms of supply, there are thousands of facilities across
Europe that use and house chemicals like chlorine, cyanide, and
phosgene. On any given day across Europe, vast amounts of toxic
industrial chemicals are transported by rail or road across the EU.
While they may be secure vis-a-vis transportation requirements,
they are likely to be vulnerable to physical attack. In addition,
many industrial facilities store toxic chemicals in their outdoor
facilities - including in unprotected railway vans.””

Besides the vulnerabilities raised by accessible depots and loca-
tions, the availability of precursor chemicals that can be utilised to
produce other agents - such as nerve agents - should be high-
lighted. For example tabun, a fairly persistent agent, is manufac-
tured from four precursor chemicals that are in wide use commer-
cially.

Concerning radiological weapons, radioactive source material
may be found within industry, hospitals and research laboratories
inside the EU. Specific examples range from hospital instruments
used to treat tumours to industrial sterilisation equipment. It is
estimated that about 500,000 radioactive sources have been sup-
plied over the past fifty years to operators within the EU-15.78

An EU study has estimated that up to 70 sources are lost from
regulatory control in the EU each year. Moreover, a European
Commission report has identified approximately 30,000 disused
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sources in the EU that are held in local storage at the users’ prem-
ises are at risk of being lost to regulatory control. Fortunately, the
majority of these sources would not pose a significant radiological
risk if used in adirty bomb.”® This is because the levels of radiation
created by most probable sources are not sufficient to cause severe
illness. In this instance, the biggest risk associated with the bomb
would be the blast itself and associated psychological effects.80

However, there are risks as long as radiation sources are vulner-
able or unaccounted for. There is definite interest in gaining
access to such materials. According to the IAEA’s Illicit Traffick-
ing Database, there were 540 confirmed incidents involving illicit
trafficking in nuclear and other radioactive materials between 1
January 1993 and 31 December 2003.81

So what is the EU doing to protect itself against chemical,
biological or radiological attacks? The next section of the report
looks at EU preparedness for all types of CBR events in more
detail. Emphasis is given to activities that have occurred since
11 September 2001.
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What CBR response measures
exist at the EU level?

In a border-free Europe, measures must be available at the EU level
toensureadequate coordination and response in the case of alarge-
scale CBR attack. Since the 11 September attacks in the United
States, the EU has stepped up its efforts to complement and bolster
EU member states’ ability to respond in the event of an attack.
While first responders and other authorities within member states
represent the firstline of defence in the event of an attack, EU-wide
actions are necessary to enhance coordination, provide a platform
for cooperation with third parties and facilitate burden sharing if
needed.

Within the European Union, the Council of the EU (hereafter
Council) and the European Commission (hereafter Commission)
spearhead CBR coordination and response efforts. The Civil Pro-
tection Working Party (PROCIV) is the principal group responsi-
ble for efforts within the Council. In the Commission, the Direc-
torate General Environment containing the Civil Protection Unit
is one of the principal actors.82 This chapter provides an overview
of measures taken by the EU since 11 September 2001.

The EU response since September 2001

The Ghent European Council held in October 2001 asked the
Council and the Commission to prepare a programme to improve
levels of cooperation between member states vis-a-vis chemical and
biological terrorism.83 The heads of state or government of the
European Union and the President of the Commission declared
that the CBR threats ‘[called | for adapted responses on the part of
each Member State and of the European Union as a whole’.84
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The Community civil protection mechanism

One of the first measures taken after the Ghent Council was

strengthening of the existing Community Action Programme for

civil protection, which is to be updated again in 2004.85 On

23 October 2001, the Council established the ‘Community mecha-

nism to facilitate reinforced cooperation in civil protection assis-

tance interventions’.86 The mechanism, which has been in effect
since 1 January 2002, and will be revised in 20035, has the following

tasks: 87

D Identifying intervention teams and other support available in member
states in the event of an emergency. The Commission’s Civil Protec-
tion Unit (CPU) presently maintains a list of available CBRN
experts within the EU. As of December 2003, the database con-
tained approximately 6,700 individuals specialising in areas
such as CBRN, logistics, search and rescue, decontamination,
etc.88

D Establishing assessment and/or coordination teams — including dis-
patching such teams when needed. Besides identifying CBRN
experts, the mechanism can be engaged during emergencies.
For example, the mechanism was employed during the oil
tanker Prestige disaster, when the Commission’s Monitoring
and Information Centre (MIC) launched 8 different requests
for assistance. The requests yielded additional ships, aircraft
and equipment from a number of participating countries that
were placed at the disposal of France, Spain, and Portugal.8®
Pre-identified teams should be deployable within 12 hours.

D Setting-up and implementing a training programme for intervention
teams and other coordination teams. Since mid-2003, some 30
training courses have been planned. Six courses are planned for
2004 and 14 for200S. The courses will cover CBRN, natural dis-
asters, and technological disasters.?? To maximise the benefits
from these training courses, the Commission has introduced
an Exchange of Experts Programme to be used by participating
countries to share their experiences. EU funding for these and
related activities is roughly €5 million.

D Establishing and managing a monitoring and information centre. A
continually operating MIC was launched in October 2001
within the Commission.®? If an EU member state is hit by a
major natural or man-made disaster, it can send an assistance
request to the MIC. The MIC serves as the ‘nerve centre of the
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mechanism as it is here that information is received from the
various networks and the Member States’.92

D Establishing and managing common emergency communication and
information systems. There are a number of existing networks
that are linked in order to enhance communication and infor-
mation sharing. For example, the MIC maintains links with the
epidemiological surveillance and control of communicable dis-
ease network. A dedicated Common Emergency Communica-
tionand Information System (CECIS) should be operational by
the end of 2004.

The Health Security Programme (BICHAT)

On 26 October 2001, a Health Security Committee (HSC) was
established. Consisting of senior representatives from member
state health ministries, the HSC represents the main collaborative
instrument for countering the deliberate release of biological and
chemical agents within the European Union. The HSC is the body
through which emergency plans and simulations are modified or
changed.Italsoissues clinical guidelines and drafts disease surveil-
lance measures. The HSC contains five working groups covering
the following areas: laboratories, chemicals, clinical guidelines,
emergency plans/modelling and biological agents.

In December 2001, following a proposal by the Commission,
the HSC presented a Health Security Programme on preparedness
and response to biological and chemical agent attacks. Known as
BICHAT (programme of cooperation on preparedness and
response to biological and chemical agent attacks), the pro-
gramme identifies 25 actions grouped under four main objectives:
D establishingamechanism forinformation exchange, consultation

and coordination to facilitate the handling of health-related

issues associated with potential BC use;

D creating an EU-wide capability for the timely detection and identi-
fication of biological and chemical agents that may be used in
attacks - including the rapid and reliable determination and
diagnosis of relevant cases;

D creating a medicines stock, health services database, and stand-by
facility to speed up the availability of medicines and health care
specialists in case of need;
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D drawing up and disseminating guidance rules to improve
health responses in the event of an attack - including the coordi-
nation of an EU response and links with third countries and
international organisations.®3

Since the introduction of BICHAT, a number of advances have
taken place in all four objective areas. These are summarised
below.

Information exchange

With respect to the first BICHAT objective, an alert mechanism was
introduced in June 2002 to facilitate the exchange of information
across the EU. Code-named RAS-BICHAT, it is active at all times
and links the HSC with specific points of contact - such as health
authorities and laboratories - across Europe.?* RAS-BICHAT can
tap into other networks such as those for civil protection, radio-
logical emergencies, communicable diseases and food alerts.?>

The HSC uses this mechanism to communicate in the case of
health-related incidents, to advise on preparedness and response,
and to coordinate emergency planning at the EU level.?6 Opera-
tionally, the system works though a combination of secure tele-
phone, fax and the Internet. The system also supports the use of
video teleconference. As of January 2004, RAS-BICHAT has been
used fifteen times.%”

The RAS-BICHAT network and the existing Early Warning
Response System (EWRS) on communicable diseases will gradu-
ally be reinforced through the introduction of a Medical Intelli-
gence System (MedISys). MedISys will serve to detect and track
diseases of concern.

Detection and identification

With respect to the second BICHAT objective, the European
Agency for the Evaluation of Medicinal Products (EMEA) has
developed alist of potential biological agents that may be used dur-
ing a chemical or biological attack. The agents have been cate-
gorised according to ease of dissemination, toxicity, infectiousness,
persistence, and availability of vaccines, prophylaxis, and serums.
The list of pathogens has been introduced into the EU’s communi-
cable disease surveillance network.
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In addition to the EMEA list, national experts designated by
the HSC have released clinical guidelines for the recognition and
case management of CB-related symptoms. As of mid-2003, ten
manuscripts had been drafted to cover pathogens such as anthrax,
smallpox, botulism, plague, and tularaemia.

To ensure effective support between different laboratories, the
Commission is promoting memoranda of understanding
between member states’ different national laboratory systems. A
link has been established between safety level four (P4) laborato-
ries within the EU to ensure timely diagnostic services to all mem-
ber states. It should be noted that only six P4 laboratories exist
among the EU fifteen ‘suitable for the handling and confirmation
in samples and specimens of high-risk agents such as haemor-
rhagic fever viruses’.%8

Medicine stocks

With respect to the third objective, two working groups on medi-
cine stocks have been established through the EMEA. %9

The first, known as the Committee for Proprietary Medicinal
Products (EMEA/CPMP),aims to develop guidelines for the use of
medicines against potential pathogens.’00 A document was
released on 16 January 2002 covering the diseases of greatest con-
cern, also known as ‘category A’ diseases: anthrax, smallpox,
plague, tularaemia, viral haemorrhagic feversand botulism.101 An
extended version of the document was released in July 2002.

The second working group, informally known as the EMEA
vaccines working group, was tasked to produce a study on vacci-
nation recommendations - with particular attention to smallpox
vaccines. Not all EU member states stockpile antibiotics at the
national level. Some rely on requirements placed on pharmacists,
distributors or hospitals to ensure access in time of need. These
mechanisms do not necessarily incorporate the antibiotics that
are the most suitable for countering bioterrorist attacks. A Com-
mission proposal suggesting the creation of a ‘virtual’ vaccine
stockpile whereby 20-30 per cent of the vaccines would be admin-
istered at the EU level has been rejected to date.

In parallel with these efforts, a Commission-pharmaceutical
industry task force was established in December 2001 to analyse
the production capability, availability, storage and distribution
networks for vaccines and other medicines that may be relevantin
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the event of a biological attack. The task force exchanges informa-
tion through aspecific network established by the Pharmaceutical
Committee.

International cooperation

The final objective of BICHAT - dissemination and cooperation
with third parties - represents an ongoing process. The Council
and Commission maintain contact and exchange information
with anumber of organisations such as the US Centers for Disease
Control and Prevention (CDC), Organisation for the Prohibition
of Chemical Weapons (OPCW), the International Programme on
Chemical Safety (IPCS), International Atomic Energy Agency
(IAEA), the European Association of Poison Control Centres and
Clinical Toxicologists (EAPCCT) and NATO. With respect to non-
proliferation efforts, all EU members are part of the Biological and
Toxin Weapons Convention (BTWC), the Chemical Weapons Con-
vention (CWC), and the Australia Group. In December 2003, the
EU adopted its strategy against the proliferation of weapons of
mass destruction.102

The Commission also collaborates bilaterally with the World
Health Organisation (WHO) on a number of areas aiming to
counter the release of biological and chemical agents.193 In addi-
tion to frequent meetings, there is joint work on the production of
biological products such as vaccinia immune globulin (which
contains antibodies to vaccinia virus) and chemical agents,and on
global health intelligence.

Finally, the EU is part of international networks dealing with
healthissues, such as the Global Health Security Action Group.104
The group provides institutions with a way to pool resources in
the event of a health-related outbreak. Amongits members are sci-
entific institutions, UN organisations like UNICEF and UNHCR,
the Red Cross, and non-governmental organisations such as Doc-
tors Without Borders/Médecins sans Frontiéres.

The 2002 CBRN programme

On 20 December 2002, the Council and the Commission adopted
the ‘Programme to improve cooperation in the European Union
for preventing and limiting the consequences of chemical, biologi-
cal, radiological, or nuclear terrorist threats’.105 Besides reviewing
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measures and legislation already in place, it spelled out additional

objectives to facilitate a multi-sector response in the event of a

CBRN attack. The programme’s mandate is ‘to improve coopera-

tion between the Member States on the evaluation of risks, alerts

and intervention, the storage of such means, and in the field of
research’.106 In addition, the programme is tasked to cover ‘the
detection and identification of infectious and toxic agents as well
as the prevention and treatment of chemical and biological
attacks...’107

The programme sets out seven strategic objectives, several of
which were introduced under earlier initiatives, to guide current
and future work in the area. Progress made towards reaching these
strategic objectives is reviewed annually on the basis of informa-
tion transmitted by the member states. A progress report is pre-
sented to the Council annually. The first such report was pre-
sented by the Italian presidency in December 2003.108 The
objectives and progress to date are:109

1. Tostrengthentherisk analysis andtherisk assessment of threats of CBRN-
terrorism and their lines of propagation. According to the progress
report unveiled during the Italian presidency, relevant Council
bodies and other entities have carried out risk assessments for 9
regions and 55 countries. The information is obtainable from
specific points of contact in the member states, but is not pub-
licly available. The assessments are based on the exchange of
information on terrorism-related incidents.110

2. To reduce the vulnerability of the population, the environment, the food
chain and property against CBRN threats through preventive measures.
The Commission has produced a report listing the steps taken
to reduce vulnerabilities in the areas mentioned above. Propos-
als for enhancing civil aviation and maritime transport regula-
tions have also been issued. Finally, under the Civil Protection
Action Programme, a call for proposals has been issued to study
ways of informing the public in times of emergencies.

3. To ensure quick detection and identification of an actual attack and
spread of information (‘monitoring, warning and communications).
The three main communication and information systems, RAS-
BICHAT (health), ECURIE (radiological), and CECIS (civil pro-
tection, not yet operational) have been enhanced and their
mutual coordination improved." A radiological data system
known as EURDEP (European Union Radiological Data
Exchange Platform) is being incorporated into the emergency
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arrangements to allow the automatic availability of radiologi-
cal measurements in the event of a radiological incident.
Finally, the Commission has introduced amendments to legis-
lation on public health and clinical guidelines.

4. To mitigate the consequences of an attack, to facilitate the return to nor-
mal conditions, and to use and continue developing instruments needed
forefficient consequence management. The principal toolin thisarea
is the Community Mechanism adopted in 2001. A database of
military assets and capabilities that could be used in the event of
a CBRN attack has been established.

5. To strengthen the scientific basis of the programme. In late 2002, the
Commission issued a call for proposals to explore methods for
improving CBRN research-related efforts.12

6. To cooperate with third countries and international organisations.
Spearheading this effort is international cooperation in the
health arena, in particular through the Global Health Security
Action Initiative.

7. To ensure efficient use and coordination of the instruments used in imple-
menting the programme. On the Council side, the Civil Protection
Working Party has a general monitoring role over CBRN protec-
tion activities while the Commission is tasked with facilitating
the exchange of information."3 The Italian presidency, acting
in cooperation with the Commission, issued an inventory of
the instruments relevant to the programme.114

CBR training exercises

CBR training exercises at the EU level provide an important avenue
for testing the EU’s capacity to respond to a CBR-related attack. To
date, the EU has only carried out one large-scale exercise to test
such response capabilities.’’> Under the auspices of the European
Commission, exercise EURATOX 2002 was launched on 27-28
October 2002 at the Canjuers (Var) military training area in
France. The exercise simulated a terrorist group detonating a radi-
ological device in a sports stadium and cinema. The objectives of
the exercise were to:
D test the aid control channels within EU member states in the
event of an attack, and
D activate and test the European Civil Protection Mechanism by
requesting assistance from other members through the
MIC.116
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EURATOX 2002 involved the treatment and evacuation of
approximately 200 ‘wounded’ individuals. An additional 2,000
people ‘required assistance’. Excluding France, teams from five
other EU member states were activated through the MIC. Overall,
teams of 10-30 responders from Austria, Spain, Greece, Italy and
Sweden took part in the exercise. An additional 800 emergency
response personnel were called in from national, regional and
European operational civil protection centres.

The exercise was considered successful, particularly concern-
ing the identification and use of local assets. Approximately 600
hospital beds were identified on the first day of the exercise. The
beds were made available within two to six hours. On the following
day, an additional 800 beds were identified. Five medical airplanes
were used to evacuate the victims to the respective hospital loca-
tions.17

To date, the follow-up exercises to EURATOX 2002 have been
limited to training courses. The focus has been on sharing lessons
learned. Examples of exercises carried out in 2003 include the
tabletop exercise ‘EU Response 2003’ and the ‘Florival 2-One Year
After’ workshop.118

Research

In October 2001, an R&D Expert Group (R&D EG) was created by

the Research Ministers’ Council. One aim of R&D EG is to improve

efforts at countering the effects of biological and chemical terror-

ism. The group consists of EU member state personnel represent-

ing a number of government departments such as defence, health,

research and civil protection. The group also contains personnel

from research establishments across Europe. The members of the

group can exchange information through a restricted access web-

site. Among the research tracks considered so far are:

D aninventory of member state and EU-level research activities for
countering the effects of BC terrorism;

D anexamination of how these research activities could be better
coordinated; and

D identification of current research gaps and needs, in both the
shortand long run.

In addition to the R&D EG, the Joint Research Centre (JRC)
provides the European Commission with access to in-house scien-
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tific and technical expertise in the nuclear, biological and chemi-
cal field. The JRC usually operates in networks with research cen-
tres and national laboratories.’1? In 2002, the JRC launched two
prospective studies on vulnerabilities to bioterrorism. The first
focused on the scientific issues and questions, while the second
assessed the societal vulnerabilities to possible terrorist
attacks.120

The EU also set up a bioresponse working group consisting of
experts from member states. Under the auspices of the European
Network of genetically modified organisms (GMO) laboratories
coordinated by the JRC, the group considers scenarios for emer-
gency response and vaccine production. The group devotes spe-
cific attention to the context of agro-terrorism.

Finally, the Commission is considering which priorities under
the 6th Framework programme can be applied to build knowledge
and tools for identifying biological and chemical agents.21
Related efforts are evident in the recently released European Secu-
rity Research Programme (ESRP) which identifies areas of
research relating to CBRN protection.

Military assets

Most EU member states have specialised military personnel and
equipment allowing them to perform tasks in a CBR environment.
While these assets tend to be geared toward force protection - i.e. to
ensure the wellbeing of troops in a CBR environment - they have
applications in the field of detection and consequence manage-
ment. Military capabilities and equipment may be increasingly rel-
evant for ensuring security within the EU - especially in areas such
as decontamination.’22

At the EU level, military capabilities such as these can be used
‘on a case by case basis, to support civil protection measures
against CBRN terrorism’ within the EU.123 The March 2004 Euro-
pean Council summit called for continued work to develop an
ESDP contribution to the fight against terrorism. The approval of
a solidarity clause closely resembling that laid down in Article 42
of the draft Treaty establishing a Constitution for Europe further
strengthens the possibility of using military capabilities to handle
CBR events. According to the clause, EU member states ‘shall act
jointly in a spirit of solidarity if one of them is the victim of a ter-
rorist attack. They shall mobilise all the instruments at their
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disposal, including military resources to:

D prevent the terrorist threat in the territory of one of them;

D protect democratic institutions and the civilian population
from any terrorist attack;

D assista Member State or an acceding State in its territory at the
request of its political authorities in the event of a terrorist
attack.”124

In certain EU member states, military resources within the ter-
ritory can be used to handle a number of different situations.
These may include consequence management after a CBR attack
(this is covered in greater detail in the next chapter). Several EU
member states also possess paramilitary personnel trained for a
range of contingencies within their national borders. Thus, several
options exist for the use of military resources in demanding situa-
tions such as terrorist attacks using non-conventional weapons.
At the EU level, however, many questions remain concerning the
use of military assets. A related discussion is the use of NATO
resources and the steps that organisation has taken to enhance
civil preparedness against possible CBR attacks. The following
section provides a brief overview of such efforts.

NATO civil defence assets

The NATO Allies approved a Civil Emergency Planning Action at
the November 2002 Prague summit. The plan envisages the possi-
bility of NATO support for managing the consequences of a CBR
attack if requested by national authorities.125

At the operational level, NATO has a Euro-Atlantic Disaster
Response Coordination Centre (EADRCC). It carries out exercises
and training courses to improve overall preparedness in the event
of CBR disasters or terrorist attacks (post-9/11). For example, in
early October 2003, the EADRCC organised an exercise (Dacia
2003) simulating a terrorist attack using a dirty bomb in Roma-
nia. Aiming to test the coordination of international response
operators, the exercise involved 320 individuals representing 19
different EAPC member countries. About 1,300 Romanian per-
sonnel took part in the exercise. In the event of an emergency, a
non-standing Euro-Atlantic Disaster Response Unit (EADRU)
can be formed consisting of national elements provided by EAPC
members.126
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EU Limitations

While substantial initiatives are being taken at the EU level relating
to CBR protection, it is important to recognise that limitations
exist. This section provides a brief overview of some of the main
challenges facing the measures described in this chapter.

Community mechanism limitations

The principal challenges associated with the Community mecha-
nism revolve around the MIC. First, member states are not obli-
gated to inform the Monitoring and Information Centre in the
event of an event, even if it has transboundary effects. From a dif-
ferent angle, if an affected country asks for assistance bilaterally
and thenalso engages the MIC, resources may be duplicated unnec-
essarily.

Second, since the centre coordinates voluntary assistance, it is
the responsibility of EU member states to produce the necessary
assets to respond to an emergency situation. For example, during
the summer forest fires in Portugal in 2003, political willingness
to help was initially signalled by 21 countries. In the end, commit-
ments came from only two countries: Italy (2 Canadairs) and Ger-
many (3 helicopters).127

Third, the MIC is limited by the relatively small size of the CPU
thatmansit. Although the initial size of the Civil Protection Unit’s
staff has more than doubled since April 2002, it currently num-
bers only 14-15 staff (as of June 2004). Once administrative staffis
included, the size of the CPU is close to 20. The implications of a
small staff are far-reaching. Currently, there is usually only one
duty officer manning the MIC at any given moment. During exer-
cises or emergencies, the number may increase to 3 or 4 officers.128
With respect to planning, alimited staff size makesitis difficult to
assemble and update a detailed database on assets available for
dealing with a catastrophe. For the database to be effective, it
needs to be continually updated and staff need to ensure that what
is listed is truly available (for example, it is not useful to list equip-
ment that is damaged or otherwise unavailable). The fact that the
CPU staff associated with the MIC are not necessarily specialists
makes the task more challenging.

Currently, the database of CBRN-qualified experts is basic and
includes little information on the available equipment. During
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the floods in southern France in 2003, a demand for high capacity
pumps (pumps that can displace roughly 1.9 million m3 per day)
was difficult to meet since the database did not provide informa-
tion on equipment capacity and compatibility. Ultimately, only
four out of seven countries were able to provide the required assis-
tance, and of these only one country had registered an interven-
tion team equipped with pumps in the database - and even then
the capacity of the pumps was unspecified. A larger and spe-
cialised staff would allow the CPU to identify these additional
assets and expand its databases. Ideally, additional staffing would
also make it possible to collect and maintain up-to-date informa-
tion on the costs associated with certain equipment and response
capabilities. Specialised staff would also allow countries request-
ing aid to be more specific by providing asset needs in detail.

A limited staff size also makes it difficult to produce compre-
hensive, up-to-date, in-house threat assessments. This limits the
MIC’s ability to coordinate the deployment of assessment and
response teams. Ideally, staff should have the capability to put
together response packages based on pre-defined scenarios that
correspond to viable threat assessments.

The small staff size may also explain why the unit’s vade
mecum, which provides a general overview of the measures taken
by EU member states and other European Economic Area coun-
tries to handle disasters, has not been updated since 1999.12° An
updated version would give policy-makers across Europe better
insights into the different national plans for dealing with emer-
gencies.

The effectiveness of the civil protection unit is also limited by
its budget. In the absence of a specific agreement between coun-
tries, the Community mechanism states that the country affected
by a disaster shall bear the cost of assistance. According to the
Commission, the experience with the forest fires in Portugal
showed the limits of purely voluntary actions in the absence of a
rapid source of finance. Rectifying this weakness would require
the establishment ofa funding mechanism that could coverinitial
emergency costs — such as transportation - which could be repaid
atalater stage.130

The Commission is currently studying the possibility of
extending Community financing for transport costs associated
with the provision of assistance within the EU. An initial target
date for such a fund is 2006. The size of the fund is estimated at
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around €6 million per year, based on the likelihood of S to10
events per year. This fund may be complemented by another fund
of around €10 million annually to cover costs incurred during an
emergency that overwhelms the affected member state.131

BICHAT limitations

BICHAT’s main challenges exist in the communications and med-
icine stocks arena. With respect to communications, the RAS-
BICHAT network is a passive mechanism whose relevance depends
largely on its voluntary usage - if it is not used during a crisis, it is
largely irrelevant.

With respect to medicine stocks, the idea of an EU vaccination
stock has been rebuffed by member states, who argue thatit would
add no value to the current set-up of national stockpiles.’32 In
addition, member states have voiced concern over the timely avail-
ability of vaccinations should such a system be introduced.
Finally, member states are keen on keeping vaccination figures
out of the public eye, especially if they are aggregated at the EU
level.

With respect to the timely delivery of materials, measures taken
in other countries suggest that effective pre-positioning can over-
come such concerns. For example, in the United States, the Cen-
ters for Disease Control and Prevention manage the country’s
National Pharmaceutical Stockpile.133 Materials, in the form of
twelve ‘push packages’are strategically located across the country,
ensuring availability anywhere in the United States within twelve
hours. Located in secure, climate-controlled warehouses, each
package contains enough pharmaceuticals to treat the victims of a
‘class A’ agent attack for several days. The stockpile incorporates
specific arrangements with manufacturers to quickly increase
production in case of need.134

An EU-level vaccination stockpile would offer distinct advan-
tages. First, it would give all EU member states access to a known
stock of medical supplies. With respect to distribution, the Euro-
pean Pharmaceutical Wholesalers Association (GIRP) has already
signalled its commitment to help develop a system for the central
coordination of distribution networks across the EU if needed. 33

Second, creating an EU-wide stockpile would provide eco-
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nomic benefits through enhanced economies of scale and
increased purchasing power. With the EU as a large-scale buyer,
policy-makers would have greater leverage in terms of price nego-
tiation and vaccine requirements. Third, benefiting from access to
EU-25 expertise, the stockpile could be strategically filled with the
most advanced vaccinations and prophylaxes. Fourth, the estab-
lishment of an EU-wide stockpile need not be mutually exclusive
with national stockpiles should certain member states prefer to
keep national stocks as well.

In spite of these benefits, the idea of an EU stockpile faces prac-
tical challenges. Beyond the costs associated with the initiation of
such a programme, a number of questions would need to be
resolved. For example, how would financing be arranged? What
would be the role of the EMEA and the future European Centre for
Disease Prevention and Control (ECDC)? How would locations of’
pre-positioned ‘push packages’ be determined? Policies and
strategies would need to be developed so that appropriate meas-
ures could be taken, should more than one target area be affected
simultaneously. Subsequently, the EU would have to take precau-
tions to guard against the legal ramifications of adverse events
associated with widespread use of drugs and/or vaccines.

Exercise limitations

Full-scale exercises represent key measures for testing capabilities
in the event of an emergency. In the case of EURATOX 2002, several
‘lessons learned’ indicated the need for additional exercises. For
example, Italian emergency crews noted that their fire hoses were
not compatible with French fire hydrants.136 Crews from different
countries had trouble communicating when using jargon and
acronyms. Even basic terms such as ‘operations centre’ or ‘field
commander’ were difficult to relay across teams. Complicating
the task was the need to communicate through walkie-talkies
installed inside responders’ protective suits/masks. As in most
large-scale events involving different units, the exercise also high-
lighted confusion over the chain of command. According to Pana-
giotis Katsikopoulos, the Greek coordinator, information flows
were not clear and the responsibilities of certain individuals were
not clearly demarcated.137
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Military limitations

While ‘creative ambiguity’ is the formula of choice concerning the
use of military assets in the aftermath of a terrorist attack, thereisa
need to consider the conditions under which such resources could
be used within the EU. These do not necessarily need to be restric-
tive. The aim should be to provide guidelines that are specific
enough to allow clarity and predictability. Policy guidelines should
provide the military establishment with a better overview of the
types of missions that they could be called on to perform. For exam-
ple, some existing military assets could be used for decontamina-
tion after an event. Such knowledge would allow planners to make
better-informed decisions concerning training and procurement
choices.

Synergies with NATO should be explored. While there are indi-
cations that there is increasing transparency in areas relating to
CBRN, thereis considerable overlap between the two that may fuel
duplication and could lead to disputes.

Future steps

A number of potential developments in the EU with relevance to
CBR protection could in future arise. Some, such as the establish-
ment of an European Centre for Disease Prevention and Control
(ECDPC), have already been approved and will be operational
shortly. Others - such as the potential creation of a European Civil
Protection Force (ECPF) - are at the exploratory stage.
Concerning the ECDPC, the European Commission presented
the formal proposal for its establishment in September 2003.138
The Centre will strengthen the Communicable Diseases Network
created in 1999. According to the proposal, the Centre, eitheratits
own initiative or at the request of the Commission ‘will issue sci-
entific opinions and risk assessments on a wide spectrum of issues
related to communicable diseases, such as clinical medicine, epi-
demiology, microbiology, and preventive measures’.'3° Concern-
ing chemical and biological issues, it is expected that the work cur-
rently carried out under the BICHAT programme ‘will be
evaluated and, according to the results, transferred to the Cen-
tre’.140 Expected to be operational in 2005, the Centre will be
located in Stockholm. The budget requirement is estimated at
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€48 million for the first three years of operation,'4? after which
the Commission will draft a report on the implementation and
effectiveness of the Centre, including proposals for changes to or
extension of its activities.

With respect to the ECPF, there have been several suggestions
for its creation. For example, Michael Barnier, the former Com-
missioner for Regional Policy and Chair of the Convention’s
Working Group VIII on Defence, has called for the creation of an
ECPF that would be coordinated at the intergovernmental level
post-2006. According to the proposal, the main focus for the force
would be to fight natural disasters.’42 In the aftermath of the Pres-
tige oil-tanker spill, the European Parliament called for ‘a Euro-
pean civil protection force capable of responding to natural and
industrial disasters, to create a legal framework for European
responses to disasters and to appoint a Commissioner responsi-
ble’.143 This call was reiterated after a heat wave cut across Europe
in the summer of 2003.744 It remains to be seen whether an ECPF
becomes a reality.

Arelated issue is the creation of the post of EU coordinator for
civil protection. The idea was put forward at the European Coun-
cilof Ghentin the autumn of 2001 and is still relevant today. How-
ever, ongoing discussions concerning the creation of a European
Coordinator for Civil Protection within the Commission have not
borne fruit. In the feedback received by the Greek presidency in
February 2003, the majority of member states felt there was no
need for such a coordinator. A clear perception was that it would
provide little added value.

Given these measures, what are EU member states doing to
protect themselves against potential CBR attacks? The next sec-
tion considers measures taken at the member state level, placing
particular emphasis on organisation, exercises and funding.
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What means of responding to
CBR events exist at the national
level within the EU?

Itis up to the individual EU member states to ensure adequate pro-
tection in the event of a CBR attack.45 Specifically, it is up to each
member state’s first responders — local firemen, policemen and
health personnel - to mobilise in the aftermath of an emergency.
Their level of knowledge, training and equipment are key determi-
nants for how well a response is executed.

The EU member states have varying levels of preparation and
resources to handle a CBR event. Differences are a function of
diverse perceptions of the threat, past experience with terrorism,
resource allocation, geographic location, size and national organ-
isation. However, while some are better prepared and coordinated
than others, most member states are vulnerable to catastrophic
events which may result in thousands of casualties. According to
Patrick Vankerckhoven, coordinator of the MIC in Brussels, even
the large countries do not have the proper resources to handle a
major attack: ‘You can have material allowing you to decontami-
nate 25 people per hour. But not 2,000 or 5,000 people.’46 A
recent study on European security reflects a similar view: ‘it is
widely accepted that a few hundred or, at most, a thousand CBR
victims would overwhelm any nation’s existing civilian capac-
ity. 147

This chapter provides a general outline of how CBR response is
organised within EU member states.’8 The chapter also lists
some of the lessons learned from national CBR exercises.

National organisation

A CBR eventislikely to involve anumber of national ministries and
departments within the member state(s) concerned. The actual
configuration of the departments activated largely depends on the
type of attack. Each EU member state has a civilian lead agency for
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coordinating civil protection at the national level. Examples range
from Sweden’s Emergency Management Agency (SEMA) to Ger-
many’s Federal Agency for Civil Protection. The lead agency typi-
cally falls under the Ministry of the Interior.

In the event of a CBR attack, actual containment efforts will
most likely start at the local level. To a certain degree, all member
states rely on an internal subsidiarity principle whereby local
resources within a city, municipality or district take the initial
responsibility for containing the effects on an attack. In most
cases, this will translate to local firefighters and hazmat (haz-
ardous materials) resources.

Should local resources be insufficient, or the effects of the
attack spread beyond the confines of the local level, regional
sources can be requested. Following this logic, national assets
would be available once resources at the lower levels are exhausted
or insufficient, or are requested through the appropriate chan-
nels. Requests are typically made up the chain of command either
through the fire chief, police chief, mayors, prefects, or local gov-
ernment officials. In member states with a federal structure,
requests may originate from the regional governments. For exam-
plein Germany, such requests would come through the individual
Lénder.

This formula places heavy demands on first responders. It also
requires well-developed plans for communication and coordina-
tion. To facilitate such coordination, member states rely on multi-
ple plans of action at the local, regional and national level. For
example in Greece, the Xenocrates national plan is complemented
by numerous plans at the regional and local level. In France, there
are specific plans to prepare against different CBR contingencies.
While its Piratox plan is geared towards chemical and biological
incidents, the Piratome plan is designed to handle nuclear or radio-
logical events.

If the plans are managed efficiently, they will add substantial
value if a multi-agency response is required. However, they can
also complicate effective coordination by introducing
‘stovepipes’,asituation in which one actor does not know what his
counterpart will do during an emergency. The existence of multi-
ple plans and procedures may also affect interactions between
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stakeholders - e.g. local and provincial emergency operation plans
may not always conform to national plans. Itis unclear what steps
are being taken within all EU-25 member states to limit the poten-
tial for such stovepipes.

None the less, some countries have taken steps to facilitate col-
laboration across jurisdictions and organisations. For example in
Italy, its roughly 30,000 firefighters are organised as a national
corps. Asaresult, they can rapidly cross the country’s regional (20)
and provincial jurisdictions (101) in case of need. In Austria, the
armed forces may provide domestic assistance in the case of CBR
emergencies through their specialised NBC unit. Since the
anthrax attacks in the United States in 2001, they have been
deployed to respond to hoaxes perpetrated throughout the coun-
try.149

While the involvement of military personnel in CBR emergen-
cies is possible in a number of EU member states, the process is
typically not straightforward.’50 In many instances, it may take
time to obtain the required political approval, and any military
assets employed would at best be assigned to decontamination
tasks. An issue of concern is the relationship between military
commanders on the scene and the civilian incident commander
who carries the overall responsibility. Several senior emergency
responders have voiced uncertainty about how the civilian inci-
dent commander could best direct military personnel.’$1 In addi-
tion to issues of chain of command, differing operating cultures
pose potential stumbling blocks.

Preparedness and resource allocation levels vary from country
to country. The following section briefly considers such variations
with respect to national exercises and funding.

Exercises

In terms of CBR-specific simulation exercises, only a handful EU
member states have carried out large-scale civilian exercises to test
their first responders’ capabilities. Among the most frequently
cited examples are the simulations carried out in subway stations
in London and Paris in 2003.
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In early September 2003, Britain simulated a terrorist attack in
the London Underground’s Bank station to test its preparedness
for a chemical attack on the underground system. Among the sys-
tems tested were collaboration protocols, decontamination meas-
ures and evacuation plans. The personnel used during the exercise
included the London Fire Brigade, the Metropolitan Police Ser-
vice, the City of London Police, British Transport Police and the
London Ambulance Service. Similar exercises have been planned
for the 2004-05, including a joint British/American exercise in
2005.

In France, an exercise was held in October 2003 to simulate a
chemical attack on the Métro. Specifically, a mock nerve gas
attack was staged at a large Métro/RER station (Invalides). The
exercise was the first in a series of exercises. In statements given to
parliament and members of the press, the then Interior Minister
Nicolas Sarkozy indicated that 50 such exercises were to be carried
outin 2004.152

Among the new EU member states, Slovenia carried out a
national exercise in February 2004. Dubbed New Horizon, the exer-
cise involved all main emergency response entities. The exercise
simulated a ‘dirty bomb’ being found by customs officialsinavan.
After disposing of the bomb, responders cleared and secured evi-
dence in the apartment building where the RDD device had been
produced.

In some EU member states, CBR-related exercises have been
kept low profile to minimise local concern (e.g. in Germany). In
other countries (e.g. Greece), upcoming international events have
forced authorities to undertake publicised exercises. However,
many EU member states have not carried out large-scale CBR sim-
ulation exercises within their national jurisdictions. The reasons
for this are multiple. In some cases, the costs associated with a
large-scale exercise are viewed as prohibitive in relation to the like-
lihood of an attack. In other cases, the emphasis is placed on car-
rying out small-scale exercises to test specific tools - such as equip-
mentor communication capabilities - at thelocal or regional level.
Other countries are currently in the process of planning CBR-
related exercises (e.g. Sweden for September 2004). Several coun-
tries have focused their efforts on bilateral or multilateral
exercises.153
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Unfortunately, the differences in approaches and exercise
levels have implications for preparedness across Europe, since
they affect member states’ capabilities to collaborate across bor-
ders when necessary.

Lessons learned from recent exercises

Several lessons were learned at the conclusion of the exercises car-
ried out by the United Kingdom and France in 2003. Those publicly
available are briefly summarised below. While these lessons are not
generalisable to other EU member states, they can serve as interest-
ing case studies for member states and policy-makers concerned
with preparations against potential CBR attacks. They suggest the
types of challenges facing member states as they take steps to
respond effectively.

Lessons from the United Kingdom

Several hundred emergency personnel were involved in the 7 Sep-
tember 2003 exercise carried out at London’s Bank underground
station. Among the key lessons learned from the operation were:

D Additional work is needed in the area of contingency planning. Alterna-
tive plans need to be readily available as the situation on the
ground changes. For example, for operations in challenging
environments such as underground stations, emergency per-
sonnel need to give consideration to alternative rescue plans.

D Communication systems need to be improved. This is especially true
for those wearing protective suits and working under difficult
conditions;

D Ambulance services need to be quicker. With respect to ambulance
services, evaluators noted that crews should have provided
quicker assessments, care, and antidote deliveries to contami-
nated casualties.

D Preparation and funding need to be boosted. Particular emphasis was
placed on the need for adequate responses in the event of a
large-scale emergency. With respect to preparation, the minis-
terial lessons note that planners should not ‘underestimate the
number of people and specialist equipment required to
respond to such emergencies’. 154

61

154. ‘Lessons learned from
the Exercise’, Ministerial lessons,
15 December2003; http://
www.ukresilience.info/london-
prepared/antiterrorism/exer-
cise.htm.



Protecting the European homeland

155. Christian Sommade, ‘Piratox
:encorebeaucoup detravail ...’ La
Lettre Sentinel, janvier 2004.

62

Lessons from France

The Piratox exercise that took place in Paris at Invalides Métro sta-
tion on 22-23 October 2003 included personnel working for the
national rail network (SNCF), local firefighters (including units
from neighbouring districts), and health services from SAMU (Ser-
vice Ambulancier Médical d’Urgence). The key lessons from the
exercise were:155

D Evacuation processes needs to be improved. Although there were a
maximum of approximately 50 ‘casualties’ and 300 emergency
responders at any moment, it took over 50 minutes to evacuate
the station’s casualties. The gathering point for victims was not
optimal and the decontamination lines were built slowly (90-
120 minutes). As time is critical and evacuation represents a key
stage, it needs to be done rapidly and efficiently.

D Trainingin the use of specialised equipment is needed. Certain person-
nel using highly specialised equipment had not had enough
opportunity to train regularly with it - something that was evi-
dent during the exercise.

D Materiel support needs to be improved. During the initial stages of
the exercise, the arrival times of equipment and materiel sup-
port were not ‘optimal’. This may be partially explained by the
difficulty of moving equipment rapidly through densely popu-
lated urban areas.

D Information feedback loops need to be strengthened. Certain person-
nel on the ground were not always kept abreast of events. For
example, approximately 90 minutes after the analysis and
recognition team had decontaminated the ‘sarin’, certain per-
sonnel were still operating under the guidelines used for per-
sistent toxics (thatlinger), which are not the same for sarin.

Funding

With respect to CBR preparedness funding, it is difficult to com-
pare CBRbudgets across EU member states, foravariety of reasons.
First, funding levels are frequently lumped into other budget
expenditures related to civil protection - requiring specific calcula-
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tions to estimate the proportion destined for CBR protection. Sec-
ond, member states habitually use different methodologies to cal-
culate their budget figures - further complicating the possibility of
comparing figures across member states.

The existence of many entities at the national level receiving
CBR-related funding (including the armed forces) from a variety
of sources also makes it difficult to aggregate total funding levels.
Finally, the data collection process is complicated by difficulties in
identifying the appropriate authorities that maintain such data,
language issues (some countries only provide information in their
language) and missing data. In this study it proved impossible to
identify funding levels destined for CBR protection across all EU-
25 member states. Where figures have been collected, they are pre-
sented in Annex 1.

What is clear is that that funding varies greatly across the EU.
For example in Poland, approximately 0.004 per cent of GDP (or
roughly €7 million) was spent on civil defence in 2003.156 The fig-
ure for 2004 is substantially greater, as zI45 million (about €10
million) will be spent on equipment and medical stocks for the
prevention of civil disasters alone.’57 In Sweden, SEK166.8 mil-
lion (€18.3 million) are foreseen for CBRN civil protection meas-
ures in 2005. The total provisioned 2005 civil defence budget is
about €207 million.?58 In the case of Italy, nearly €1.5 billion is
budgeted in 2004 for the Interior Ministry’s Department of the
Fire Brigade, Public Relief and Civil defence - covering public
emergencies, firefighting and civil defence.

Lamentably, there exists no centralised database detailing
comparable CBR-related expenditure across member states. Such
adatabase would allow for comparisons both at the aggregate and
per capita levels. Eurostat maintains figures on public order and
safety but these greatly overestimate expenditures dedicated to
CBR and civil protection. In addition, current data are not avail-
able for the new EU member states.’59 However, Eurostat’s data
provide some indication of the amounts spent on internal secu-
rity. Overall, EU-15 expenditures for public order and safety were
in the order of €148 billion in 2002.760
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Table 4 : Public order and safety expenditures: EU-15 (2002)*

Country Percentage of GDP Aggre%z: iTI)i(Ezr;ditu re
Belgium 1.6 4,109
Denmark 1.0 1,830
Germany 1.6 34,020
Greece 1.1 1,515
Spain** 2.1 13,980
France** 1.0 14,277
Ireland 1.5 1,881
Italy 1.9 24,345
Luxembourg 1.1 252
Netherlands 1.7 7,382
Austria 1.4 3,094
Portugal 2.0 3,094
Finland 1.4 1,968
Sweden 1.4 3,757
United Kingdom 2.1 34.140

Public order and safety expenditures include expenditures on police services, fire-protection
services, law courts, prisons, R&D for public order and safety, and other expenditure cate-
gories not already included.

** Indicates most recent data available is for 2001

Source: Eurostat (release date 15 June 2004).

Given the findings in the previous two chapters, what measures
should be considered at the EU and national level to enhance civil
protection? The next section provides a general conclusion
accompanied by policy recommendations.



Conclusion and policy
recommendations

This chapter summarises the report’s main findings. It also makes
recommendations to enhance CBR preparedness at the EU level, as
well as in individual member states.

A CBR attack represents a low probability but potentially high
impact event. Due to the potential for large-scale ramifications,
attention is required by both the EU and its individual member
states. While the likelihood of a CBR attack remains low, risks may
be increasing over time.'61 Recent attempts by non-state actors to
acquire or use CBR weapons demonstrate two things: (1) a num-
ber of groups are interested in acquiring CBR weapons and (2) as
yet, their capabilities are limited and do not appear to surpass the
effects that can be achieved through conventional weapons.
Because the challenges associated with the production, storage,
and dissemination of CBR weapons are great, terrorists are likely
to focus on low-risk/high-payoff opportunities such as targeting
facilities that produce or transport CBR-related substances. This
low-risk/high-payoff approach combines terrorists’ expertise in
conventional weapons with the devastating effects of releasing
biological, chemical or radiological elements.

Over time, it is likely that terrorists will seek to acquire or steal
CBR weapons. As a result, the EU and individual member states
need to take the necessary steps to ensure adequate protection
against these and other types of threats. The Council and the
Commission are spearheading current measures, the more
notable of which include the Community mechanism and the
2002 CBRN programme. These instruments are ambitious, but
new, continued efforts are necessary to ensure that the EU contin-
ues in the right direction and that objectives are met. There is
room for improvement in areas such as cross-pillar cooperation
and EU-level exercises.

Within the individual EU member states, preparedness to deal
with CBR attacks naturally varies from country to country. Differ-
ences are a function of the perception of the threat, past
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experiences with terrorism, resource allocation, geographic loca-
tion, size and national organisation. However, in the case of a
large-scale attack, few member states would be able to cope with
its ramifications effectively. Ensuring that first responders are
properly managed, equipped and trained will go along way. Since
many of the same tasks apply in a number of emergency situa-
tions, an ‘all-hazards’ approach should be encouraged. Likewise,
plans at all levels need to be consistent and tested periodically to
ensure adequate responses to a CBR event. While individual mem-
ber states bear the main responsibility for ensuring homeland
security, the EU as a whole has an important role to play. The fol-
lowing pages contain recommendation for improving measures
and coordination at both the EU level and among member states.

Recommendations aimed at the EU level

1. Establish a coordinator for homeland security at the EU level

A coordinator for homeland security is needed to ensure consistent
policies across the EU. Currentefforts undertaken within the EUin
areas such as counter-terrorism, critical infrastructure protection,
border and transportation security, health and emergency
response should be streamlined as much as possible. Tasks of the
homeland security coordinator could include: ensuring coherent
homeland security efforts across the EU pillars, facilitating system-
atic information exchanges within the EU and between EU and
member state authorities, overseeing the implementation process
ofadopted measures, maintaining close contact with international
organisations dealing with CBR issues (such as the WHO, IAEA
and NATO), organising periodic EU-level exercises, and formulat-
ing a homeland security strategy to organise and mobilise future
efforts.

To ensure close links with member states, the coordinator
should report directly to the future EU Minister for Foreign
Affairs and the General Affairs and External Relations Council
(GAERC). At present, some of the responsibilities of the recently
appointed anti-terrorist coordinator overlap with homeland secu-
rity. However, since the focus is specifically on counter-terrorism
and resources are limited, several dimensions of internal security -
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including CBR protection - are not covered proactively. Adequate
financial resources and manning should be made available to
facilitate the work of the coordinator. The staff should be made up
of seconded officials, policy analysts and experts. Such a mix
would allow the EU to gauge the impact of potential attacks at the
EU level more effectively

Although many member states are not amenable to the idea of
acoordinator, the nature of the threat, the increasing likelihood of
an attack that has serious ramifications, and the possibility that
more than one EU member state is affected require that the ques-
tion be considered carefully. As noted in the European Security
Strategy, ‘[t]he most frightening scenario is one in which terrorist
groups acquire weapons of mass destruction. In this event, a small
group would be able to inflict damage on a scale previously possi-
ble only for States and armies.”62

2. Formulate a homeland security strategy

Evenin the absence of a coordinator, itis essential that the EU even-
tually formulate a homeland security strategy. This would encour-
age European policy-makers to think strategically about priority
areas and objectives - including ways in which the EU can comple-
ment measures taken at the national level. In addition, it would
pave the way for a more effective use of current and future EU
resources.

3. Organise more exercises at the EU level

Large-scale exercises need to be held more frequently at the EU
level. The main exercise to date, EURATOX 2002, demonstrated a
number of weaknesses in the areas of interoperability and commu-
nication between emergency response teams representing different
EU member states. Interoperability is crucial in the case of a large-
scale attack requiring the collaboration of several EU member
states.

In the future, the EU should consider organising exercises that
affect more than one EU member state. In addition to enhancing
interoperability, they provide a good platform for sharing best
practices in meeting challenges in the field. For example, during
the EURATOX 2002 exercise, teams from different countries
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demonstrated to each other theirapproaches for handling specific
situations (such as repairing specific leaks). Such possibilities
resultin valuable lessons being learned.

4. Establish a centralised repository for CBR-related information

An EU-level repository is needed to facilitate the collection and dis-
semination of CBR-related information. At a minimum, such a
CBR repository should focus on two aspects: lessons learned and
procurement. A lessons learned repository would allow EU offi-
cials to collect, catalogue, analyse and disseminate best practices
emerging from EU-level and national exercises. A procurement
database, on the other hand, should streamline information on
products, standards, certifications, grants and other equipment-
related information pertaining to CBR products. An online source
of information would give emergency responders, vendors, stan-
dards organisations, training facilities and grant makers across
Europe the possibility to see what equipment exists on the market,
whether it has been certified (and to what standard), the training
needed to use such equipment, grants available to purchase such
equipment and equipment retail prices.’63 As an added benefit,
such a system should serve to stimulate the creation of public-pri-
vate partnerships.

5. Establish an EU-level vaccination stockpile

In the event of a biological attack, the effects are likely to ripple
across several EU member states. The outbreak of SARS in early
2003 provided a good example of how a contagious disease can
spread rapidly across national borders. To prepare for a potential
biological attack, the EU should consider maintaining an EU-level
vaccination stockpile. The benefits of setting up such a stockpile
range from economies of scale to guaranteed access to adequate
vaccinations, serums and prophylactics.

Presently, EU member states have different levels of protection
in the case of biological attack - something that may partially
explain the secrecy surrounding national stockpiles. An assess-
ment of the national stockpiles shows that member states have
enough to provide a dose for every citizen or enough for one in
thirty, depending on the agent used.'64 Thus, there are substantial
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variations in preparedness. According to the Commission, the
aggregate total number of first-generation smallpox vaccines in
the EUis in the range of 200 million doses.165 The only authorised
anthrax vaccine is not widely available.166

6. Review CBR preparedness funding streams

In 2003, funding available within the Community budget for civil
protection purposes was €6.4 million.167 In 2002, the amount was
€7.5 million."68 In the area of bio-preparedness, the European
Commission allocated €2 million annually via its 2003-08 health
programme.'6® These budgets tend to be fairly stable and cover
several years, complicating rapid readjustments in case of need.
Policy-makers may want to consider increasing current funding
levels and ensure that funding streams can be adjusted quickly if
necessary. One estimate puts the global cost of major disasters in
the EU at€10-25 billion per year.170

In the United States, the Department of Homeland Security
has increased the funding for first responder grants by 1,000 per
centsince 9/11. On 17 September 2003, the US House and Senate
conferees agreed on a $29.4 billion budget for the Department of
Homeland Security in 2004. While the EU should not try to emu-
late thelevel of investment setin the United States, it should invest
enough to supportadditional specialised manpower (for example
atthe CPUand Council Secretariat), to carry out periodic exercises
and ensure adequate laboratory capabilities.

Recommendations for individual EU member states

7. Pick the ‘low-banging fruit’: go for low-cost, high-payoff actions

Protecting the European homeland from CBR attacks can be done
in many different ways. Typically, threat analyses at the national
level facilitate the identification of several options for securing the
national territory. Those options can then be prioritised to ensure
adequate planning and strategic resource allocation. However, dif-
ficulties in gauging CBR threatlevels and their respective probabil-
ities make implementation of cost-effective measures challenging.
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Unfortunately,itis easy to spend large sums on acquiring a sense of
security without substantially reducing risks or increasing
response capabilities.

An effective approachis to ‘pick thelow-hanging fruit’ or invest
in areas where small contributions can achieve a large impact. For
example, to enhance protection against chemical attacks, policy-
makers are probably better off spending more money protecting
installations that house toxic industrial chemicals (TICs) - or the
means of transport used to carry such chemicals - than investing
in protection measures against a VX attack (although the latter
should notbe entirely dismissed). Many chemical installations are
not well protected. Many are in the vicinity of large cities or impor-
tant railway hubs, which makes them attractive targets. The pri-
vate companies that manage them may be unwilling or not
encouraged to invest large sums to secure them against would-be
attackers. In fact, they may not be aware of the risks posed to pop-
ulation nearby. As such, even limited investments, such as increas-
ing the number of police patrols around certain installations or
providing tax incentives for companies to enhance security, can
yield important pay-offs.

Implementing already existing guidelines may also be an
attractive option. For example, not all EU member states have
implemented the IAEA’s guidelines for the storage and usage of
radioactive sources.1”1

8. Test national plans through large-scale exercises and table-top
simulations

As mentioned previously, exercises are critical in preparing to
counter a CBR attack. Thus far, few countries have engaged in
national exercises to test their plans, and assess the readiness of
hospitals and emergency medical services. Moreover, when domes-
tic exercises are carried out, they tend to be limited and involve test-
ing the equipment of first responders. While this is important, it
fails to test a number of other elements. Examples of critical issues
that require periodic attention include:
D Whois expected to do what in the event of a crisis? Do they have
the resources to carry out their responsibilities?172
D Are there pre-existing vaccination policies in the event of a bio-
logical attack? Do they adequately take into account the poten-
tial for adverse reactions?
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D Dolargecities (e.g. those with over 500,000 inhabitants) have an
emergency preparedness plan to deal with a CBR event?

D Istherea coordinated approach for sharing things such as hos-
pital beds or emergency medical crews in the event of a large-
scale attack?

D Are people who live near facilities that manufacture, handle,
store, or transport hazardous materials aware of how to
respond in the event of an incident?

D Is there an information and media strategy for ensuring ade-
quate information flows in the aftermath of a CBR event? A
related issue concerns access levels by the media to areas
affected by a CBR attack. For example, allowing media helicop-
ters to hover in the vicinity of an area attacked by a radiological
weapon may not be wise, as the helicopter could stir up air and
dust particles carrying radioactive materials - effectively wors-
ening the situation on the ground.

D What measures are planned in the event that communications
systems break down in the aftermath of a CBR attack (either
due to the attack itself or because of an overburdening of the
system after the event)?

D Are national laboratories properly equipped to provide timely
results of samples forwarded to them? Are laboratories ade-
quately networked to allow rapid communication?

9. Improve early warning capabilities

The best defence against a CBR attack is to prevent it or to act rap-
idly in its aftermath to contain its effects. Policy-makers may want
to invest in stand-off and point detection chemical and radiation
sensors. These can be placed in strategic locations likely to be tar-
geted (e.g. densely populated areas, areas of congregation, around
important government buildings, locations that will host
large-scale events, etc.) With respect to biological attacks, the
tracking of medical data may help analysts to spot an outbreak of
contagious disease.’”3 With one or two days of advance warning
beforea full outbreak, affected countries would have substantially
lower casualty rates.

In the aftermath of an event, CBR simulation models may serve
to help first responders establish and shift response perimeters.
Using real-time weather data and environmental conditions, such
information may serve to limit the consequences of an attack.
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173. Such a network is under con-
struction in the United States. The
CDCis leading a project that col-
lects medical data in eight US
cities. Among the elements to be
tracked are doctor reports, emer-
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tacks’, International Herald Tribune,
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10.Test security levels at critical installations through ‘red teaming’

‘Red team’ programmes should be considered in ordered to test
security at certain critical locations such as nuclear power plants
and factories handling highly toxic chemicals. A red team exercise,
in which a team of individuals is tasked to infiltrate or attack a cer-
tain facility, would allow a better understanding of current vulner-
abilities across different types of installations. If only a few installa-
tions can be subjected to such exercises, the lessons learned should
be shared with other facilities to allow them to fill any gaps in their
security policies. Red teaming programmes could also be tasked to
come up with security challenges and threats likely to be faced by
installations so that corrective measures may be considered.

11.Facilitate the maintenance of institutional knowledge

Lessons learned represent a vital component of enhancing home-
land security. Adequate steps should be taken to ensure that such
lessons are appropriately extracted from first responders and suit-
ably maintained. The first responders handling a particular event
may move on or be promoted to positions where their practical
skills are no longer used or their expertise is not immediately avail-
able when needed. A national repository for lessons learned and
best practices would therefore facilitate the maintenance of insti-
tutional knowledge. It could also serve as an interface for sharing
lessons with other member states or for feeding input to a future
EU-level repository (in line with recommendation number 4 for the
EU).

12. Formulate strategies to handle potential mass panic

Even a small-scale CBR event could result in massive societal panic.
There is therefore a need to formulate strategies for handling such
scenarios. Such strategies may take on a variety of forms. They may,
for instance, focus on how to manage the movement of hundreds
or thousands of individuals as they flee the scene of an attack. The
City of London has publicly acknowledged that it has devised such
a plan through its Resilience Partnership Programme.

At a different level, health emergency personnel may request
specific guidelines to stop the spread of infectious disease. In such
circumstances, it would be helpful if there are a priori guidelines
covering issues such as quarantine powers, mechanisms for giving
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public health officials the authority to order doctors to treat peo-
ple, and to order people to accept treatment under threat of arrest
if non-compliant.

Finally, thereisvalue in informing the population atlarge what
steps should be taken in the event of a CBR event. Guidelines
should be simple and informative.74 A comprehensive media
strategy should be available and put in place.
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annexes

Civil protection organisation in EU member states

This annex provides an overview of civil protection organisation
within the individual EU member states. For each country, infor-
mation is provided on national structures, personnel and funding.
In categories for which no information has been found, it is clearly
indicated. For most countries, it has not been possible to provide
information on the proportion of first responders with CBR-spe-
cific training. Likewise, figures on funding have not always been
readily available.

This annex is by no means complete; it should be regarded an
initial attempt to produce a publicly available database of civil
protection within the EU-25.7 To a large extent, it is based on
information provided by the International Civil Defence Direc-
tory.

Needless to say, any error or omission is the author’s responsi-
bility alone.
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nature.
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2. ‘Austria’, International Civil De-
fence Directory, 2003. The Interna-
tional Civil Defence Organisation
(ICDO); accessed December
2003 at http://www.icdo.org/
National%20structures/Austria.
pdf.

3. Ibid.

4. ‘Katastrophenschutz’, Of
fentliche Sicherheit, no. 11/12, No-
vember/December 2001;
http://www.bmi.gv.at/oeffentl-
sicherheit/.
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AUSTRIA

Contact information:

Civil protection

Radioactive materials transport

Department for Civil Protection
Ministry of the Interior

P.O. Box 100, Herrengasse 7

1014 VIENNA

Telephone: (+43 1) 531262781
Facsimile: (+43 1) 531262706
E-mail: zivilschutz@mail.bmi.gv.at

Bundesministerium fiir Verkehr

Innovation und Technologie

Abteilung I1I/B/9, Radetzkystr. 2, A-

1031 Wien

Telephone:(+43 1) 711 62 Ext. 1500,
1501, 1504

Facsimile: (+431)71162 1599

E-mail:  gustav.kafka@bmvit.gv.at
wilhelm.stolz@bmvit.gv.at

Overview

Austria’s civil defence and civil protection tasks are detailed in its
National Defence Plan. The plan includes ‘precautionary action
against natural or technical accidents, accidents in the chemical
industry as well as accidents during the transport of hazardous
goods or nuclear accidents.”? These are complemented by disaster
reliefand alerting plans targeted at federal, provincial, district and
local authorities. Under current arrangements, the Federal Min-
istry of the Interior is in charge of internal public safety and secu-
rity. However, Austria’s nine federal provinces are responsible for
disaster management at the regional level. The provinces are also
responsible for establishing fire brigades and emergency service
units. Except for the major cities, most fire brigades and rescue
services are made up of volunteers.3

A disaster affecting more than one province does not automat-
ically fall under federal competence - especially if the provinces
affected can cope with the disaster. In cases where civil protection
involves federal or provincial authorities, coordination is facili-
tated through the Federal Crisis Management Coordination
Committee.

Among the tools at the disposal of Austrian authorities are:
D an Early Radiation Warning System consisting of detectors in
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336 locations throughout the country;*

D a national early warning system consisting of approximately
7,400 sirens;>

D self-protection information services.

The Austrian Federal Army can be employed in the aftermath
of an event, reporting to civilian authorities. The Army has CBRN
experts, detection squads (nuclear and chemical), a decontamina-
tion squad, and personnel responsible for collecting and trans-
porting samples. The Army can also assist during international
disasters through its disaster relief unit (AFDRU - Austrian Forces
Disaster Relief Unit). The unit consists of 250 personnel who are
deployable within 8-12 hours. The unit can handle both detection
and decontamination missions.®

Austria has a number of provincial civil protection schools as
well as training centres that are run by relief organisations. Under
the auspices of the Ministry of the Interior, a specialised school
provides both basic and advanced civil protection training. Exam-
ples of courses taught include disaster relief, radiation protection
and the transport of dangerous goods. The Army runs its NBC
defence school in Korneuburg.

Personnel

Austria’s first responders are made up of police, firefighters, med-
ical personnel and volunteer organisations. Austria has no special
civil protection units. As a result, volunteers make up the over-
whelming part of the first responder community. In terms of per-
sonnel numbers, some notional figures are provided below:

fire brigades: 300,000 (mostly volunteers);”

Federal Police: 15,174;8

Gendarmerie: 14,561;°

COBRA (special anti-terror forces): 336;10

AFDRU (Austrian Forces Disaster Relief Unit): 250;11

rescue organisations: 60,000.12

No information has been found concerning the proportion of
personnel who have specific training to handle CBR-related
events. It is estimated that fourteen training days are provided on
average to each volunteer per year.'3
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5. 1bid.

6. Presentation by Major Erwin
Richter, Austrian Armed Forces,
NATO Advanced Research Work-
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9. bid.
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http://www.bmi.gv.at/.

11. Op. cit. in note 6.

12. Ibid.

13. Ibid.
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Funding

Information not readily available.
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BELGIUM
Contact information:
Civil protection Radioactive materials transport
General Directorate of Civil Defence Federal Agency for Nuclear Control
Ministere de I’Intérieur Ravensteinstraat 36
66, rue Royale B - 1000 BRUXELLES
B - 1000 BRUXELLES Telephone: (+322) 289 21 Ext. 11 or
Telephone: (+322) 500 21 11 81
Facsimile: (+32 2) 500 23 65 Facsimile: (+322) 289 21 Ext. 12 or 82
E-mail: info@fanc.fgov.be

Overview'4

In Belgium, the General Directorate of Civil Defence within the
Ministry of the Interior is responsible for civil defence. The Min-
istry of the Interior is also in charge of designing federal emergency
plans and setting organisational and training standards for fire
services. In 1988, Belgium established a Governmental Coordina-
tion and Crisis Centre (CGCCR) to ensure 24-hour operational
readiness. It serves as a clearing house for information and coordi-
nates entities responding to an event.

The municipalities are initially responsible for managing
emergency situations. If resources or capabilities are insufficient
at thelocallevel, the mayor or chief of police or fire can request the
assistance from the General Directorate of Civil Defence. The
Ministry of the Interior can also request the assistance of the
armed forces through the CGCCR.

Belgium has a Royal School of Civil Defence based in Grez-
Doiceau. It provides training courses for operational and volun-
teer civil defence personnel. Each province in Belgium has a train-
ing centre for fire services.

Personnel5

The General Directorate of Civil Defence includes 120 staff at the
federallevel and 650 permanentagentsin 6 operational units based
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in Liedekerke, Brasschaat, Crienée, Chlin, Neufchiteau and
Jabbeke. An additional 1,500 volunteers can reinforce the perma-
nent staff.

Concerning first responders, there are 250 fire services organ-
ised into ten ‘rescue zones’. There are approximately 16,000 fire-
men, of whom 11,000 are volunteers. No specific information has
been found on the proportion of CBR trained personnel.

Funding

Aspecial budget of €7.4 million was approved by the Council of
Ministers on 30 November 2001 to develop a plan to combat bio-
logical and chemical terrorism.16
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CYPRUS
Contact information:
Civil protection Radioactive materials transport
Civil Defence Headquarters Ministry of Communications and
Ministry of Interior Works
P.O. Box 23830, 1686 NICOSIA Nicosia
Telephone: (+357 2) 403 413
Facsimile: (+3572)315 638 Telephone: (+357 2) 302 278
E-mail: ge.cd@cytanet.com.cy Facsimile: (+357 2) 465 462
Telex: 3678 MINCOM CY

Overview!”

In Cyprus, the Council of Ministers is responsible for civil defence.
The Minister of the Interior - on behalf of the Council of Ministers
- bears overall accountability for the country’s Civil Defence Sys-
tem. In the case of a large-scale disaster, the Council of Ministers or
the Minister of the Interior may declare a ‘State of Civil Defence’ for
48 hours. This period may be extended with the approval of the
House of Representatives. The Council of Ministers may also
appoint a Central Civil Defence Council and the Minister of the
Interior may appoint several District Civil Defence Councils (one
for each district).

Personnel8

Civil defence is largely carried out by conscripts and volunteers
who serve in units located in urban areas and in villages near the
cease-fire line. Personnel receive training compatible with the
work carried out by its four different divisions: First Aid, Telecom-
munications, Welfare, and Fire Fighting. The Cyprus Fire Service
consists of approximately 650 full-time and 120 reserve firefight-
ers.’® No specific information has been found on the proportion
of CBR trained personnel.

With respect to CBR threats, a response system for radiological
emergencies has been set up. As of 2002, the system was operated
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19. A. Kleanthous, ‘Cyprus Fire
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by Nicosia’s general hospital. There are plans to expand the system
and incorporate it into a central information centre to be manned
by civil defence personnel on a 24-hour basis.

Funding

Information not readily available.
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CZECH REPUBLIC

Contact information:

Civil protection

Radioactive materials transport

General Directorate of Fire Rescue Svc

Dlabacov 26

160 01 PRAGUE 6

Telephone: (+4202) 61438420/
61438411

Facsimile: (+420 2) 61438421

WWW.Mmvcr.cz

State Office for Nuclear Safety

Senova né namisti 9

11000 Praha 1

Telephone: (+4202) 2162 4665,
2162 4666

Facsimile: (+420 2) 21624 420

E-mail: Ladislav.Bartak@sujb.cz

Vlastimil.Duchacek@sujb.cz

Overview

At the national level, civil protection competencies fall under the
Czech Ministry of the Interior. It is executed in practice by the Gen-
eral Directorate of the Fire Rescue Service (CFRS). The Regional
Fire Rescue Services implement civil protection locally. Specifi-
cally, the regional fire brigades are responsible for 85 territorial sec-
tions at the district level.20 Firefighters are responsible for radio-
logical and hazardous materials incidents.?"

With respect to training, all professional firefighters undergo
CBR training, including specialised radiation defence and danger-
ous substances training. Practical training skills include detec-
tion, location, identification, neutralisation and transport skills.

In addition to CFRS assets, Army units may assist with domes-
tic civil protection missions. The military rescue units are located
in Rakovnik, Kutnd Hora, Jindrichuv Hradec, Bucovice and Olo-
mouc. Among others, they can assist with chemical accidents or
outflows of hazardous materials. 22

Until 31 December 2004, the Czech Republicis the lead nation
of the NATO CBRN Battalion, to which it has contributed 280
personnel.23
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21. ‘Survey of the career profes-
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Personnel

The CFRS is divided into 14 autonomous departments that corre-
spond with the regions. At the end of 2003, there were about 6,400
professional firefightersin the state service, 3,400 professional fire-
fighters in enterprises, and 95,500 volunteer firefighters.24 There
are special teams which posses CBR equipment, although the
General Directorate does not collect information on their num-
bers.25

With respect to equipment, besides specialised equipment car-
ried by the CFRS, the Czech Republic possesses two mobile labo-
ratories that are deployable within two hours. Located at the Cri-
sis Centre of the State Office for Nuclear Safety, these can locate,
identify and neutralise chemical, radiological and biological
materials. One of them can transport dangerous material. Their
equipmentincludes mass spectrometers, automatic detectors and
collection sets.26

With respect to military units, Army assets include two radia-
tion and chemical reconnaissance units (6 troops + HQ), an equip-
mentand terrain decontamination unit (8 personnel + HQ), a per-
son decontamination unit (10 soldiers + HQ), a special mobile
anti-epidemic group (4 individuals), a stationary microbiological
laboratory and a hospitalisation and isolation base. All units are
should be deployable within 6-24 hours. Their equipment consists
of special intervention vehicles, mobile laboratories, identifica-
tion instruments and decontamination equipment.

Funding

Information not readily available.
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DENMARK

Contact information:

Civil protection Radioactive materials transport
Danish Emergency Management National Institute of Radiation
Agency Hygiene
16, Datavej, 3460 BIRKEROED Knapholm 7
Telephone: (+45) 4590 60 00 DK-2730 Herlev
Facsimile: (+45) 4590 60 60 Telephone: (+45) 4454 3454
Facsimile: (+45) 4454 3450
E-mail: sis@sis.dk

Overview

The Danish Emergency Management Agency (DEMA), an agency
under the Ministry of Defence, is responsible for national rescue
preparedness in Denmark. In Denmark, regional divisions of the
national Rescue Preparedness Corps can be requested by public
authorities in case of need.

DEMA also supervises municipal rescue services across Den-
mark’s 275 Danish municipalities and is in charge of coordinating
civil sector preparedness planning. Finally, as the Danish national
safety authority, DEMA is responsible for Danish nuclear emer-
gency preparedness.

DEMA consists of ten branches (seven rescue centres and three
schools), which are located around the country. Each year, the res-
cue centres train conscripts for a three-month period (900 per
year) or six-month period (500 per year) - providing them fire-
fighting competency. The conscripts who are trained for six
months also receive a complete rescue course, including haz-
ardous material training. 27

With respect to biological risks, the Danish National Centre
for Biological Defence (NCBD) coordinates all activities against
bioterrorism and is responsible for national biological prepared-
ness. It has a 24/7 call centre and six emergency response teams.
Among its tasks are detection, sampling and countering the
effects of abiological attack.28
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Personnel

Denmark’s national rescue force stands at 650, while the municipal
rescue preparedness consists of 1,700 full-time members, 3,300
part-time members and 1,600 volunteers.2? DEMA and its ten
branches employ a staff of about 630. The NCDB has a staff of 35.

Denmark has about 6,500 firefighters, of which approximately
3,800 are part-time, 1,300 professional and 1,300 volunteers.30 No
specific information has been found on the proportion of CBR
trained personnel.

Funding

The annual budget of the national rescue preparedness is around
€55 million.3' The 2003 budget of the NCDB was 15 million Dan-
ish kroner (about €2 million).32
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ESTONIA

Contact information:

Civil protection

Radioactive materials transport

Estonian Rescue Board

2 Raua Str.

10124 TALLINN

Telephone: (+372 2) 6282 005; 62 82
058

Facsimile: (+372 2) 6282 099

Estonian Radiation Protection Centre
Kopli 76

10416 TALLINN

Telephone: (+372 2) 6603 335
Facsimile: (+372 2) 6603 352

E-mail: radprot@eol.ee

E-mail : rescue@rescue.ee

Overview

The Ministry of the Interior carries overall responsibility for Eston-
ian civil emergency planning (CEP). The Estonian Rescue Board,
which is subordinate to the Ministry of the Interior, is responsible
for civil protection. Among its functions are emergency planning,
risk assessment, fire safety, and early warning and alerting serv-
ice.33 A Government Crisis Committee coordinates CEP coopera-
tion between the different governmental departments in case of
need. The Ministry of Social Affairs is responsible for civil protec-
tion issues relating to bioterror.

At the regional level, there are 15 counties and county gover-
nors directly responsible to the government vis-a-vis civil protec-
tion. The County Governor is the highest CEP authority at the
regional level and chairperson of the County Civil Protection
Committee. At the local level, there are 254 local governments.
The local Government Council is the highest CEP authority.

Personnel

The Estonian Rescue Service contains 3,000 full-time and 400 part-
time personnel, including 630 firefighting personnel. Three Mili-
tary Rescue Companies are subordinated to the Estonian Rescue
Board to enhance firefighting, rescue and explosive ordnance dis-
posal capabilities.34 No specific information has been found on the
proportion of CBR trained personnel.
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Funding

The Rescue Board’s annual budget for 2002 was approximately 450
million Estonian kroons (about€27 million). Eighty-six per cent of
this budget was designated for operational activities.33

35. ‘Estonia’, op. cit. in note 2.
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FINLAND

Contact information:

Civil protection

Radioactive materials transport

Ministry of the Interior

P.O.Box 26

Kirkkokatu 12,

FI-00023 Government

HELSINKI

Telephone: (+358 9) 160 2960
Facsimile: (+358 9) 160 4672

E-mail: marjukka.lehmusto@sm.inter-
min.fi

Radiation and Nuclear Safety
Authority

P.O.Box 14

FIN-00881

HELSINKI

Telephone: (+358 9) 759 881
Facsimile: (+358 9) 7598 8500
E-mail: stuk@stuk.fi

www.intermin.fi/sm/pelastus

Overview

In Finland, civil defence and rescue services fall under the Ministry
of the Interior (Rescue Department). There are provincial rescue
departments that are responsible for civil defence at that level. To
facilitate cooperation between the different rescue services, each
province is divided into cooperation districts headed by a district
chief. The municipalities are responsible for rescue services at the
local level 36

By 2006, an Emergency Response Centre Authority will be acti-
vated to manage rescue service operations, police resources, social
services and health services across Finland (except those in the
Helsinki region). Finland currently has a nationwide radiation
monitoring network comprising about 300 automatic measuring
stations. They provide 24-hour radiation surveillance on a contin-
ual basis. The network can give a situation picture of a radiation
source within approximately fifteen minutes.3”

The Finnish state is responsible for professional rescue services
training, which is provided at the Emergency Services College in
Kuopio.38
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Personnel3°

Civil defence personnel in Finland include the police, fire services,
health authorities, radiation authorities, aviation authorities, the
Frontier Guard and defence forces. Approximate personnel break-
downs are:

rescue services: 4,600 ;

professional firefighters: 4,800;

part-time firefighters: 4,300;

voluntary firefighters and rescue personnel: 11,000

police officers: 7,745;

Frontier Guard;

wartime civil defence: 90,000;

Finnrescueforce (Finish task force for international rescue
operations): 200 - the personnel in the Finnrescueforce are
capable of assisting with chemical decontamination missions.

No specific information has been found on the proportion of
CBR trained personnel.

Funding

Annual expenditures on state and municipal rescue services
amount to about €270 million.4% The Finnish National Public
Health Institute recently invested €20,000 for biological warfare
preparation research. An additional €840,000 was requested for
the 2003 budget to develop further preventive measures.4!
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FRANCE

Contact information:

Civil protection Radioactive materials transport
Ministere de I’Intérieur Ministére de ’Economie, des Finances
87, Quai du Docteur-Dervaux et de ’Industrie
92600 ASNIERES M. le Directeur Général de la Streté
Téléphone: (+33 1) 49 27 49 27 Nucléaire et de la Radioprotection
Facsimile: (+33 1)47 93 18 57 (DGSNR)

6, place du Colonel Bourgoin
F-75572 Paris Cedex 12
Téléphone: (+33 1) 4319 3217
Facsimile: (+33 1) 4319 3924

Overview

In France, civil protection is primarily under the authority of the
Ministry of the Interior. The Ministry’s Directorate of Defence and
Public Safety (DDSC) prepares and mobilises the national
response structure and local rescue services in case of need.42 The
DDSC also contains the Inter-ministerial Operational Centre
(COGIC) that ensures round-the-clock monitoring of large-scale
rescue operations and coordinates the use of resources - public
and private, local and national - in the event of a major incident.

At the field level, the COGIC relies on seven defence zones and
their respective Inter-regional Centres (Paris, Lille, Rennes, Bor-
deaux, Marseilles, Lyon and Metz) and four Operational Logistics
Establishments (ESOLs) to provide logistical and material sup-
port. The prefect is responsible for the distribution of aid and res-
cue, and can also set in motion the ORSEC emergency plans -
which include guidelines to combat major risks and disasters.

The Vigipirate plan, initiated in 1978, allows for the mobilisa-
tion of police and military personnel (soldiers (including para-
troopers) and gendarmes). The plan consists of two stages: simple
and reinforced. Under the reinforced version, the armed forces can
be mobilised. Since the beginning of the Gulf War in 1991, France
has keep the Vigipirate simple plan activated.
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In terms of CBR, the Piratox plan is aimed at chemical and bio-
logical incidents, while Piratome is designed for nuclear and radi-
ological events. In the aftermath of 11 September, a specific plan
(Biotox) was formulated to deal with biological incidents. Among
its key objectives are: 43
D prevention of risks - e.g. securing ‘sensitive’ stock areas and pro-

duction circuits;

D supervision and alerts - e.g. enhancing cooperation between civil-
ian and military teams against biological risks;

D intervention in case of crisis — e.g. reinforcing potential intensive
care arrangements, preventing transmission in contamination
areas and ensuring the availability of emergency products;

D development of vaccines and antidotes;

D reinforcement of European cooperation.

Personnel

In terms of personnel, France has a range of different personnel at
its disposal (including military units). These include a mixture of
firefighters, police officers, gendarmes and other health emergency
personnel (such as SAMU and SMUR). Their approximate numer-
ical breakdown is:44

D firefighters: 240,000 (15 per cent professionals; 85 per cent vol-
unteers);

police officers: 130,000

gendarmes: 97,000;

Red Cross: 30,000;

Intervention and Guidance Units for Civil Protection (UIISC):
1,500 soldiers (reinforcing local authorities in cases of grave
accidents and extreme emergencies).

Funding

Measures against CBR(N) attacks by non-state actors are primarily
funded by the Ministries of the Interior, Defence and Health. It has
not been possible to confirm a total aggregate figure. As an indica-
tion, however, within the Ministry of Defence, estimated CBRN
funding for the period 2003-08 is approximately €52 million.#5
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GERMANY

Contact information:

Civil protection

Radioactive materials transport

Alt Moabit 101
D-10559 BERLIN
Tel.: +49 1888 6810

Bundesministerium fiir Verkehr, Bau-
und Wohnungswesen, Referat A 44
Robert-Schumann-Platz 1

Fax: +49 1888 681 2926
E-mail: poststelle@bzs.bund400.de
http://www.bundesverwaltungsamt.de

D-53175 Bonn

Tel: +49 228 300 2437

Fax: +49 228 300 3428

E-mail:
Klaus.Ridder@bmvbw.bund.de

Overview46

Disaster management in Germany is dictated by the 1949 Basic
Law, which assigns administrative responsibility for civil protec-
tion in peacetime to the sixteen regional states (Ldnder). In time of
war, civil protection becomes a federal government responsibility.
At the request of the Linder, the federal government can provide
special technical assistance and manpower in areas ranging from
firefighting to CBRN protection. The assistance can also take the
form of financing, training and equipment.

During an emergency event, the heads of district (Kreis) admin-
istrations become responsible for ensuring adequate assistance.
At their disposal are emergency staff including officials from the
regional administration, the municipal, regional and volunteer
fire brigades, the Federal Technical Support Service (THW) and
private relief organisations. The German Armed Forces can pro-
vide ‘official assistance’ at the request of Linder officials in the
event of a major catastrophe or accident. The extent of such assis-
tance is flexible.

In June 2002, the Federal Government developed a ‘New Strat-
egy for Protecting the Population of Germany’ to increase overall
preparedness in case of a large-scale emergency. The strategy calls
for the joint management of risk scenarios that have implications
at the national level. In addition, the strategy stresses the impor-
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tance of improving coordination levels between existing resources

foremergency response. Following up on the strategy,a number of

practical steps have been implemented, including:

D the establishment of a network in May 2002 linking the differ-
ent emergency information systems into a joint German pre-
paredness information system (deNIS);4”

D thecreation of a Coordination Centre for Large-Scale Emergen-
cies (GMLZ) in the autumn of 2002 whose objectives are to con-
tinually monitor and evaluate the national and international
civil security situation, serve as a permanent centre for resource
management, direct the deployment of volunteers and oversee
the distribution of material aid,;

D theFederal Government recently set up a new Federal Office for
Civil Protection and Emergency Response (BKK). Its main
function is to serve as the central office for civil security pre-
paredness.

Concerning the biological risk posed by smallpox, a three-sce-
nario plan has been developed. It includes emergency inoculation
centres as well as plans for special anti-CBR task forces. Under the
plan’s first scenario, assuming the absence of smallpox in the
country, no vaccinations are to be conducted. There are current
discussions on whether a small number of emergency staff should
be inoculated. Under the second scenario - the presence of a con-
firmed smallpox case outside German territory - medical, rescue
service and police personnel are to be vaccinated. In the third sce-
nario - a smallpox case inside Germany - authorities would pro-
ceed with ring vaccinations around the area of the confirmed case.
Vaccinations could encompass entire cities and could potentially
be conducted nationwide.48

The Ministry of the Interior is currently revising equipment
requirements for the emergency services, aiming to upgrade them
in the near future to better position them to meet evolving threat
scenarios.*® Among recent acquisitions are 650 civil protection
vehicles to the Linder authorities. Of these, 367 are equipped with
state-of-the-art CBR detection capabilities.>0
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Personnel5?

Firefighters bear the main responsibility for dealing with chemi-

cal and radiological events in Germany. Their approximate num-

bers, together with those of other key stakeholders are:

D professional firefighters (in cities of over 100,000 inhabitants):
27,000;

D volunteer firefighters (nationwide): 1.3 million;

industrial firefighters: 37,000;

D Federal Technical Support Service (THW): 74,000 (with 850
professionals);

D relief organisations: over 500,000 made up of:

Samaritans: 7,200;

StJohn’s Ambulance Services: 31,000;

Hospitallers of Malta: 31,000

German rescue service: 145,000;

Red Cross: 305,000.

No specific information has been found on the proportion of
CBR trained personnel.

Funding

The Federal Technical Support Service (THW) - which provides
emergencyaid and restores civil infrastructure - hasayearly budget
ofaround€230 million (2000).52 According to Ministry of the Inte-
rior’s budget plan, another €293 million were spent on terrorism
prevention measures in 2003.53 Other public agencies, such as the
Federal Border Service (BGS), have seen their budgets rise,
although it is unclear how much of the additional funding will be
dedicated to civil defence and terrorism related activities.
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51. Op. cit. in note 44.

52. See ‘Technisches Hilfswerk’;
http://www.thw.de/.

53. See Bundesministerium des
Inneren, ‘Haushalt 2003’.
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GREECE

Contact information:

Civil protection

Radioactive materials transport

General Secretariat for Civil Protection
Ministry of Interior Public Administra-
tion and Decentralisation

2 Evangelistrias Street

GR-10563 ATHENS

Tel. +30 133 59932;3359933;33 59

Greek Atomic Energy Commission
P.O. Box 60092

153 10 Aghia paraskevi - Attiki
Tel: +30 1 650 6803

Fax: +301 650 6762

Telex: 218254 KRYP GR

954
Fax.+3013248122;33 59935

Overview>4

Civil protection in Greece involves national, regional and local
administrations. The main bodies at the national level are:

D the Government Council for Civil Protection;

D the General Secretariat for Civil Protection (GSCP);

D thelnter-Ministerial Coordination Body.

Chaired by the Minister of the Interior, the GSCP outlines civil
protection policies and coordinates civil protection services at
national, regional andlocallevel. In the event of a regional or large-
scale disaster, the Inter-Ministerial Coordination Body functions
to provide coordination assistance. Greece has a national emer-
gency plan for handling complex emergencies. Known as
Xenocrates, the plan outlines emergency planning at the national
level for twenty-two different types of disasters. The majority cover
natural catastrophes although there are plans for ‘technological
risks’ - including chemical and industrial accidents and nuclear
emergencies. One scenario covers risks associated with an epi-
demic.

With respect to training, steps are being taken to ensure CBR
security at the forthcoming Olympic Games. An exercise, code-
named ‘Blue Odyssey’, was organised by the Government in early
2004 to simulate a nerve gas attack. It brought together officials
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from the police, coastguard, fire department, intelligence agen-
cies, civil defence forces and other agencies.>> The Greek govern-
ment, with US assistance, will also install radiation detectors at
seven sites across Greece. The detectors will be set up mainly at
border crossings.>6 Special equipment will also be used to detect
chemical or biological attacks.5”

Personnel

No figures have been found concerning personnel strength for
Greece. However, there is a large mobilisation of personnel to
enhance security during the 2004 Summer Olympic Games. There
will be around 50,000 security personnel and police assigned to
protect the Olympics.

Funding

In total, the country has earmarked about€1.1 billion for security
measures at the Olympics.
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55. Reported by BBC on 9 Febru-
ary 2004; http://news.bbc.co.uk/
2/hi/europe/3474529.stm.

56. For this and the following in-
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preparations for the Olympics,
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and the Athens 2004 online;
http://www.athens2004.com/at
hens2004/.

57. Reported by BBC on 9 Febru-
ary 2004; http://news.bbc.co.uk/
2/hi/europe/3474529.stm.
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HUNGARY

Contact information:

Civil protection Radioactive materials transport
National Directorate for Disaster Orszdgos Atomenergia Hivatal
Management (Hungarian Atomic Energy Authority)
Ministry of Interior P.O.Box 676
P.O.Box314 H-1539 Budapest 114
H-1903 Budapest Telephone: (+36 1) 3559 764
Telephone: (+36 1) 1843 198 Facsimile: (+36 1) 3757 402
Facsimile: (+36 1) 1635617

Overview>8

In Hungary, civil defence falls under the responsibility of the Min-
ister of the Interior, who manages civil defence through the Direc-
torate General of Civil Defence - a professional planning, organis-
ing and supervising body for civil defence within the National
Headquarters of Fire Service and Civil Defence. In addition to the
Directorate, heads of ministries and national agencies work to
develop consensus with the Minister of the Interior vis-a-vis special
civil defence prescriptions falling under their scope of authority.

At the regional level, chairmen of capital and county public
assemblies within their area of authority direct civil defence meas-
ures. Their authority covers the civilian organisations and citi-
zens. At the local level, mayors direct, organise and control civil
defence tasks in coordination with the regional authorities. Their
authority covers civilian organisations and citizens.

Personnel

The members of the regional civil defence organisation are
assigned by the mayor from a pool of citizens having a civil defence
obligation. The percentage of citizens assigned to civil defence
tasks is 1.5 per cent, and an additional 1 per cent may be mobilised
inashort period.
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Funding

Information not readily available.

99



Protecting the European homeland

59. ‘Ireland’, op. cit. in note 2.

60. ‘Ireland “not prepared for
smallpox outbreak” ’, Breaking
News.ie, 5 April 2002; http://
archives.tcm.ie/breakingnews/
2002/04/05/story45395.asp.

100

IRELAND

Contact information:

Civil protection Radioactive materials transport
Civil Defence Radiological Protection Institute of
Department of Defence Ireland
Phoenix Park, Dublin 8 3 Clonskeagh Square
Telephone: (+353 1) 8042000 Clonskeagh Road, Dublin 14
Facsimile: (+353 1) 6688508 Telephone: (+353 1) 269 7766

Facsimile: (+353 1) 269 7437
E-mail: rpii@rpii.ie
Website: www.rpii.ie

Overview>9

The Ministry of Defence is the lead agency for civil defence in Ire-
land. Within the Ministry, a civil defence branch facilitates emer-
gency relief and the provision of vital services through the local
authorities. An Inter-Departmental Committee can provide moni-
toring and support services in the event of a large-scale emergency.
It can also be used to coordinate and test emergency plans. Ireland
has a national emergency plan that involves the three primary
emergency services: the Garda, Health Board and Local Authority.
The Irish Army is also available to assist in times of national emer-
gencies.

Ireland has a Civil Defence school for training purposes. With
respect to CBR, the government has set up an expert group to
assess the threat posed by bioterrorism. One of the specific scenar-
ios under consideration is the impact of a biological attack in
Britain or the United States and its repercussions for Ireland.60

Personnel

Ireland has approximately 344 ambulances and 214 fire stations.
There is no indication what proportion of firefighters, police or
emergency personnel have CBR training. However, radiation mon-
itoring equipment is available, as is protective gear. In terms of
actual numbers, the breakdown is as follows:
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D police: 11,747 members of An Garda Siochana;6?

D health services: 62,000;62

D firefighters: 3,330 (1,185 professional; 2,145 retained);
D civil defence: 6,000 (volunteer).

No specific information has been found on the proportion of
CBR trained personnel.

Funding

The Department of Defence covers about 70 per cent of civil
defence related expenditures at the local level through grants.
Overall, the annual civil defence budget is roughly €4 million. The
2000 White Paper on Defence increased the expenditure for the
civil defence budget by €635,000 per year.63
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61. ‘FAQs’, Garda Siochana;
http://www.garda.ie/angarda/f
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62. Department of the Environ-
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ITALY

Contact information:

Civil protection

Radioactive materials transport

Dipartimento della Protezione Civile
Via Ulpiano, 11

00193 -Roma

Telephone: (+39 06) 68201 (18 lines)
Facsimile: (+39 06) 6820360,
68897725

E-mail: salaoperativa@pro-
tezionecivile.it

www. protezionecivile.it

Agenzia Nazionale per la Protezione
dell’Ambiente

Via Vitaliano Brancati, 48

1-00144 Roma

Telephone: (+39 06) 5007 2943, 5007
2001; 5007 2570

Facsimile: (+39 06) 5007 2941

Telex: 612167 ENEUR |

E-mail:  matteoci@anpa.it

trivelloni@anpa.it
paganelli@anpa.it

Overview

In Italy, civil protection is the domain of the Ministry of the
Interior. Principal entities responsible for civil protection at the
national level include the Department of the Fire Brigade, Pub-
lic Relief and Civil Defence within the Ministry of the Interior
and the Technical Inter-ministerial Commission for Civil
Defence.64

Italy has a national emergency plan in the event of a CBR event.
It details the types of agents that may be used during an attack and
their potential impact. The plan also contains non-public infor-
mation on specific measures to be taken at the local level, includ-
ing operative and organisational measures.®> The ISS (Istituto
Superiore di Sanita - National Institute of Health) and ISPESL
(Istituto Superiore per la Prevenzione e la Sicurezza del Lavoro -
National Institute of Occupational Safety and Prevention) have
been designated as Support and Information Centres in the event
of a CBRN event. The emergency plan is complemented by addi-
tional plans at the local (prefecture) level.

In the event of an emergency, primary responsibility falls on the
local mayor (Sindaco). If the resources at the disposal of the Sindaco
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are insufficient, provincial resources, regional or national assets
may be requested. Military assets can be used to assist with a large-
scale emergency, including those with a CBR dimension. In the
case of a CBR event, the role of the military is likely to be one of
decontamination. The military personnel would be under the
command of civilian authorities in such situations. Specifically,
operational control would most likely be given to a fire com-
mander through the regional prefect.

Italy has a network of 1,200 radiation monitoring stations
across the country to facilitate the early detection of a radiological
ornuclearevent.Italso hasasecurity structure, known as the ‘Cen-
trale DC-75’, which can be used nationally to coordinate civilian
and military efforts, and internationally and in support of NATO
operations.

Personnel

First responders in Italy are primarily made up of firefighters,
emergency public service personnel and police (including the Cara-
binieri). The firefighters are broken down into a national corps,
their numbers ranging between 35,000 and 38,000.66 There are
also firefighters who serve as volunteers, numbering approxi-
mately 4,400. There is an objective to increase their numbers to
5,000 within the next two years (2004-05).67 No specific informa-
tion has been found on the proportion of CBR trained personnel.

Italy also has a large pool of civil protection volunteers. There
are some 3,000 organisations tied to civil protection to varying
degrees, bringing the total number of potential volunteers to 1.3
million nationwide. Volunteers can be reimbursed by the Italian
state for their services during an emergency and its aftermath.68
Principal volunteer organisations include ANPAS (300,000 volun-
teers), CRI (250,000 volunteers), and PROCIV-ARCI ED ARCI
(250,000 volunteers).

Italy has a permanent CBRN training programme for its fire-
fighters.®® Since 1999, it also has an NBC Defence School (Scuola
Interforze per la Difesa Nucleare Biologica e Chimica). The school
trains military and civilian personnel from the armed forces,
personnel stemming from the military medical service and civil
medical personnel.
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67. Ibid.
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Funding

The Department of the Fire Brigade, Public Relief and Civil
Defence within the Ministry of the Interior has a budget of about
€1.5 billion for 2004. The fire service has a three-year budget for
equipment totalling €60 million, translating to €20 million per
year.
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LATVIA

Contact information:

Civil protection

Radioactive materials transport

State Fire and Rescue Service (SFRS)
Maskavas iela 5
LV-1515 RIGA

Telephone: (+3717) 075856
Facsimile: (+3717) 223 542

Radiation Safety Centre
Maskavas iela 165
LV-1019 RIGA

Telephone: (+3717) 032 660
Facsimile: (+3717) 032 659

E-mail: rdc@rdc.gov.lv

Overview

Latvia’s State Fire and Rescue Service, which falls under the Min-
istry of the Interior, manages domestic civil protection. Primary
civil protection tasks include the provision of assistance to victims,
ensuring economic stability in the event of an emergency, and
enhancing preparedness. At the municipal level, the local chief of
fire and rescue services is in charge of ensuring adequate civil pro-
tection in the event of an event. The chiefs at the local level report
directly to the State Fire and Rescue Service. It is up to the munici-
pal authorities - in collaboration with local structures of the SFRS
- to work out plans for civil protection and defence.

In addition to SFRS and municipal assets, Home Guard units
may assist with civil protection missions. In practical terms,
mutual assistance agreements can be arranged between local
Home Guard battalions and emergency response assets - prima-
rily fire brigades and police departments. In the event of a large
scale emergency, the State Emergency Operations Commission
handles coordination tasks. Latvia also counts with a Crisis Con-
trol Centre that is associated with the State Chancery. One of its
principal roles is to coordinate existing plans for preventing and
responding to national emergencies.

Latvia has a Radiation Safety Centre that monitors for radio-
active leaks and abnormalities through a number of automatic
alarm monitoring stations. Supervised by the Ministry of
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Environmental Protection and Regional Development, it was
established in 2001.

Personnel

Information not readily available.

Funding

Information not readily available.
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LITHUANIA

Contact information:
Civil protection Radioactive materials transport
Civil Protection Department Ministry of Environment
Ministry of National Defence A.Jaksto 4/9
30, Pamenkalnio LT-2694 VILNIUS
2600 VILNIUS
Telephone: (+370 2) 622 942 Telephone: (+3702) 611110
Facsimile: (+3702) 220 635 Facsimile: (+3702) 616 515
E-mail : csd@csd. It E-mail: radio@nt.gamta.lt
Overview’0

Civil protection in Lithuania is managed through the Civil Protec-
tion Department in the Ministry of National Defence. The Depart-
ment administers and coordinates civil protection at all levels of
government, including supporting services of the ministries, state
and local authority institutions. It also prepares civil protection
workplans for the management of emergencies, major accidents or
natural disasters, and organises the training and education of
emergency officers.

The Emergency Management Centres act as managing institu-
tions for civil protection. They have been established in the min-
istries, governmental institutions, regional administrations and
local municipalities.

Personnel

Information not readily available.
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Funding

In 2002, budget allocations for civil protection amounted to
approximately 6 million Litas (approximately €1.5 million), of
which 4 million were used for regular expenditures and 2 million
for extraordinary expenses.”1

71. International Civil Defence
Organisation, International Civil De-
fence Directory, 2003.
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LUXEMBOURG

Contact information:

Civil protection Radioactive materials transport

Direction de la Santé

Division de la Radioprotection

Villa Louvigny, Allée Marconi
L-2120 LUXEMBOURG

Téléphone: (+352) 478 5677, 478
5678

Facsimilé: (+352) 467 521

E-mail: norbert.doemer@ms.etat.lu

National Civil Defence Service
1, Rue Robert Stiimper,

2557 LUXEMBOURG
Téléphone: (+352)49 77 1-1
Facsimilé: (+352) 49 38 88

Overview’2

In Luxembourg, the Minister of the Interior is responsible for dis-
aster management and is assisted by the Director of the National
Civil Defence Services. The Director heads the emergency staff
command, which includes the community mayors, representatives
of the police, the army and the department of civil engineering.
Depending on the nature of a disaster, representatives and experts
from other public bodies may also be included.

The Civil Defence Directorate recruits and trains the managers
of the rescue units and supervises the training of volunteers work-
ing in different fields of civil defence. It also manages the national
civil defence school and national civil defence support base, which
is in charge of heavy and specialised equipment.

Personnel

Among Luxembourg’s first responders are firefighters, police and
other emergency personnel (e.g. SAMU units). Personnel figures
include:

D first-aid,ambulance and rescue brigade: 2,300 volunteers;”3

D fireservice: 8,000 volunteers.”4

No specific information has been found on the proportion of
CBR trained personnel.

72. Adapted from the International
Civil Defence Directory, 2003.
73.1bid.

74. See European 1-1-2 Confer-

ence and Exhibition, Brussels,
December 2003.
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Funding

Information not readily available.
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MALTA

Contact information:

Civil protection Radioactive materials transport
Department of Civil Protection For transport by air:
Ta’ Kandja Civil Aviation Department
Siggiewl CMR 02 Luqga Airport, Luga CMR 02
Telephone: (+356) 21 462610 Telephone: (+356) 249 175
Facsimile: (+356) 21 262607 Facsimile: (+356) 239 278

E-mail: peter.cordina@magnet.mt
For transport by sea:

Malta Maritime Authority
Maritime House

Xatt Lascaris, Valleta
Telephone: (+356) 250 360
Facsimile: (+356) 250 365

For transport by land:

Malta Transport Authority

Public Transport Authority

Canon Bldgs.

Trig il-Kanun, Sta. Venera HMR 07
Telephone: (+356) 480 349
Facsimile: (+356) 490 573

Overview

Malta’s Civil Protection Division, which falls under the Ministry of
the Interior, is responsible for handling CBR events. The Civil Pro-
tection Council supervises the coordination of civil protection
tasks. The Council, which is chaired by the Minister of Justice, con-
sists of several senior service members such as the Commissioner of
Police, the Commander of the Armed Forces and the Director of
Civil Protection. The Council may also establish advisory commis-
sions to assist it in its functions.”s

Some specialised equipment for handling CBR contingencies
exists, although so far most of the preparations have remained at
the research stage. A specific contingency report was drawn up
recently but there was no action to implement the upgrading of
resources.
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75.‘Malta’, op. cit. in note 2.



Protecting the European homeland

112

Personnel

Information not readily available.

Funding

Information not readily available.
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NETHERLANDS

Contact information:

Civil protection Radioactive materials transport
National Coordination Centre Ministry of Housing, Spatial Planning
Ministry of Home Affairs & Environment
Postbus 20011 Directorate-General for Environmen-
2500 EAThe Hague/ tal Protection
’S-Gravenhage Directorate for Chemicals, Waste,
Telephone: (+3170) 345 44 00 Radiation Protection / IPC 645
Facsimile: (+3170) 36144 64 Radiation Protection, Nuclear &

Biosafety Division

Rijnstraat 8, P.O. Box 30945, 2500 GX
The Hague

Telephone: (+3170) 339 4965
Facsimile: (+3170) 3391314

Overview’6

In the Netherlands, civil protection is the responsibility of the Fire
Services, Disaster Relief and Crisis Management Department in
the Directorate-General for Public Order and Safety (DGOOQOV) of
the Ministry for the Interior and Kingdom Relations (BZK). In
practice, responsibility for disaster relief rests with local authori-
ties. Regions receive financial support, the extra equipment needed
and any additional infrastructure required from the national
authorities in time of need.

Should an event affect more than one municipality, the Royal
Commissioner of the province can issue orders directing opera-
tions and coordinate operational efforts across affected munici-
palities without infringing upon the responsibility of mayors. As
soon as assistance is requested from other provinces or countries,
the National Coordination Centre for Public Order and Safety in
the BZK assumes a coordinating role. Requests for assistance from
other countries are also handled via the National Coordination
Centre.

In the third update to the Netherlands national action plan
‘Combating International Terrorism’ the government focuses on
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the protection of critical infrastructure and vulnerabilities of
Dutch society.

Personnel

AmongDutch first responders are police, firefighting and military

constabularies. Notional personnel figures are:

D firefighters: 26,000 (including 3,500 professionals)””

D 61 fire brigades distributed amongst 43 regional operational
centres;

D police officers: 40,000;78

D city watchers: 4,000 (assist the Dutch police in supervising the
public domain);

D Royal Netherlands Military Constabulary.

No specific information has been found on the proportion of
CBR trained personnel.

Funding

Inlate 2003, the United States agreed to pay for radioactivity detec-
tors at the port of Rotterdam (Europe’s largest seaport) to facilitate
the identification of unauthorised nuclear material. At a cost of
€2.7 million, the system will scan a proportion of the roughly 6 mil-
lion containers that pass through Rotterdam each year.”®
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POLAND

Contact information:
Civil protection Radioactive materials transport
National Headquarters of the State National Atomic Energy Agency
Fire Service ul. Krucza 36
Ul. Podchorazych 38 PL-00921 Warszawa
00-914 WARSAW
Telephone: (+48 22) 844 66 85 Telephone: (+48 22) 628 2722
Facsimile: (+48 22) 628 6575 Facsimile: (+48 22) 629 0164
wwip@kgsp.gov.pl Telex: 816915 ATOM PL

Overview380

The Council of Ministers is responsible for maintaining public
order and internal security at the national level in Poland. The
Council includes several committees, among them the Emergency
Management Committee (EMC). The main task of the EMC is to
coordinate efforts aimed at mitigating, preparing for, responding
to and recovering from all types of hazards. Each ministry is
responsible for actions within its own area of competence. The
Ministry of the Interior is directly responsible for the majority of
emergency services.

At the regional level, the provinces are headed by representa-
tives of the Council of Ministers. Their main tasks are to coordi-
nate prevention efforts and assist lower levels of government if
resources are inadequate. They have Emergency Response Teams
and Regional Crisis Management Centres at their disposal.
Responsibilities at the lower regional level (powiat) include protec-
tion of the population in events that exceed the capabilities of the
locallevel. The starosta (head of authority at thislevel) hasan Emer-
gency Response Team and a Crisis Management Centre.

Responsibilities at municipal level (gmina) include fire protec-
tion, the maintenance of public order, the monitoring of threats,
early warning systems, alarms and the coordination of rescue
operations and evacuations. The mayor defines civil protection
tasks for all institutions that are operational within the munici-
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pality. Businesses are responsible for developing and maintaining
activities and training in order to meet the possible threat situa-
tions accounted for in the Mayor’s Civil Defence Plan.

A laboratory for combating bioterrorist threats opened in
Pulawy in 2002. It was created at the cost of €1 million for the
needs of Poland and NATO, and will be used for the study of dan-
gerous microbes, including anthrax, smallpox, plague and
cholera. The laboratory was built with funds from the Committee
for Scientific Research and the support of the United States.81

Personnel

Information not readily available.

Funding

In Poland, approximately 0.004 per cent of GDP (or roughly €7
million) was spent on civil defence in 2003.82 The figure in 2004 is
substantially greater, as 45 million Zloty alone (about €10 mil-
lion) will be spent on equipment and medical stocks for the pre-
vention of civil disasters.83
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PORTUGAL

Contact information:

Civil protection

Radioactive materials transport

National Service for Civil Protection
Av. do Forte em Carnaxide
2799-512 CARNAXIDE

Telephone: +351 214247100
Facsimile: +351 214247180
E-mail: snpcpor@snpc.pt

Ministério da Satde
Direc¢ido-Geral de Saude
Alameda D. Afonso Henriques, 45
P-1056 Lisboa Codex

Telephone: (+351 1) 847 5751
Facsimile: (+351 1) 847 6455

Overviews4

The Ministry of the Interior is responsible for directing civil pro-
tection assets. Nationwide, the Portuguese civil protection system
integrates the National Service for Civil Protection (SNPC), the
Regional Service for Civil Protection and the Municipal Service for
Civil Protection. In accordance with the Portuguese Administra-
tive Organisation, Portugal has 18 districts witha SNPC delegation
in each district. Regional responsibility for civil protection lies with
the Presidents of the Azores and Madeira Autonomous Regions
and the Governors of each of the 18 districts on the mainland.

At local level, responsibility rests with mayors. Emergency
Operations Centres in Districts (CDOEPC) and Municipalities
(CMOEPC) are activated every time a major accident or disaster
takes place in their respective administrative areas. A National
Emergency Operations Centre (CNOEPC) is activated by the
SNPCifamajor disaster cannot be solved by the means assigned to
the Municipality or the District where it takes place. Coordination
and control of the relief operations and logistics support is then
provided at the national level.
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Personnel

Information not readily available.

Funding

Information not readily available.
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SLOVAK REPUBLIC

Contact information:

Civil protection

Radioactive materials transport

Office of Civil Protection

Ministry of Interior

Drienova 22

82604 BRATISLAVA

Telephone: (+4212) 4341 1190/4341
0005

Facsimile: (+4212) 24363 5142

Nuclear Regulatory Authority
Bajkalska 27

P.O. Box 24,820 07 Bratislava
Telephone: (+4212) 5342 1032
Facsimile: (+4212) 53421015

The Ministry of Transport, Post and

Telecommunication

Ndmestie slobody 6

P.O.Box 100, 810 05 Bratislava
Telephone: (+4212) 5949 4111
Facsimile: (+421 2) 5244 2274

E-mail: skcivpro@uco.sk
http://www.uco.sk

Overview

The Ministry of the Interior of the Slovak Republic is the central
authority responsible for civil protection. Responding to the Min-
istry of the Interior, the Office of Civil Protection is the main body
managing and ensuring the tasks of civil protection. The Office
takes part in response operations, notification and warning of the
population, and evacuation.

The Office of Civil Protection is also responsible in case of an
accident at a nuclear energy facility involving the escape of
radioactive substances.8> The system allows automatic warning
when critical values are exceeded and sounds an alarm. The moni-
toring system also uses gamma-spectrometric measurement of
soil samples.86 Additional support can be provided through the
Slovak Headquarters For Radiation Monitoring Network (Insti-
tute For Preventive and Clinical Medicine in Bratislava).

At the local level, main responsibility falls with the district
office. District offices ensure the warning and notification of the
population and direct the emergency response, as these do not
come under the competence of other publicadministrative bodies
or legal entities and municipalities.8” Environmental monitoring
for the leakage of radioactive materials is carried out by the Office
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of Civil Protection, which builds and runs three monitoring
systems.

Personnel

The Fire Rescue Service has a special chemical and biological group
(11 people) and basic equipment: vehicles, anti-chemical suits,
chemical detectors and decontamination materials. They act in
case of: accidents with leak of chemicals, suspect mail deliveries
(anthrax), and misuse of toxic chemical substance. In addition, the
Rescue Brigades of the Fire Rescue Service, a specialised unit, may
also be deployed in the case of highly difficult CBR actions.88

Funding

Information not readily available.
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SLOVENIA

Contact information:

Civil protection Radioactive materials transport
Administration for Civil Protection Ministry of Environment and Spatial
and Disaster Relief Planning
Ministry of Defence Slovenian Nuclear Safety Administra-
Kardeljeva ploscad 21 tion
1000 LJUBLJANA Vojkova 59, 1113 Ljubljana
Telephone: (+386 1) 471 3322 Telephone: (+386 1) 472 1100, 568
Facsimile: (+386 1) 4318117 3539
E-mail: urszr@pub.mo-rs.si Facsimile: (+386 1) 472 1199,472
Website: www.mo-rs.si/urszr 1198

Ministry of Health

Health Inspectorate

Parmova 33, 1000 Ljubljana
Telephone: (+386 1) 280 3802, 280
3804

Facsimile: (+386 1) 280 3808

Overview3d?

The Ministry of Defence organises, develops and implements

administrative and professional matters related to civil protection.

There are two subordinate agencies responsible for Civil Emer-

gency Planning:

D the Administration of the Republic of Slovenia for Civil Protection and
Disaster Relief, which is responsible for administrative and pro-
fessional duties related to the system of protection against natu-
ral and other disasters; and

D the Civil Defence Directorate, which carries out tasks related to
Civil Defence.

At the regional level, the Defence Ministry’s organisational
units are responsible for administrative and professional tasks
related to civil protection. At the local level, the mayor is tasked
with protection tasks in the event of natural or other disasters. In
larger local communities, administrative and professional duties
are carried out by local administration. In smaller communities,

89. ‘Administration of the Repub-
lic of Slovenia for Civil Protection
and Disaster Relief - ARSCPDR’,
http://www.sos112.si/urszr/eng
/spripravljenost_nacrti.htm.
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these duties are executed by advisers. One special service may carry
out these duties for several small local communities.

Slovenia has protection and rescue plans for dealing with CBR
disasters drawn up atlocal, regional and national levels. It also has
multiple special rescue resources in the event of an accident
involving corrosive agents:?0
D the Jo ef Stefan Institute’s mobile ecological laboratory;

D Maribor Health Protection Institute’s mobile ecological labora-
tory;

D Civil Protection CBR protection units;

D Slovenian Army CBR protection unit.

Slovenia carried out a national exercise in February 2004 (New
Horizon) to test its capabilities to respond to an RDD.

Personnel

No specific figures have been found on first responders. Concern-
ing Slovenia’s CBN capabilities, post-11 September, CBN units
were established across all its regions. Each unit comprises 9 mem-
bers who have received basic and advanced training for Civil Pro-
tection and Disaster Relief. The teams are equipped with CBN
detection and protective equipment.®? As early as December 2000,
Slovenia held a nuclear emergency exercise (NEK-2000), in order
to test emergency preparedness at local and state level. This exer-
cise has been repeated annually.®?

Funding

Money is raised from national and municipal budgets, insurance
funds, and funds contributed by commercial companies, institutes
and other organisations. Since 1999, about 11 per cent of the Min-
istry of Defence budget has gone towards civil protection and res-
cue.?3
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SPAIN

Contact information:

Civil protection

Radioactive materials transport

General Directorate for Civil Protec-
tion

C/ Quintiliano, 21

28002 MADRID

Telephone: (+3491) 53733 00
Facsimile: (+3491) 562 89 26

Ministerio de Fomento

Comisién de Coordinacién del
Transporte de Mercancias Peligrosas
Paseo de la Castellana 67

E-28071 Madrid

Telephone: (+3491) 597 5021

Facsimile: (+3491) 597 5027
E-mail: piribas@mfom.es

Overviewd4

In Spain the Minister of the Interior is responsible for civil protec-
tion, includingintervention in case of catastrophe, and for drawing
up plans for intervention. The General Directorate for Civil Protec-
tion, located in the Interior Ministry, is the national body that
develops and manages emergency intervention programmes.

A Basic Standard sets the criteria for coordination of civil
defence plans for various levels of government (central,
autonomous, local). Each administration can organise and man-
age its civil protection system with complete autonomy but must
respect the principles of interterritorial complementarity, sub-
sidiarity and solidarity. Thus, the local administration copes with
an emergency first, with the autonomous community taking over
in cases where the local administration is strained. The central
authority plays a similar role for the autonomous community.
However, in cases of national emergency, the national government
may assume the general direction of relief operations immedi-
ately.

Although the Minister of the Interior has overall authority in
civil protection matters, after 11 September 2001 the Ministry of
Defence activated a pre-established operational preventive rapid-
response plan to neutralise a potential chemical and biological
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attack. Over 250 soldiers are assigned to the NBC units between
Valencia, Burgos and Madrid.

Personnel95

Among Spain’s first responders are firefighters, medical emer-
gency personnel, police, paramilitary policy (Civil Guard) and vol-
unteer organisation personnel. Some notional figures are:
professional firefighters: 14,000

20 planes for firefighting;

volunteer firefighters;

National Police: 52,000 (force goal);

Civil Guard (Guardia Civil): 73,000 (force goal);

Red Cross/volunteers: 780,000.

No specific information has been found on the proportion of
CBR trained personnel.

Funding

Information not readily available.
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SWEDEN

Contact information:
Civil protection Radioactive materials transport
Swedish Emergency Management Swedish Radiation Protection Author-
Agency ity
P.O.Box 599 SE-17116 Stockholm
SE-101 31 Stockholm Telephone: (+46 8) 729 7100
Telephone: +46 (0)8 593 710 00 Facsimile: (+46 8) 729 7108
Facsimile: +46 (0)8 593 710 01 E-mail: ssi@ssi.se
e-mail: kbm@krisberedskapsmyn-
digheten.se
http://www.krisberedskapsmyn-
digheten.se

Overview

In Sweden, the Ministry of Defence plays a coordinating role
within the Government Offices in the event of a large-scale event.
The Ministry of Defence is also responsible for limiting the conse-
quences of radioactive fallout, floods and dambursts, as well as
accidents involving chemicals and marine discharges of hazardous
substances.?%

The Swedish Emergency Management Agency (SEMA), estab-
lished on 1 July 2002, is responsible for coordinating work on the
preparedness of society to manage substantial emergencies.??
Specifically, SEMA provides support to municipalities, county
councils, county administrative boards and other authorities in
their emergency management work. Although it has no opera-
tional responsibilities, SEMA is accountable for the coordination
and strategic planning vis-a-vis CBR response. SEMA also pres-
ents proposals to the government with suggestions for the alloca-
tion of resources and distributes funds to authorities involved in
emergency management operations.”®

An emergency is typically dealt with at the municipal or local
level. Only when a situation cannot be handled at the local level
can regional and central bodies take charge of certain tasks. At
regional level, the county administrative boards carry the respon-
sibility for major peacetime emergencies.
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Between 29 and 30 September 2004, Sweden will carry out a
large-scale national exercise to test its CBR response capabilities.
Dubbed Samsio 04, the exercise will simulatea terroristattack using
WMD agents that affect three Swedish regions simultaneously.??

Personnel

Sweden hasanumber of first responders. In terms of personnel, the

following breakdown gives some notional figures for a number of

categories:

D police: 22,708;100

D Coast Guard: 600;101

D Rescue Service Agency: 600;102

D firefighters: 6,000 (professional), 12,000 (part-time), 4,000 (vol-
unteers), 2,000 (industrial/airport/military);103

D rescue personnel: 4,029.104

No specific information has been found on the proportion of
CBR trained personnel.

Funding

In Sweden, €18.3 million (SEK166.8 million) are foreseen for
CBRN civil protection measures in 2005. The total provisioned
2005 civil defence budget is about €207 million.105
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THE UNITED KINGDOM

Contact information:

Civil protection Radioactive materials transport
Emergency Planning Division Department for Transport, Local
Home Office Government and the Regions
50 Queen Anne’s Gate Radioactive Materials Transport
LONDON SW1H 9AT Division
Telephone: (+44 20) 7273 3212 76 Marsham Street
Facsimile: (+44 20) 7273 3078 London SW1P4DR
Email : Epd@homeoffice.gsi.gov.uk Telephone: (+44 20) 7944 5795, 7944

5768
Facsimile: (+44 20) 7944 2187
E-mail: ca@dft.gsi.gov.uk

Overview

In the United Kingdom, the Home Secretary is responsible for
homeland security. In the event of a catastrophe, plans drawn up by
the emergency services, local government, public and health serv-
ices, those responsible for industrial installations and others are
activated.

In 2001, a Civil Contingencies Secretariat (CCS) was created
within the Cabinet Office. Besides taking on some of the former
tasks of the Home Office, the CCS assesses and responds to emer-
gencies as they arise. The Cabinet Office Briefing Room (COBR)
and the Civil Contingencies Committee (CCC) can be used to
coordinate response efforts.106

The Health Protection Agency (HPA) is a new national organi-
sation for England and Wales, established on 1 April 2003. It is
dedicated to protecting people’s health and reducing the impact
of infectious diseases, chemical hazards, poisons and radiation
hazards.107

In the aftermath of the 11 September terrorist attacks, the
British government launched the ‘New Dimension’ Project, to
review fire and rescue services’ preparedness against a potential
terrorist threat. The Office of the Deputy Prime Minister (ODPM)
oversees the programme. Under the programme, the Government
has acquired 180 purpose-built decontamination units, each
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capable of handling some 200 people an hour. In addition it has
procured 80 new response vehicles to transport the decontamina-
tion units, as well as 4,400 new gas-tight suits.108
In certain circumstances, the military can provide aid to the
emergency services. The Ministry of Defence has set out the condi-
tions under which military assistance can be provided, included
financial aspects. Generally speaking, there are three broad cate-
gories delineating Military Aid to the Civil Community
(MACC):10°
D Category A: assistance to the civil authorities in handling an
emergency such as a natural disaster or incident;
D Category B: short term assistance on special projects of sub-
stantial social value to the civil community;
D Category C: the full-time attachment of volunteers to social
service organisations for specific time periods.110

It should be noted that 14 Civil Contingency Reaction Forces
(CCRFs) were established in 2003 - each comprising up to S00 vol-
unteers drawn from existing Reservists.1

With respect to small-scale radiation monitoring, the United
Kingdom has set up a number of permanent screening machines
in several port cities. Three systems were established during 2003
at Felixstowe, Dover and Southampton. A fourth system is likely
to be set up on the French side of the Channel tunnel to monitor
traffic in the tunnel. There also exist portable systems - trans-
portable by vans - that can be used to check cargo in other ports
and airports. The scanner cost has initially been estimated at £50
million (€75 million).112

The Home Office organises several large-scale exercises and
between 12-15 tabletop/workshop exercises each year.

Personnel

Among British first responders are firefighters, medical emergency
personnel and police. Some approximate figures are:
D firefightersin England and Wales: 325,000-350,000 (2002);113
D police officers in England and Wales: 129,600 (2002);114
D ambulance service: 26,000 (2000);115

I emergency ambulance vehicles: 3,153;

I helicopter ambulances: 14;

I fixed wingambulances: 6.
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The police have access to a CBRN Training Centre at Winter-

bourne Gunner. As of early 2003, about 3,000 officers had received
CBRN training at the Centre.116

All emergency services personnel in London have access to per-

sonal protective equipment (PPE) needed to carry out their respec-
tive tasks. In addition, the London Fire Brigade is able to obtain
bulk delivery of 260 gas-tight suits in case of need.’”

Funding

Funding within the United Kingdom comes from a variety of
sources and is destined to many stakeholders. Some figures are pre-
sented below, providing some indication of both their size and use.

Undera £5 million (€7 million) programme, the Department of
Health has acquired 360 mobile decontamination units and
7,250 PPEs to allow first responders to treat people contami-
nated with CBR material.118

£43 million (€64 million) from the Capital Modernisation
Fund, plus an extra £13 million (€19 million) from ODPM has
been provided for the Fire Service to provide a national mass
decontamination capability. Procurement of the appropriate
equipment is currently under way.11?

£16 million (€24 million) was allocated to the Department of
Healthin2001/02 to provide medical countermeasures against
CBRN agents and a further £80 million (€120 million) for
2002/03, including spending on extra vaccines and antibi-
otics.120

Local authorities were allocated a specific Civil Defence grant of
£19 million (€28 million) for 2002/03,a third more than for the
previous year.121

In the 2003 Budget an extra of £330 (€494 million) was
announced for counter-terrorism measures.122
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Abbreviations

AFDRU
ANPAS
ARS

BC

BGS
BICHAT
BKK

BTWC
BW

BZK

CB

CBR
CBRN
CBW
CDC
CDOEPC
CECIS
CEP
CFRS
CGCCR
CIA

CK
CMOEPC
CNOEPC
COBRA
COoGIC
CPMP
CPU

CRS
CcwC
DDSC
DEMA
DGOOV
DNA
DRD
DTPA
EADRCC

Austrian Forces Disaster Relief Unit

National Association of Public Assistance (Italy)
Acute Radiation Syndrome

Biological and Chemical

Federal Border Control (Germany)

Biological and Chemical Attacks and Threats

Federal Office for Civil Protection and Emergency Response
(Germany)

Biological and Toxin Weapons Convention

Biological Weapon(s)

Ministry for the Interior and Kingdom Relations (Netherlands)
Chemical and Biological

Chemical, Biological and/or Radiological

Chemical, Biological, Radiological and/or Nuclear

Chemical and Biological Weapons

Centres for Disease Control and Prevention

Emergency Operations Centres (Portugal - district level)
Common Emergency Communication and Information System
Civil Emergency Planning

General Directorate of the Fire Rescue Service

Governmental Coordination and Crisis Centre

Central Intelligence Agency

Cyanogen Chloride

Emergency Operations Centres (Portugal - municipal level)
National Emergency Operations Centre (Portugal)

Special Anti-terror Forces (Austria)

Inter-ministerial Operational Centre (France)

Committee for Proprietary Medicinal Products

Civil Protection Unit

Cutaneous Radiation Syndrome

Chemical Weapons Convention

Emergency Preparedness Directorate (France)

Danish Emergency Management Agency

Directorate-General for Public Order and Safety (Netherlands)
Deoxyribonucleic Acid

Direct Reading Dosimeter

Diethylenetriaminepentaacetate

Euro-Atlantic Disaster Response Coordination Centre



EADRU
EAPC
EAPCCT

ECDPC
ECPF
ECURIE

EEA
EMC
EMEA
ESOL
ESRP
EU
EURDEP
EWRS
GA
GAERC
GAO
GB
GC
GD
GE

GF
GIRP
G-M
GMLZ
GMO
GSCP
HCN
HD
HSC
IAEA
ICDO
IMS
IPCS
ISPESL
ISS

Euro-Atlantic Disaster Relief Unit
Euro-Atlantic Partnership Council

European Association of Poison Control Centres and Clinical
Toxicologists

European Centre for Disease Prevention and Control
European Civil Protection Force

European Community Urgent Radiological Information
Exchange

European Environment Agency

Emergency Management Committee (Poland)

European Agency for the Evaluation of Medicinal Products
Operational Logistics Establishments

European Security Research Programme

European Union

European Union Radiological Data Exchange Platform

Early Warning and Response System on Communicable Diseases
Tabun

General Affairs and External Relations Council

General Accounting Office

Sarin

Gas Chromatography

Soman

Phosphonofluoridic acid

Cyclohexyl Sarin

European Association of Pharmaceutical Wholesalers
Geiger-Miiller Counter

Coordination Centre for Large-Scale Emergencies (Germany)
Genetically Modified Organism

General Secretariat for Civil Protection

Hydrogen Cyanide

Sulphur Mustard

Health Security Committee

International Atomic Energy Agency

International Civil Defence Organisation

lon Mobility Spectrometer

International Programme on Chemical Safety

National Institute of Occupational Safety and Prevention (Italy)

Institute for Security Studies, National Institute of Health (lItaly)
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ITF International Task Force

JRC Joint Research Centre

Kl Potassium lodide

L Lewisite

MedISys Medical Intelligence System

MIC Monitoring and Information Centre

MS Mass Spectrometry

NATO North Atlantic Treaty Organisation

NCBD National Centre for Biological Defence (Denmark)
OoPCW Organisation for the Prohibition of Chemical Weapons
ORSEC Organisation de Secours (France)

PB Prussian Blue

PID Photo lonisation Detectors

PROCIV Civil Protection Working Party

RDD Radiological Dispersal Device

R&D EG R&D Expert Group

SAMU Service Ambulancier Médical d’Urgence (France)
SARS Severe Acute Respiratory Syndrome

SEMA Swedish Emergency Management Agency

SFRS State Fire and Rescue Service (Latvia)

SMUR Emergency and Reanimation Mobile Service (France)
SNPC National Service for Civil Protection (Portugal)
THW Federal Technical Support Service (Germany)

TIC Toxic Industrial Chemicals

TIM Toxic Industrial Materials

TLD Thermoluminescent Devices

ulisc Intervention and Guidance Units for Civil Protection
UK United Kingdom

UNHCR United Nations High Commissioner for Refugees
UNICEF United Nations Children’s Fund

us United States

VX Methylphosphonothioic Acid

WHO World Health Organisation
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*
*

The Sarin attacks carried out by the Japanese cult Aum
Shinrikyo in Matsumoto and Tokyo hlighted the threat
posed by non-state actors equipped with non-conventional
weapons. Although the number of casualties was limited, the
attack signalled a cause for concern. *

In 2001, the United States was struck by bioterrorism
shortly after 11 September. Weapons-grade an*:x was dis-
tributed by post, killing five people, making 17 others ill,
cing evacuation of Capitol Hill, shutting down postal delive-
ry, provoking widespread use of prophylactic antibiotics and
damaging the economy. An already shocked nation discove-
red that it was vulnerable to a new kind of threat.

While the probability of a chemical, biological or
radiological (CBR) attack on the European continent is low,
the ramifications of such an attack could be high. Recent
arrests in European countries suggest that the likelihood of a
CBR attack may be increasing.

This Chaillot Paper analyses EU-wide activities in the
area of chemical, biological or radiological protection. It pro-
vides an overview of the threats facing the EU, summarises
policies and preparedness at both the national and EU levels,
and offers numerous policy recommendations to increase
preparedness across Europe.

This paper will be of interest to policy-makers and ana-
lysts concerned with issues related to European security and
possible future terrorist uses of biological, chemical, and
radiological agents.
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