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EXECUTIVE SUMMARY

W

hile policy-makers are gradually creating the necessary conditions to
strengthen the digital transformation of retail financial services,
numerous policy issues and unanswered questions remain. The
purpose of this report is to analyse the issues that were considered by the Task
Force to be relevant for retail banking and non-life insurance at the present time
and for the next few years to come. In order to develop a market in which retail
financial services contribute to the economy in a balanced way, 12 main issues
need to be further addressed. These issues are itemised below, followed by a
more in-depth discussion of each issue, which is further elaborated in the main
report.










First, the overall regulatory framework for the digital transformation
should keep consumer protection and financial stability at the core, but
should also remain flexible in order to maintain a ‘space of creation’ for
innovators.
Second, rules that are harmonised at European level are needed for the
design of so-called ‘regulatory sandboxes’.
Third, policy-makers should enact further prudential rules for peer-to-peer
(P2P) platforms.
Fourth, both policy-makers and researchers should assess to what extent
the collection and use of alternative data by financial providers can benefit
consumers and providers alike.
Fifth, a satisfactory level of data privacy and quality in the used data needs
to be ensured.
Sixth, potential risks related to inclusion need to be continuously assessed
and mitigated by policy-makers.
Seventh, as regards the supervision of algorithms, policy-makers should
focus on ‘principle-based’ rules rather than ‘blacklist’ rules, and should use
‘second-order’ supervision for enforcement.
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1.

Eighth, noticeable updates are needed in European rules for information
disclosure duties, notably in the Directive on distance marketing of
consumer financial services (2002).
Ninth, policy-makers should assess the possibility to develop a new policy
model of pre-contractual personalised information disclosure.
Tenth, more consistency is needed between the e-IDAS and pieces of
legislation for financial services.
Eleventh, the barriers to remote identification of non-residents should be
thoroughly assessed.
Twelfth, policy-makers should remove discrimination against reliance on
third parties when identifying customers.

An overall flexible regulatory framework for the digital transformation

Firms need room for innovation and regulators should continue to organise this
‘space of creation’, while ensuring effective consumer protection and financial
stability all along the process. In order to maintain fairness among providers, this
approach should result from some combination of the two versions of level
playing field (‘similar product, similar regulatory treatment’ and ‘anyone has an
equal chance of succeeding’), depending on the given environment.

2.

Harmonised rules for regulatory sandboxes

So-called ‘regulatory sandboxes’ are attracting growing interest among some
European domestic supervisors as a tool to facilitate the development of
innovative solutions and monitor the digital transformation of retail financial
services. These are ‘safe spaces’ where businesses can test innovative products,
services, business models and delivery mechanisms. The development of
European guidelines for national sandboxes could contribute to a convergence
in domestic innovation policies across the EU, thereby facilitating the emergence
of a single market for retail financial services (when one innovative product or
process has been tested and approved by one domestic sandbox, this innovation
could be easily assessed in any other EU country using a comparable sandbox
framework). Convergence in these practices should require the creation of core
European guidelines around the six following points: i) transparency and clarity
in the rights and obligations of all the actors involved, ii) welfare of consumer at
the core, iii) access for all types of suppliers, iv) a detailed list of core rules that
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cannot be relaxed, v) a clear exit strategy and vi) ex post evaluation of each
project.

3.

Further prudential rules for P2P platforms

The fast emergence of peer-to-peer platforms, whose business models are
continuously evolving, are triggering specific risks that should require further
attention from regulators. In particular, additional prudential rules that take into
consideration the characteristics of these models need to be enacted. To that
effect, the Task Force places some emphasis on four regulatory needs: i) risk
communication, ii) orderly resolution of platform failures, iii) early warning
schemes and iv) control of liquidity risks.

4.

Assessing the extent to which the collection and use of alternative data
by financial providers can benefit consumers and providers alike at the
different stages of the product

Benefiting from the fast growth recorded in the volume of alternative data issued
by consumers (social media data, data produced by the Internet of Things, etc.),
enabling technologies such as machine learning are strengthening at a steady
pace, thereby gradually disrupting some aspects of retail banking and non-life
insurance (as it is the case for many other sectors of the economy). Policy-makers
and researchers should assess the extent to which the collection and use of
alternative data by financial providers can benefit consumers and providers alike,
and identify the related risks.
More specifically, research should explore how and to what extent
personal data that is standardised at the global level (especially social media
data) could contribute to reinforcing the single market for retail financial
services. As regards advertising, customer service and retention, some focus
should be placed on the role of alternative data and machine learning in reducing
the amount of ‘inopportune’ ads and improving interactions with customers.
Another core topic concerns credit scoring: to what extent and through which
channels can the intensive use of alternative data enhance a balanced inclusion
of the ‘underbanked’ and the uninsured? Finally, research should place more
emphasis on how alternative data could reinforce prevention: improved
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anticipation of the risk of missed payments, improving fraud detection processes
and greater understanding of consumer behaviour.

5.

Maintaining a satisfactory level of data privacy and quality

One of the main risks related to alternative data is that personal data of
consumers are used without their clear consent and comprehension. One of the
core objectives of the general data protection Regulation (GDPR), which must be
implemented by May 2018, is to address this specific issue by allowing the
development of standardised privacy statements that effectively and efficiently
help consumers better understand the implications of the use of their data
(when, how, why and where it can be used). Nevertheless, given the great
diversity in the type of personal data used across the industries covered by the
GDPR, the Task Force emphasises that a broad consultation should be launched
by the Article 29 data protection Working party (WP29) and European regulators
on specific elements of the GDPR, such as the mechanisms of data portability
and the extent to which data breaches should be notified. Events such as the
FabLab workshop undoubtedly allow the Article 29 WP to collect exploitable
comments on guidelines (e.g. on data portability); nevertheless, they cannot
replace proper consultation of EU stakeholders.
Another issue concerns the quality of the data used by the big data
processes, even though suppliers have been given consent to use it. The
incorporation of low-quality data can bias the results of the analyses, thereby
resulting in two market dysfunctions: on one hand, some consumers might be
unjustly discriminated against; on the other hand, errors in data can compromise
the marketing and business strategies of banks. In that context, it is necessary
for suppliers to assess on a systematic basis the quality and robustness of the
used data.

6.

Continuously addressing the risks related to inclusion

The increasing ability of suppliers to understand the risk profile of their
consumers could favour consumers with low-risk profiles and high honesty,
thereby resulting in a more systematic exclusion of consumers with high-risk
profiles. Policy-makers should continuously address this risk by enhancing high
ethical standards in the processes used by suppliers, in line with the existing
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legislation adopted (e.g. mortgage credit directive). As regards FinTech business
models who promote themselves as primarily serving the ‘underbanked’ and
uninsured, policy-makers should ensure that a balanced inclusion is achieved
through these models. This implies a systematically fair use of technology (for
example, to conduct an adequate creditworthiness assessment), a progressive
harmonisation of rules for these new companies and the promotion of a
satisfactory level of competition in these new markets.

7.

For the supervision of algorithms, developing ‘principle-based’ rules and
‘second-order’ supervision

As for the supervision of algorithms, a detailed blacklist of wrong practices might
admittedly produce detailed information on what is feasible and what is not; it is
likely, however, that the three core characteristics of big data (high volume, high
velocity and high variety) make such an approach too challenging. In that
context, policy-makers should enact general and segment-specific principles that
can help shape the design of algorithms for big data.
As regards enforcement, given the increasing complexity of most
algorithms, it is generally too costly in terms of time and resources for the
supervisors to understand in detail the related coding and to ask for significant
adjustment of the algorithm itself if necessary (the so-called “first-order
supervisory framework’). Furthermore, such practices are likely to appear too
invasive in many cases given that entire business models could be markedly
affected as a result. Against that background, the favoured approach calls for
supervisors to take actions, by default, that are in line with a ‘second-order’
supervisory framework: some of the data inputs or outputs of the algorithms
that are unwanted (especially for issues related to discrimination) will have to be
removed. The decision to remove data should conform to the GDPR regarding
the legitimacy of the purpose for which the data is processed and the adequacy
and relevance of the data used for that purpose. Such an approach will obviously
imply that a proper input-outcome analysis is conducted before taking action.
For example, in order to limit the impact of certain kinds of behaviour on
the pricing of health insurance, supervisors can instruct the insurer not to use
the related data. As regards data outputs, supervisors can, for instance, require
one provider to limit individual online search results by filtering out certain
products that might not be adequate for specific consumers.
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In that context, the coding of the algorithm itself does not need to be
changed (if it does, this should be minor); rather, the data used and/or the results
achieved need to be limited. This enforcement approach can help address the
issues related to both the collection of data (in terms of privacy concerns) and
the use of this data, without excessive intervention.

8.

Updates in European rules that focus on information disclosure duties

European rules focusing on pre-contractual information duties in retail financial
services need to further address the new challenges resulting from the dramatic
changes in consumer behaviour in recent years, especially the hybrid pattern
combining online and offline interactions for the same product, and the
multiplicity of devices being used. For instance, the Directive on distance
marketing of retail financial services (2002) needs to be amended, notably by
integrating some elements of the Consumer Rights Directive (2011), such as the
rules on the adaptation of information requirements to technical constraints (for
example, which rules to follow when there is less capacity to display the
information: mobile telephone screens, SMS, etc.).

9.

Assessing the possibility to develop a new policy model of personalised
information disclosure

The combination of three recent phenomena could result in a progressive
transformation in the way pre-contractual information duties are designed:
emergence of behavioural insights, fast growth in big data analytics and an
overall consensus that standardised information disclosure policy is not
sufficiently efficient. Against this background, the possibility to develop a new
policy model of ‘smart disclosure duties’ that is personalised should be assessed
thoroughly. Specifically, solutions need to be found for the six following
challenges: i) voluntary basis (assent from both consumers and providers), ii)
review or continuation of some core concepts of the existing European rules
(such as the notions of ‘average’ and ’vulnerable’ consumers), iii) difficulty to
enforce the new rules, iv) continued risk of ‘over disclosure’ (notably regarding
the ‘privacy statement’), v) complexity of products and vi) risk of data
discrimination.
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10.

Reinforcing the consistency between the e-IDAS and other pieces of
legislation for financial services

The eIDAS Regulation (N°910/2014) on electronic identification and trust
services for electronic transactions in the internal market could have a stronger
positive impact on the digital transformation of retail banking and non-life
insurance if specific regulatory obstacles were overcome. In particular, there is a
need to reinforce the consistency between the eIDAS Regulation and other
pieces of legislation for financial services. For instance, despite the legal
possibility to have digital authentication, some national provisions may still
oblige financial institutions to physically identify the customer in order to meet
the legal requirements set out in customer due diligence (CDD) and/or antimoney laundering (AML) legislation.

11.

Assessing the challenges to the remote identification of non-residents

Remote identification of the customer’s identity for retail financial services is
generally possible only for residents in the countries, thereby impeding the
emergence of a single market for these services. Policy-makers should identify
the various obstacles to remotely identifying non-resident consumers of retail
financial services. One of these concerns the external information for anti-fraud
purposes and for verifying customer identity that is generally available in the
registers only at the national level.

12.

Removing discrimination against reliance on a third party to identify
customers

Whereas the objective of the e-IDAS Regulation is to focus on the identification
of customers directly by remote technical means, little is said in this European
piece of legislation on the identification through reliance on another party that
has already identified the customer. In order to improve the efficiency of the
market and enhance the comfort of consumers, the regulation of the
identification through a third party should promote risk-based mitigation
measures, and should not discriminate against this type of identification by
placing it by default in the enhanced due diligence/high-risk AML category.

INTRODUCTION
Context
Market context
In recent years, the digital transformation of retail financial services (retail
payments, current/saving accounts, consumer/housing credit, car insurance,
property insurance and health insurance) has accelerated significantly. In a
context of increasingly demanding consumers (in terms of digital possibilities)
and rising competition, established players such as retail banks and non-life
insurance suppliers are using enabling digital technologies to develop new
products, processes and models. In parallel, a large number of start-ups whose
main aim is to disrupt established business models through digital innovations
are gradually changing the financial landscape, especially in retail payments.
Finally, some companies that have traditionally been active in other sectors are
showing greater interest in entering the market, in particular large information
and technology organisations, such as Google, Amazon, Facebook and Apple
(a.k.a. GAFA).

Legal context
This wide structural transformation is triggering specific risks that European and
national regulators are gradually addressing. The range of issues is relatively
broad: cybersecurity, digital interoperability, personal data protection, new
norms for algorithms, contribution to further cross-border sales, digital
information disclosure, etc. Ambitious regulations that are both cross-sectoral
(GDPR, eIDAS, etc.) and sector-specific (PSD2, AMLD, etc.) are being
implemented to address some of these issues. Nevertheless, in a constantly
evolving environment, new risks will emerge during this transition period,
thereby continuously challenging the adequate implementation and
enforcement of established and new regulatory frameworks.

8|
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Since mid-2015, the specific digitalisation of retail financial services at
large has been at the core of the policy agendas of many European stakeholders.
Numerous events have been organised on this topic across Europe, by debating
the related economic and policy implications. In the meantime, the number of
research publications on the topic of FinTech is booming, some of them trying to
influence the policy game at both national and European levels. European and
national regulators have been increasingly active on the topic, with the ambition
of monitoring the phenomenon without impeding it, and by analysing how and
to what extent it could serve their respective agendas. The ESAs, the ECB, DG
FISMA, DG Justice and DG Connect are among the European bodies that are
actively working on this digital transformation of retail financial services.

Work of CEPS-ECRI so far on digital transformation
More specifically, the European Commission DG FISMA published its far-reaching
Green Paper “Retail financial services: better products, more choice, and greater
opportunities for consumers and businesses” in December 2015 and, in parallel,
launched a broad consultation that was completed last March. DG FISMA also
commissioned a large study on how and to what extent digitalisation and
innovation could contribute to a single market in retail financial services (retail
banking and non-life insurance). Partly based on these initiatives, DG FISMA is
expected to deliver an action plan in the forthcoming months.
The study for DG FISMA was conducted by CEPS-ECRI, in collaboration with
the University College Cork (UCC) and the Luxembourg Institute of Sciences and
Technology (LIST), and included approximately 100 interviews in 11 countries
(with bankers, insurers, start-ups in FinTech, large technology companies,
brokers, regulators) and the organisation of four focus groups in Brussels and
London (Bouyon et al., 2016). As a follow-up to the vast amount of information
collected for the purpose of the study, as well as to the findings resulting from
the process, CEPS-ECRI organised a Task Force that aims to discuss the policy
framework for shaping the digital transformation with industry experts,
regulators and academics (a detailed list of the participants can be found in the
Annex).
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Scope and organisation
Scope
One of the main challenges in organising a Task Force on the digital
transformation of retail financial services is the sheer number and diversity of
relevant topics: big data analytics, alternative data, sophisticated algorithms,
machine learning, level playing field, cloud computing, financial education via
digital tools, pre-contractual information disclosure in a digital context, digital
authentication, blockchain technologies, overall know-your-customer
infrastructures, policy package to stimulate innovation, contribution to the single
market, contribution to the economic growth, impact on the labour market,
shortage of adequate skills, etc. Given that the aim of this Task Force is to
approach the topics with sufficient depth, members chose a limited number of
issues. The choice was made based on what the Task Force deemed are and will
be for the foreseeable future the most heated issues for retail banking and nonlife insurance with respect to digitalisation.
Against this background, the present Task Force worked on four specific
core questions:1
-

What type of level playing field is necessary during the digital
transformation?

-

What are the opportunities and risks related to big (alternative) data and
increasingly sophisticated algorithms?

-

What framework of pre-contractual information duties is appropriate in a
digital era?

-

How can the regulatory framework for digital authentication be improved?

Each of these questions is addressed in the following chapters. The first chapter
is relatively broad and provides some insight on the type of level playing field
that should be adopted throughout the digital transformation of retail financial
services. In this context, some emphasis is placed on the specific regulatory
needs for sandboxes and P2P platforms. The second chapter emphasises
opportunities offered by the collection and use of alternative consumer data on
different aspects of the business models of retail banks and insurers. Several key
1

Although these four topics are intertwined and are extensively related to common pieces
of legislation (for example, the GDPR can have a significant impact in both Chapters 2 and 3).
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risks related to these new trends in data are then assessed and some possible
solutions analysed more in detail. The third chapter concerns the potential
transformation in policies of pre-contractual information duties. To better
understand what is at stake, the new digital behaviour of consumers is analysed
thoroughly, and a review of European rules that focus on consumer protection
is conducted by determining if they adequately address the new challenges.
Detailed analyses are then provided on the challenges and conditions to meet in
order to develop personalised information disclosure duties. In the fourth
chapter, the Task Force provides insightful analyses of the challenges and
possibilities regarding enhancement of an effective digital authentication
framework for retail financial services.

Methodology
The findings contained in this report are based on the outcome of four meetings
organised with Task Force members between mid-September 2016 and January
2017, complemented by other relevant activities conducted by the rapporteur
and the Task Force Chairman (formal interviews and informal discussions with a
wide range of stakeholders, attendance at and active contribution to high-level
events on the current and future implications of financial technologies, reading
of academic research, etc.). In each of these meetings, high-level external
experts were invited to play a part in shaping the debate on one or several of the
covered issues (a detailed list of the external experts can be found in the Annex).
In line with the structure and role of CEPS-ECRI as a think tank in the
European sphere, the findings published in this report in relation to the four
above core topics are based on the principle of independence. This implies that
the Chairman and the rapporteur have integrated the outcome of the meetings
and the specific relevant activities by maintaining as much objectivity as possible.
It also means that the findings contained in the report cannot define one specific
agenda. Some elements corroborate some recommendations of the industry or
of the consumer protection associations.2 Others tend to promote a
differentiated approach.

2

A few recommendations in this report are similar to those of other focus groups developed
at European level, such as the recent Roundtable on Banking in the Digital Age set up by
Commissioner Oettinger with a number of bank CEOs, sector representatives and the EBF.
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As such, the policy recommendations offered in this report reflect a
general consensus reached by Task Force members, although not every member
agrees with every aspect of each recommendation. The members were given the
opportunity to comment on and discuss the draft final report, but its content
may only be attributed to the rapporteur and the Chairman, and do not
necessarily represent the views of the institutions to which the members belong.

1. WHAT TYPE OF LEVEL PLAYING FIELD FOR THE
DIGITAL TRANSFORMATION?

T

he objective of this chapter is to analyse what is the most adequate policy
framework for monitoring the digital transformation of retail financial
services. In order to achieve this goal, analyses are first provided on the
main types of actors involved in the digitalisation of retail banking and non-life
insurance. Next, different versions of the level playing field are defined, in order
to contribute to the development of a balanced policy framework. This
conceptual framework is then applied to two different types of policy questions:
How should regulatory sandboxes) be structured? How can the regulation of P2P
platforms be improved? How can efficiency and fairness be ensured in both
cases?

Recommendations
1.

Following a case-by-case approach when assessing the regulatory needs of
each segment of product, by placing financial stability and an effective
protection of consumers at the core of any policy, and by combining both
versions of the level playing field (‘similar product, similar regulatory
treatment’ and ’equal chance for anyone to succeed).

2.

Creating core European guidelines for the development of domestic
regulatory sandboxes around the six following points: transparency,
welfare of consumer at the core, access for all suppliers, list of core
regulations that cannot be relaxed, a clear exit strategy and ex-post
evaluation for each project.

3.

Developing further prudential rules for P2P platforms that focus on four
elements: risk communication, orderly resolution of platform failure, early
warning schemes and control of liquidity risks.
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1.1 Three main types of actors with differentiated regulatory burden
As emphasised in the study conducted by CEPS, UCC and LIST for the European
Commission DG FISMA on “the role of digitalisation and innovation in creating a
true single market for retail financial services and insurance” (2016), there are
three types of players involved in the digital transformation of retail banking and
non-life insurance:3
-

Established suppliers: traditional banks (and their suppliers, e.g. consumer
credit agencies, etc.) and non-life insurers that have already innovated
significantly their products and processes in order to face more demanding
consumers, heightened competition and increasing compliance
requirements;

-

New companies: often defined as FinTech start-ups,4 these new entrants
are typically start-ups created in recent years and that develop and
distribute new processes for banks or insurance companies and/or new
products for consumers (see below Table 1 for a detailed classification);

-

Companies that have been traditionally active in other sectors: these
companies are examining the possibilities of disrupting retail banking,
insurance, investment, capital raising, market provisioning, etc.

Table 1. Different types of FinTech start-ups involved in retail banking and nonlife insurance
Retail banking

Non-life insurance

Products

Housing loans; consumer loans;
other loans; current accounts;
savings accounts; payments;
others

Car insurance; property insurance;
health insurance; others

Processes

Organisation of the financial
provider

Organisation of the insurance
provider

3

See https://ec.europa.eu/info/publications/study-impact-digitalisation-eu-single-marketconsumer-financial-services_en.
4

Although the term “InsurTech” has become increasingly popular in recent years to define
companies that disrupt the insurance sector through new technology, the present report will
use the term FinTech also for insurance.
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Storage; archive; data collection;
intermediation; others
Interactions with clients
Pre-contractual: marketing;
advise; others
Contractual: scoring;
authentication; documentation;
signature; others
Post-contractual: Prevention;
recovery; others

Storage; archive; data collection;
intermediation; others
Interactions with clients
Pre-contractual: marketing; advise;
others
Contractual: pricing;
authentication; documentation;
signature; others
Post-contractual: prevention;
fraud; claims; others

Companies in each of these groups possess strengths and weaknesses.
While established suppliers can leverage both their extensive experience in
providing financial services (notably with regulations) and their broad network
of consumers, they also have to cope with significant legacy issues that markedly
slow their digital transformation (a vast network of branches, a management
philosophy that often does not match with the systematic innovative approach
of the digital era, etc.) and high regulatory pressure. Owing to their small size,
new companies are more flexible than established players and are more
adaptable to digital changes. Furthermore, as they typically do not have banking
licences, their compliance burden is much lower than for established players.
Nevertheless, they also have to cope with numerous difficulties, including
uneven access to funding.
Finally, companies that have been traditionally active in other sectors are
showing greater interest in entering the market, in particular large information
and technology organisations that can benefit from their global brands and
prestige with millions of consumers (such as GAFA), as well as from their vast
amounts of personal data and their technological expertise in data analytics,
(open) APIs and digital interactions with consumers. Nevertheless, so far they
still have low expertise in the sale of retail financial services and, should they opt
to enter the market, will most likely have to comply with a vast range of banking
regulations, requiring large amounts of time and resources.
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1.2 ‘Similar product, similar regulatory treatment’ versus ’equal
chance for anyone to succeed’?
Limitations in the concept of ‘similar’
The concept of ‘level playing field’ can have two definitions in business: a ‘hard’
version and a ’soft’ version. The hard version entails that all players have to play
by the same set of rules (see Arneson, 2002). The soft version implies a system
where anyone has an equal chance of succeeding. Both definitions are about
fairness, but the definition of fairness itself differs across the two versions.
Within the hard version, respect for identical rules is fairer than the objective of
giving a chance to anyone to succeed, no matter their initial characteristics and
comparative advantages (size, etc.).
In theory, the hard version is approached via the key principle of “similar
product, similar regulatory treatment”. In practice, the application of such a
principle to governing a specific market of financial products proves to be rather
vague, if not void. The Oxford English Dictionary defines “similar” as : “having a
resemblance in appearance, character, or quantity, without being identical”. In
that context, the word “similar” can be interpreted in different ways and the
definition of a clear perimeter might be laborious:
-

Are substitutable products systematically considered similar? For instance,
as a result of higher central bank policy rates, consumers can substitute
further the holding of overnight deposits with the holding of deposits with
agreed maturity.

-

Can products that target different segments of consumers be considered
similar? For instance, as shown in Chapter 2, some FinTech start-ups
provide loans almost exclusively to consumers with thin credit files, while
established banks focus primarily on consumers with significant financial
data.

-

Can similar products a priori be eventually considered not similar if they are
related to markedly different processes? For example, P2P lending
platforms providing loans as banks do are using markedly different
processes to fund these loans.

The systematic application of the soft version of the level playing field, which
holds that anyone deserves to have a chance to succeed, also presents significant
limitations. The concept of ‘equal chance of succeeding’ implies that the
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regulatory regime can differ across providers, depending on their characteristics:
size, models, etc. As is the case with the hard version, this soft approach is
needed in certain circumstances, especially to prevent smaller providers from
being systematically penalised due to their smaller size (smaller providers
typically do not pose the same systemic risk as large providers and several
research articles in recent years tend to suggest that economies of scale exist for
banks in fulfilling their compliance obligations) (see Dahl et al., 2016).
Nevertheless, such a softening in the regulatory burden for specific actors can
only concern very specific rules.

Level playing field continuously challenged by innovation
These questions are even more challenging within the highly innovative context
observed in recent years. As a result of enhanced competition and increasingly
demanding consumers, both established players and FinTech start-ups are
innovating continuously, and thus continuously challenging the existing
regulatory framework and level playing field. In particular, in the context of the
digital transformation, numerous suppliers are developing circumventive
innovations on purpose (products and processes that are no longer within the
scope of the regulation).
Retail payments is a typical market where the question of a level playing
field has been markedly uncertain in recent years as a result of large-scale
innovations in the sector. Lower barriers to entry, high technological content, a
sector where many consumers are more prone to consume new products and
the growing need for internet billing solutions caused by rapid growth in ecommerce are among the main reasons behind the high concentration of
FinTech start-ups in retail payments (according to McKinsey, 37% of worldwide
FinTech start-ups that operated in retail activities in 2015 focused on payments,
see below Figure 1). Against that background, one of the main purposes of the
PSD2 (2016) was to review the PSD adopted in 2007 to take account of new
unregulated types of payment services providers that have brought innovation
and offer cheaper alternatives for internet payments. 5
5

There was a lack of harmonisation across member states regarding the transpositions of
the exemptions of a number of payment-related activities (especially payment services
provided within a “limited network” or through mobile phones or IT devices). In particular,
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Figure 1. Distribution of FinTech activity

Source: McKinsey (2015).

A case-by-case approach that places consumer and financial stability at the
core of any policy
Overall, although a priori well-grounded within a theoretical perspective, the
systematic application of the principle of ‘similar product, similar regulatory
treatment’ or ‘anyone has an equal chance of succeeding’ entails significant
the PSD2 added two new categories of service providers, critically introducing the notion of
‘push’ transactions: payment initiation service providers (PISPs) and account information
service providers (AISPs). The former includes payment services that are authorised by
consumers to initiate payments on their behalf, bridging the merchant’s website to the
online banking platform of the customer to initiate payment. The latter includes aggregators
of data related to consumer accounts, even if those accounts are held across many different
ASPSPs. The core regulatory change of PSD2 is that banks and other payment service
providers (PSPs) are required to give PISPs access to their own customers’ accounts so as to
facilitate transactions ordered at the customers’ request. Also, PSPs have to open up access
to the accounts they manage on behalf of a customer anytime these customers have
provided their “explicit consent” to the (AISPs) for such access. In the meantime, both PISPs
and AISPs have the obligation to comply with certain data security rules. PISPs also have to
take on specific liabilities for unauthorised transactions that were under their responsibility.
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limitations and risks. Against this background, the Task Force privileges a caseby-case approach that places consumers and financial stability at the core of any
policy, and addresses each specific risk in a proportionate and adequate manner.
In order to maintain fairness among providers, this approach needs therefore to
combine the two versions of level playing field, depending on the given
environment.
The rest of this chapter will provide two policy examples that follow such
an approach.

1.3 Further prudential rules for peer-to-peer lending
Specific characteristics of peer-to-peer platforms
Lending is the segment with the second largest disruption (22% of the FinTech
start-ups that focus on the retail market in 2015 according to McKinsey). One of
the main drivers behind this dynamic concerns all the new models of peer-topeer (P2P) lending: a pool of individuals (who are typically not professional
investors) (ESMA, 2014) will lend money to the counterparty (a company or an
individual) without a banking intermediary and all these investors bear part of
the whole financial risk, by receiving interest on their investment from the
company or individual in exchange.
The development of P2P platforms can favour financial innovation and, by
increasing the number of choices for consumers, contribute to further economic
welfare. As regards competition with traditional providers, Milne et al. (2016)
showed that “P2P lending is fundamentally complementary to, and not
competitive with, conventional banking”. The core intuition behind this
assumption is that P2P platforms so far have not managed to attract retail
depositors and/or interbank funding within their business models, thereby
implying very limited liquidity positions. According to the authors, given that P2P
platforms often offer better rates for lenders, consumers most interested in
funding loans on these platforms are those who can already benefit from the
best rates offered by banks on products such as term deposits.
Despite providing loans as banks do, the specific characteristics of the P2P
business model (specific funding channels different from banks, many
consumers who are also bank customers, etc.) make the application of the
principle ‘similar product, similar regulatory treatment’ challenging and likely
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counterproductive. Nevertheless, the rapid emergence of these providers,
whose business models are continuously evolving, are triggering specific risks
that require greater attention by regulators. In particular, further prudential
rules that take into consideration the characteristics of these business models
need to be enacted. The Task Force does not assess whether these rules should
be passed at national or European level.

Adequate regulations of peer-to-peer platforms
Nevertheless, although P2P lending platforms still represent a very small market
share of the loan market (there is a consensus that P2P platforms should
represent broadly 1% of total loans by 2020; the figure could be significantly
higher for consumer loans), in the current state of play, the emergence of P2P
activities for the purpose of funding projects, causes or small businesses is likely
to spark specific market dysfunctions that could be detrimental to lenders and
borrowers alike. In particular, as emphasised by Milne et al. (2016), policymakers should focus further on four specific regulatory priorities:
1. Risk communication
In most countries, risk communication in the P2P ecosystem is still
relatively low. At best, in the UK market, high levels of disclosure are
provided on historical loan default and projections of future performance
(often accompanied by loan loss reserve funds). Nevertheless, little has
been done so far regarding the communication of the variability of default
or of loan loss recovery: in case of significant economic downturn,
available reserve funds will most likely be quickly exhausted. In this
context, as emphasised by the authors, a lot still remains to be done by
P2P platforms on the quantification of these risks and on the information
to be provided to investors regarding these risks.
2. Orderly resolution of platform failure
At present, given that P2P platforms do not qualify as typical banks, they
have no obligation regarding the need to prepare plans on resolution of
platform failures. One of the key arguments is that as small financial
organisations, P2P platforms (even the largest ones) should not trigger any
noticeable systemic risks in the event of collapse. Nevertheless, the
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development of orderly resolution plans for P2P platform failure should
help consolidate the activity and enhance protection of investors. In
particular, as emphasised by Milne et al. (2016), P2P platforms generally
have little specific internal organisation for recovering loans on a case-bycase basis and minimising post-default loan losses.
3. Early warning schemes
In line with specific domestic rules on prevention for traditional providers,
P2P platforms should place further focus on early warning schemes that
help them anticipate possible missed payments before they materialise.
Given that P2P platforms are relatively new market players that do not
offer typical banking products such as current accounts, payment services
and saving accounts, they do have much less past and present financial
information regarding their customers than traditional providers have
regarding their own. However, P2P platforms are generally faced with less
‘reputational risk’ than traditional providers when developing original
processes based on personal data, and they could, for instance, design
early warning schemes based on alternative data (see next chapter),
provided that they comply with increasing data protection requirements.
4. Control of liquidity risks
Some specific P2P platforms (especially in the US) already offer investors
the possibility to readjust their exposure by selling loans to other investors
on a secondary market. In this context, given the relatively low level of
maturity of P2P platforms, there is potential for relatively high volatility in
the interest rates of P2P platforms. As highlighted by Milne et al. (2016), a
sudden rise in default rates is likely to result in lower returns; on the other
hand, in case of unrelated macroeconomic shocks, returns might grow
substantially and loan valuation decrease in parallel given that investors
readjust their portfolio in favour of ‘safer assets’. Information on potential
significant volatility should be clearly provided to investors.
To conclude, as emphasised by Milne et al. (2016), an effective means to address
these different risks and protect investors is standardisation. As the P2P industry
gradually matures, consolidates and gets organised as a core financial activity
having proper policy and strategy interests, the development of such
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standardisation should be progressively eased. Beyond the clear objective of
curbing specific financial risks and protecting investors, the implementation of
robust prudential regulation of P2P platforms across member states should
contribute to enhancing the reputation of this specific sector and protecting the
most reliable platforms.

1.4 Harmonised guidelines for regulatory sandboxes
Types of innovation policies
As highlighted in the previous sections, financial providers need to innovate to
meet new consumer needs and tougher competition, as well as to comply with
increasingly ambitious and stringent rules (stringency is the degree to which a
regulation requires compliance innovation and imposes a compliance burden on
a firm, industry or market). Against this background, the role of policy-makers is
to develop an adequate legal and institutional framework to facilitate this digital
transformation. Some combination of policy options are already being
implemented in EU-28 member states, albeit with varying degrees of success:
relaxation of specific compliance processes (the ‘regulatory sandbox’), subsidies
for innovation labs and accelerators, tax cuts, lower registration costs, financial
education for techies and better access to funding for innovators (start-ups, in
particular).
Each of these policy options contains pros and cons, and to a certain extent
is likely to challenge the notion of a level playing field: who can benefit from it
and under what conditions? Given that innovation policies by definition grant
privileges (subsidies, tax cuts, etc.), a risk can emerge that such intervention will
unduly favour certain actors over others. In line with the findings of section 1.2,
the integration of some combination of the two versions of the level playing field
should be therefore kept as a core principle of any of these innovation policies,
in order to minimise as much as possible the competition distortion impact of its
intervention.
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Regulatory sandboxes: An infringement of the level playing field?
A new policy framework
In particular, regulatory sandboxes for FinTech, which were championed by the
Financial Conduct Authority in the UK at end-2015 (FCA, 2015A, 2015B), are
becoming increasingly popular around the world: Australia (ASIC, 2016),
Singapore (MAS, 2016b), Thailand (Finextra, 2016) and Hong Kong (Pinsent
Masons, 2016) are all taking clear initiatives to develop regulatory sandboxes for
FinTech. Sandboxes are also attracting growing interest among some European
domestic supervisors: the Netherlands Authority for the Financial Markets in the
Netherlands (AFM) (AFM-DNB, 2016; DNB, 2016), the Swiss Financial Market
Supervisory Authority (FINMA, 2016), etc. However, in some other European
countries such as in France with the development of the ‘soundbox’ (see de
Galhau, 2016), the establishment of regulatory sandboxes to enhance innovation
in FinTech is currently not a priority and other frameworks based for example on
a principle of proportionality are preferred.6
Within a regulatory sandbox, typically, one supervisor authorises one
supplier to test new products and/or processes in a specific environment with
lower compliance requirements and for a limited time. To a certain extent, such
a framework can be analysed as an infringement of the level playing field for
suppliers on the market: some market players will be protected from the
regulatory burden whereas others will not. Nevertheless, in the meantime, this
type of policy is also likely to offer significant advantages for accelerating the
digital transformation of the retail banking and non-life insurance sectors.
Among the key advantages, sandboxes provide a safe place for firms
notably to test whether their new products are complying with certain
requirements and the legislative environment is adapted to the digital reality.
Furthermore, supervisors can pilot the overall digital transformation by helping
new entrants within the process and enabling speed of launch. The analysis of
the impact should be eased significantly and allows supervisors to continuously
assess the safety and robustness of the financial services ecosystem. Finally,
besides enhancing the legal certainty for the participating companies and
6

Within this framework, all companies with the same size and the same type of activity need
to comply with the same rules. Technological evolution can also affect the degree to which
specific companies need to comply with some rules.
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lowering the barriers to testing new products/services (companies only need to
go through the full licensing procedure once they meet all criteria) that reduce
compliance costs, sandboxes also allow the regulators to assess new products at
an earlier phase and potentially amend legislation rapidly when beneficial to
consumers.

Core principles to design balanced regulatory sandboxes
In order to be fully operational, to contain the infringement of established level
playing fields and to avoid too much fragmentation across the EU-28, regulatory
sandboxes should follow specific guidelines that could be enacted at European
level. The development of European guidelines for national sandboxes could
contribute to a convergence in domestic innovation policies across the EU,
thereby facilitating the emergence of a single market for retail financial services.
For instance, when one innovative product or process has been tested and
approved by one domestic sandbox, this innovation could be easily approved (or
rejected) in any other EU country using a comparable sandbox framework. More
specifically, six core principles should be respected in order to guarantee the
success of such policies and maintain a satisfactory level playing field.
1.

Transparency

A key condition for the success of regulatory sandboxes is high transparency and
clarity. The respective rights and obligations of supervisors, companies and
consumers during the whole sandbox period (scope of activities that can be
covered by the companies, what to do in case of success or failure, etc.) need to
be clearly defined and all stakeholders need to be properly informed of the
conditions of the experimentation.
2.

Welfare of consumers at the core

All new projects selected within a regulatory sandbox need to have an expected
positive impact on the welfare of consumers. This positive impact on consumers’
welfare needs to be one of the main criteria of selection and can be measured,
for example, through the possibility to have lower prices (that can notably result
from lower production/distribution costs for the industry), more comfort and
security, further financial inclusion, etc., as a result of the innovation.
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3.

Access for all suppliers

In order to ensure an adequate level playing field, regulatory sandboxes need to
be accessible to all types of innovative suppliers provided that they meet certain
requirements. Inclusion of all suppliers is achievable only if options are available.
For instance, the Dutch Bank and the AFM in the Netherlands are developing a
flexible policy framework that can cover a wide range of situations (AFM-DNB,
2016):
-

regulatory sandbox for both authorised businesses and non-authorised
businesses;

-

provisional authorisation for both authorised and non-authorised
businesses;

-

opt-in authorisation for pseudo banking institutions.

4.

List of core regulations that cannot be relaxed

In order to ensure overall coherence and financial stability on the market, a
detailed list of regulations that cannot be relaxed needs to be clearly defined. In
order to meet this condition, several supervision authorities will likely need to be
consulted (different financial supervision authorities, data protection
authorities, cyber security authorities, etc.).
5.

Exit strategy

An acceptable exit and transition strategy should be clearly defined in the event
that the new solution has to be discontinued, or can proceed to be deployed on
a broader scale after exiting the sandbox (MAS, 2016a).
6.

Ex post evaluation of each project

The competent national supervisory authority in charge of the sandbox should
conduct an evaluation of each project that benefited from the sandbox
environment and publish relevant evidence resulting from this evaluation.
Beyond the objective of transparency, such practices can also assist supervisors
in better monitoring the innovation dynamics in the segments covered. When it
concerns projects that failed, relevant information on the reasons of this failure
can also help market players in their innovation strategy.

2. BIG (ALTERNATIVE) DATA AND INCREASINGLY
SOPHISTICATED ALGORITHMS: OPPORTUNITIES,
RISKS AND POSSIBLE POLICY SOLUTIONS

T

his chapter focuses on the rapid development of alternative data and the
opportunities, risks and possible policy solutions for retail financial
services. In a first stage, some analyses are conducted in order to better
understand the recent trends in source data. Next, how these trends have
already affected and could affect retail banking and non-life insurance is
assessed, especially by considering different European policy agendas (single
market, inclusion, etc.). Finally, the main risks related to these developments and
possible related policy solutions are evaluated according to four main topics:
redefinition of the asymmetries of information between consumers and
providers, data privacy and quality, risks regarding inclusion, and supervision of
algorithms.

Recommendations
1.

Assessing to what extent the collection and use of alternative data by
financial providers can benefit consumers and providers alike at the
different stages of the product.

2.

Maintaining a satisfactory level of data privacy and quality in the used data.

3.

Continuously addressing the risks related to inclusion.

4.

For the supervision of algorithms, prioritising the development of
principle-based rules instead of detailed ‘blacklist’ rules of wrong
practices. Regarding enforcement, prioritising the development of secondorder supervision (unwanted input or output data of the algorithm will
have to be removed, especially when it concerns discriminatory risks)
rather than first-order supervision (the coding of the algorithm itself needs
to be changed).
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2.1 Rapid emergence of new types of data
For several decades, almost all the information used by financial organisations
and insurance companies in the different phases of the product (advertisement,
scoring, pricing, prevention, etc.) has been structured data. In the present
analysis, this type is defined as data generally stored in a relational database and
that can be easily mapped into pre-designed fields. Typically, payment providers,
lenders and insurers (the traditional providers) have collected and combined
structured data originating internally and/or externally.
Internal structured data can concern, for example:
-

standard customer information: age, owner/tenant, marital status,
number of children, etc.;
financial flows and financial balances contained in the current accounts of
in-house customers.

External structured data can concern, for example:
-

-

databases produced by credit bureaus;
national car insurance databases built by a consortium of domestic
insurers to track licence plates, driver identity, stolen or written-off
vehicles, accident claims, etc.;
data structured by telecommunication companies, utilities, etc.;

Nevertheless, in recent years, new types of data have been rapidly emerging and
are gradually disrupting the sectors of retail financial services and insurance.
These new types are defined as ‘alternative data’ in the present study. They can
concern, for example:
-

-

social media data (as shown in the box below, it has grown tremendously
since 2010);
data produced by the Internet of things (IoT): telematics for car insurance,
smart home solutions for property insurance, fitness trackers for health
insurance, etc.;
data issued by smartphones;
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Contrary to the ‘traditional’ data used by mainstream providers, a significant part
of this emerging data is unstructured.7 This information is not stored in a
traditional row-column database and often includes text and multimedia
content. As with structured data, it can be collected internally (Word documents
used for procedures, emails of employees, etc.) or externally (SMS for private
usage, etc.). Below is a non-exhaustive list of the sources of unstructured data
that financial/insurance providers can (or could) use when they arrange the presale, sale and/or post-sale of their products:
-

7

conversation, pictures and videos from social media sites such as
Facebook, Twitter, Google+ or Instagram
data from surveys and market research
data from ATMs or call centres
data from emails, SMS, any other types of messages or documents
data from consumer complaints and feedback
data from sensors
Websites

A third group includes semi-structured data, which is not stored in a relational database but
does have some organisational properties that make it easier to analyse (such as tags or other
markers to separate semantic elements, and it enforces hierarchies of records and fields
within the data). Examples of semi-structured data might include XML documents and NoSQL
databases.
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Box 1. Rapid growth in the volume of digital unstructured data created by
consumers
The volume of digital unstructured data created by consumers has increased
immensely in recent years.8 In 2015, this type of data should reach broadly 5.4
exabytes, whereas the total amount of digital unstructured data stood at only 1.1
exabytes in 2010 (see Figure 1). In parallel, social media penetration among the
population has also increased tremendously. For example, according to the Pew
Research Centre, the share of the US adult population connected to the Internet and
using social networking has increased markedly since the early stages of social
networking (see Figure 2). As expected, the 18-29 age group was the first to grow
and by mid-2008 two-thirds of those of this generation that were connected already
used social networking. It took more time for all generations to pass half of the
related online population, but by mid-2015 all age groups had at least half of their
online population using social networking: 92% of 18-29, 81% of 30-49, 67% of 5064 and 56% of over-65. Figures are likely to be broadly similar in Europe, albeit with
differences across countries.
Figure 2. Volume of digital data stored

Notes: 1 Exabyte (EB) = 1 million Terabytes (TB). For context, Facebook ingests 500 YB of data each day.
Source: International Data Corporation, BI Intelligence Estimates.

8

Contrary to structured data, unstructured data cannot be organised in typical relational
databases.
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Figure 3. Social networking use (% of Internet-using adults, 2005-15)

Source: Pew Research Centre.

2.2 Opportunities for retail financial services and insurance
Enabling technologies such as machine learning are strengthening at a steady
pace,9 especially by benefiting from the rapid growth recorded in the volume of
alternative data. These types of data are already used to a significant extent by
a growing number of FinTech start-ups that offer services to the final consumers.
Furthermore, a good many of traditional providers are already testing the use
and, for a few of them, even using this alternative data.
9

Machine learning is a discipline combining science, statistics and computer coding that aims
to make predictions based on patterns discovered in data. As opposed to rule-based decision
systems, which follow an explicit set of instructions known in advance by developers,
machine learning algorithms are designed to analyse data and discover patterns that people
cannot find by themselves. In other words, machine learning leverages the massive power
and objectivity of computers to see things in big data that comparatively slower and biased
humans cannot, and then use those insights to determine how new data can be used to
accurately predict results.
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The disruption of certain aspects of the core businesses of traditional
providers is likely to heighten in the near future, especially as the number of
FinTech start-ups that develop new big data processes keeps increasing. The
intensity of the impact of this new data can differ across the types of consumers
and phases of the product, but overall the stated objective of using such data is
to further personalise the services and place the customer at the centre of the
relationship. The introduction of such data has the potential to help traditional
providers more effectively meet consumer needs, thereby contributing to the
enhancement of their overall welfare. However, its use can also trigger specific
risks that will be assessed in section 2.3.

Opportunities regarding the reinforcement of the single market
Regardless of the phase in which providers integrate social media data, one of
the main characteristics of this type of data is its global standardisation.
Companies such as Facebook, Twitter, LinkedIn, Instagram, Google+, etc., are
global brands that have shaped their tools in a similar way all around the globe.
For instance, the layout and available functions of Facebook are standardised at
a world level. Anyone can decide if he “likes” or “does not like” a post, anytime,
anywhere.
In this context, should some financial companies develop specific solutions
in a domestic market by processing social media data, such solutions could be
easily replicated in other countries, on condition that the company has the
authorisation to use this local social media data and has sufficient resources at
its disposal to integrate foreign languages. Therefore, the main challenge to the
development of global solutions based on social media data is likely to concern
primarily the differentiation in local data compliance rules rather than the way
this personal data has been structured. Provided that suppliers can overcome
the differentiation in local data compliance rules and cope with different
languages, the extensive use of alternative personal data could contribute to
reinforcing somewhat the single market for retail financial services.

Advertising, customer service and retention
Advertising is often perceived as the main and sometimes only channel through
which data from social media and the Internet of things has the potential to

32 | BIG (ALTERNATIVE) DATA AND INCREASINGLY SOPHISTICATED ALGORITHMS

influence markedly the offer of retail financial services. Although such data can
disrupt other phases of the product, it is nonetheless true that the traditional
way of conducting marketing campaigns could be overhauled by increasingly
sophisticated algorithms that could do the best of this data. This approach should
result in more refined segmentation of the targeted consumers and better
perception of their aspirations. Against this background, providers could better
understand when, where and how their brand could be relevant, thereby
resulting in more targeted advertising and reducing the amount of ‘inopportune’
ads.
Different approaches are already at the disposal of providers to make the
best of this data. For instance, technologies such as machine learning can follow
a “social semantics” approach: sometimes called “deep learning”, machine
learning is the processing of large datasets and can be compared to a neural
network recognising abstract patterns. Through the use of social media
conversations in different countries, the emotional and social factors individuals
consider when making borrowing or insurance decisions can be better
understood and the marketing campaign markedly refined.
An increasing number of traders are developing part of their customer
service and strategy of retention by adding some of the social media platforms
as a permanent channel for retail customer interaction, fully integrated into
relationship management systems. Within this process, it is expected that both
providers and consumers can learn by exchanging on forums about brands and
services. Providers can, for example, assess the success of their service and
where it could be improved. By reading about the shared experiences of other
consumers, consumers can use these forums as a source of advice on products,
as a complementary or substitute to traditional word of mouth. Nevertheless,
owing to the significant risk of fraud and still low percentages of consumers
sharing their purchase experiences with other consumers online, traditional
suppliers are using these platforms on a marginal basis, at best.10
10

As revealed notably by the Google Barometer Customer Survey (2015), the exchange of
experience of a brand on social media networks differs significantly across countries. For
instance, in the case of personal loans, this survey revealed that the share of consumers who
shared purchase experiences on social networks stood at 19% in the UK, 15% in the
Netherlands, 12% each in Italy and Belgium, and 11% in Germany, whereas it reached only
2% in Finland and 2% in Estonia (for car insurance, the share was 17% in the UK and 8% in
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Contractual phase: What are the opportunities in terms of credit scoring?
Although alternative data appears a priori less relevant to the contractual phase
than to the advertisement phase, there are also significant opportunities in the
use of alternative data for creditworthiness and insurance pricing. Some rapidly
growing FinTech start-ups have been developing business models that rely on
machine learning aimed at processing any type of data, including social media,
to score consumers and provide them with consumer loans in case of a
satisfactory creditworthiness assessment (some examples have been spotted in
Poland, Spain and the UK).
Box 2. New models of credit scoring
Traditional scoring is based on ‘standard’ data (collected in-house or externally)
and a standard hypothesis (for example: “people with unlimited working contract
and real estate property repay better”).11 The use of big data analytics and
machine learning implies that the model becomes self-learning as to the impact
of existing and new data, implying that the scoring model changes constantly
(with continuous correction to ensure that correlation holds over time and across
data). Each new repaid or defaulted loan changes the acceptance criteria for the
next marginal loan underwriting. The latter methodology is based on the massive
amount of data available and can integrate any type of unexpected correlations
(see www.kreditech.com). For example, some correlations could show that some
consumers who were not repaying in the first model had a font installed on their
computer from casino and poker software.

As often emphasised by this type of loan provider, these scoring
techniques based on social media data could allow more underbanked persons
to access the credit market. One of the key drivers behind this trend is that many
of these underbanked have too little past financial data and their thin credit files
often do not allow traditional providers to conduct adequate creditworthiness:
young households, recent migrants, etc. According to a significant number of

both Poland and Sweden, and below 4% in Finland, Estonia and Belgium). The findings of the
Google Barometer can be found in: www.consumerbarometer.com/en/.
11

Further analyses on these new models can be found on the website of the company
Kreditech at www.kreditech.com/.

34 | BIG (ALTERNATIVE) DATA AND INCREASINGLY SOPHISTICATED ALGORITHMS

actors on the market, the steady growth in social media data is likely to be a
game changer for this segment of households. Nevertheless, as assessed in
section 2.3, several key issues and risks will need to be addressed further by
policy-makers.

Contractual phase: How could new practices of insurance pricing using
alternative data improve the quality of the insurance products?
As regards insurance providers, the approach in terms of big data to price
products can be broadly similar; however, it can have further-reaching
consequences. Based on a logic of risk-pooling, traditional insurance pricing
allows for minimising the cost impact of the higher-risk individuals by insuring
consumers who are unlikely to need insurance. The analytics performed by
actuaries, based on advanced mathematical and financial models, have
traditionally aimed at improving insight into individual policyholder risk
characteristics to distinguish good risks from the bad and to accurately price each
risk accordingly. Big data that includes, for example, information produced by
telematics in cars allows for better understanding of the driving behaviour of the
insured and should raise the predictive power of the models. In this context,
increasing refinement in risk assessment should result in smaller and more
predictable risk pooling, thereby contributing to fairer insurance pricing that
depends further on the true individual risk profile.

Post-contractual phase: How could alternative data contribute to further
emphasis on prevention?
In recent years, encouraged notably by specific domestic regulatory requests,
traditional providers have gradually created processes that further enhance
prevention. For example, on the credit market, an increasing number of
traditional providers have developed early warning schemes: based generally on
traditional structured data, these schemes allow for anticipating the risks of
future late payments of each consumer. Such an approach places more emphasis
on early detection by allowing possible arrangements before the missed
payments materialise, rather than on late detection, recovery constraints and
possible litigation. The use of alternative data and machine learning that assess
the risk of non-payments on a regular and continuously updated basis is already
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used by specific FinTech platforms. For example, better knowledge on the
personal and professional evolution of their customers via their social media
activities can help anticipate the risk of future missed payments.
The role of big data should be even important for insurance markets, as it
could in theory emphasise prevention through two channels. First, the
‘behaviour approach’ implies that insurers have better knowledge on the
behaviour of consumers thanks to the significant growth in alternative data
produced by sensors, etc., and can, for example, offer a lower premium on the
condition that consumers adjust their behaviour in order to alleviate risks
(through driving lessons for car insurance, better diet and sleep for health
insurance, etc.). On the other hand, big data analytics should improve fraud
detection processes. The use of social network analytics that assumes that
fraudulent consumers are more likely to be connected with other fraudulent
consumers helps better identify fraudsters.12 This should result in decreasing
fraud costs for both providers, as they do not have to cover the cost of accidents
based on false claims, and non-fraudulent consumers, as average premiums
should decrease and insurers do not need to systematically investigate in detail
their claims/fraud presumption.

2.3 Risks for retail financial services and insurance, and possible
regulatory responses
The increasing use of alternative data contributes to a progressive change of
philosophy and approaches, bringing numerous opportunities for consumers
and providers, but also triggering new types of risks. The objective is to assess
the types of risk specifically triggered by the use of big alternative data in retail
banking and non-life insurance, and to determine the most adequate regulatory
option to mitigate them.
The policy objective of promoting fairness in the use of personal data
needs to address risks according to four main topics:
-

12

redefinition of the asymmetries of information between providers and
consumers,

For a more detailed analysis on the use of social network analysis in the detection of
fraudsters, see www.iabe.be/sites/default/files/bijlagen/big_data_paper_full_v009.pdf, pp.
12-13.
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-

data privacy and quality,
risks regarding inclusion and
supervision of algorithms.

Redefinition of the asymmetries of information between providers and
consumers
A significant part of policies conducted at European or national level are
intended to correct dysfunctions that may occur in the structure of retail
financial services. In particular, some of the main dysfunctions concern the
asymmetric information that can be present on both the provider and
consumers sides. At present, owing to their greater experience and knowledge
of the financial products they are in charge of selling, providers are expected to
have more information on the features of the products than consumers have. As
a result, some of these providers might have incentives to exploit existing
asymmetries of information to boost revenues by selling products which are not
necessarily in the consumer’s best interest (moral hazard).
On the other hand, consumers typically have more information on their
financial situation or the risks they are taking than the providers have. As a
consequence, even though they are likely to be aware of, for example, their
potential difficulties in reimbursing loans or their excessive risk-taking behaviour
in the context of an insurance contract, some consumers may be prone to
providing a biased assessment of their own situation in order to contract
products.
The increasing amount of available data and sophisticated algorithms is
contributing to transforming these different market dysfunctions, hereby leading
to a redefinition of the balance of information asymmetries between the
consumers and providers. In principle, by using different digital platforms, such
as comparative websites or social media forums, consumers should be able to
understand better the products offered to them, hereby contributing to
alleviating the asymmetric information that is detrimental to them. However, the
main effect of big data should a priori concern the second type of asymmetric
information: based on machine learning processes and big data analytics that
include alternative data, providers can develop a much deeper knowledge of the
risk profile of each of their consumers.
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This expected new state of play implies that adequate scrutiny needs to be
ensured by policy-makers, given their relatively limited amount of resources to
address the issues sparked by big (alternative) data. One possibility for
‘rebalancing’ the information asymmetries is analysed in Chapter 3 with the
development of ‘personalised’ pre-contractual information duties that should
assist each consumer in better understanding the features of the products.

Data: privacy and quality
1.

Privacy: violation of confidentiality agreement presumed at disclosure

Significant issues can appear when consumer data is passed on to the secondary
market for big data. The recently enacted reform of data protection rules in the
EU (GDPR) should contribute to a reinforcement of privacy rights and a decrease
in the differentiation in personal data protection across member states in the
coming years (to be implemented by May 2018). If specific rules such as the
“right to be for forgotten and to erasure” (European Commission, 2012: Art. 17),
“easier access to your own data”,13 the “right to know when your data has been
hacked”14 and “the right to data portability”15 were sufficiently harmonised
across the EU-28, consumers might notably feel more comfortable to engage in
cross-border sales of financial products with marketing or/and scoring based on
their personal data.
Nevertheless, given that the GDPR is a multi-sectoral regulation and that
there is great diversity in the type of personal data used across the industries
covered by the GDPR, the Task Force believes that a broad consultation should
be launched by European regulators to clarify some specific elements of the
GDPR, such as the mechanisms of data portability, the definition and implication
of data ownership across industries and the extent to which data breaches
13

See European Commission (2012: Art. 14). In the context of the concept of “easier access
to your own data”, individuals will have more information on how their data are processed
and this information should be available in a clear and understandable way.
14

See European Commission (2012: Arts 31 and 32). The “right to know when your data have
been hacked” means that, for example, companies and organisations must notify the
national supervisory authority of serious data breaches as soon as possible so that users can
take appropriate measures.
15

See European Commission (2012: Art. 18). The “right to data portability” means it will be
easier to transfer your personal data between service providers.
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should be notified. This process is essential to ensure an efficient
implementation of the GDPR in retail financial services, by allowing the
development of standardised privacy statements that truly and efficiently help
consumers better understand the implications of the use of their data (when,
how, why and where it can be used). This is especially important for new FinTech
business models that primarily target the traditionally underbanked and
uninsured, since a likely higher share of these consumers has little concern for
what is done with their personal data (see above in the sub-section “contractual
phase”).

2.

Quality: level of accuracy in data

Privacy issues as discussed above concern the rights of consumers regarding the
use of their personal data and might be primarily based on the harmful impact
of big data practices resulting from the use of information for which consent has
been provided. Another issue concerns simply the quality of the data used by the
big data processes,. The incorporation of low quality data, which suppliers are
permitted to use, can bias the results of the analyses, thereby possibly resulting
in two market dysfunctions: on one hand, some consumers might be unjustly
discriminated against; on the other hand, errors in data could compromise bank
marketing and business strategies.
As emphasised by Martin (2015), many data sources may be undesirable
because of the quality of the information and biases in the data: for example,
these biases can skew it toward specific types of users, such as on the basis of
race, ethnicity, gender, socioeconomic status or location. This poor quality may
be an issue due to inaccuracies in the data or a lack of coverage. Inaccuracies
may arise from the manner in which the data was collected, the degree of
imputed data within the data source or from deliberate obfuscation by users (for
example to shape social media data that can be used by suppliers). In this
context, it is necessary for suppliers to assess on a systematic basis the quality
and robustness of the data.
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Risks regarding inclusion
1.

Exclusion of more risky consumers (‘behavioural discrimination risk’)

Provided that firms do not try to take advantage of the first type of information
asymmetry and adequately address the needs of consumers, their increasing
ability to understand the risk profile of their consumers could favour consumers
with low-risk profiles and high honesty, thereby triggering a so-called
‘behavioural discrimination risk’.16 The argument that consumer honesty could
be enhanced within this system cannot be disregarded. Nevertheless, consumers
with higher-risk profiles could be excluded on a more systematic basis from retail
banking and non-life insurance markets (due to continuously refined pooling).
Behavioural discrimination risk will need to be continuously addressed by
regulators by, for example, enhancing ethical standards (for an overview of the
concept of behavioural discrimination, see, e.g. Ezrachi & Stucke, 2016).

2.

How to enhance a balanced financial inclusion with new FinTech
business models?

As analysed in the sub-section on the contractual phase, the steady growth in
the volume of personal data, such as from social media, could contribute to
reinforcing financial inclusion of the underbanked. Nevertheless, questions
remain on the type of financial inclusion that can be enhanced by such practices,
and these questions might require some policy intervention at a later stage. A
possible definition of “balanced financial inclusion” refers to access and use of
financial services, provided by mainstream providers (in the meaning of “nonstigmatising, because dedicated to poor or vulnerable people”), that fit the
needs of the consumer in the environment in which he or she is living, without
excessive risk of missed payments.
Given that FinTech start-ups that assess the creditworthiness of
consumers through the use of alternative data have been created only in recent
years, there is so far little evidence that such practices consistently result in a fair
use of this technology. In addition, depending on their status and the country
where they operate, these FinTech start-ups are likely to benefit from less
16

Another possibility is that as big data allows for better targeting of customers, traditional
providers that use these processes could propose more adapted products.
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constraining regulations than traditional providers are. Further policy
intervention might therefore be needed in the coming years to ensure proper
consumer protection in these specific segments. Finally, a satisfactory level of
competition should be promoted in these segments in order to ensure a
reasonable level of choice and affordability for consumers who use that type of
service.

Supervision of algorithms17
1.

Principle-based rules versus blacklist rules

The emergence of big data, particularly in the retail financial services sector, has
triggered the specific risks highlighted so far. Due to its rather nascent attributes,
the big data ‘industry’ still has few norms or supply chain best practices that can
guide it. Specific rules that provide such norms are already needed and will help
the big data sector structure the scope of its practices and targets. Documents
such as Opinion 4/2015 of the European Data Protection Supervisor, which
emphasises the application of principles such as fairness and legitimacy, are
essential in this respect (EDPS, 2015). Although principle-based regulations
might result to ambiguities in certain circumstances, they seem to be more
appropriate than a blacklist approach.
A blacklist approach admittedly allows for detailed information on what is
feasible and what is not; however, the three core characteristics of big data (high
volume, high velocity and high variety) likely make such an approach too
challenging. Blacklisting in the case of big data will indeed require a significant
amount of resources from supervisors, as such lists might be long (and hardly
exploitable by providers) and will require continual adjustments.
General principles that can contribute to shape the big data industry and
its design of algorithms can be, for example:

17

Some important issues related to the supervision of algorithms have not been discussed in
the Task Force. For example, the question of the copyright of algorithms will become one of
the key matters in the coming years and could be analysed in more detail in other CEPS-ECRI
research activities.
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-

Any new algorithm works in the interest of consumers.

-

Strong security measures are systematically designed in order to prevent
data breaches.

-

Correlations do not systematically imply causation (for example, belonging
to a particular ethnicity does not systematically entail a low income).

-

The design of the algorithm itself does not have any discrimination content
(discrimination risk, if any, can only result from the use of biased data).

-

The objective and general operating of one algorithm can be explained in
understandable terms to consumers (in conformity with the GDPR).

Some specific principles can be added to cover the design of algorithms for
particular segments of products. For instance, when designing algorithms that
aim at assessing whether a consumer can be granted a loan, specific principles
can be included, such as:
-

Creditworthiness assessment should pursue its initial purpose:
determining whether the consumer can comply with payment
requirements within the duration of the credit, without particular
hardship. The result of the assessment of creditworthiness is “Yes”, “No”
or “more information is needed before completing the assessment”.

-

That assessment of creditworthiness should take into consideration all
necessary and relevant factors that could influence a consumer’s ability to
repay the credit over its lifetime.18

18

This principle can be found in the Mortgage Credit Directive, Recital 55. The objective of
creditworthiness assessment with respect to Directive 2008/48/EC is clearly indicated in the
Judgment of 27 March 2014 of the European Court of Justice C-565/12 in the following terms
(para. 42): “since the creditor’s obligation, prior to conclusion of the agreement, to assess
the borrower’s creditworthiness is intended to protect consumers against the risks of overindebtedness and bankruptcy”. The Judgment of the European Court of Justice C-449/13 of
18 December 2014 (Consumer Finance) confirms that the burden of proof of nonperformance of creditworthiness assessment lies with the creditor and, moreover, the
interpretation of the Directive 2008/48/EC “precludes national rules according to which the
burden of proving the non-performance of the obligations laid down in Articles 5 and 8 of
Directive 2008/48 lies with the consumer”.
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-

Credit risk refers to the risk borne by the creditor and the probability and
size of a loss due to a credit awarded. Expected loss of the creditor may be
reduced by personal guarantees. This is irrespective of the consumer’s
ability to repay.19

2.

‘First-order’ supervision versus ‘second-order’ supervision

One key question remains regarding the way supervisors can take action to
enforce specific rules or ensure that some practices are in line with the enacted
core principles. In the rapid development of big data, supervisors have to cope
with two severe constraints: technical skills and resources. In order to deal with
these two constraints, supervisors need to have sufficient in-house skills to
understand the inner workings of the supervised processes and sufficient
resources to supervise properly by taking action, if needed. To a certain extent,
the constraints are intertwined.
Given that an increasing number of processes are complex algorithms that
notably structure machine learning methods, it is generally too costly in terms of
time and resources for the supervisors to understand the related coding and to
ask for an adjustment of the algorithm, if necessary. Furthermore, such practices
are likely to appear too invasive in many cases given that entire business models
could be markedly affected as a result. Therefore, as highlighted by Wagner
(2016), one possibility is to occasionally introduce case-by-case filters in order to
modify the prima facie responses of the system. In this context, a distinction
needs to be made between ‘first-order’ supervision and ‘second-order’
supervision. The former implies that supervisors require the business to change
the coding of the algorithm itself in order to comply with the regulation. Within
the latter supervisory framework, data inputs or outputs of an algorithm has to
be limited without actually changing the algorithm itself.
The privileged approach is that supervisors by default take actions that are
in line with a second-order supervisory framework: some of the data inputs or
outputs of the algorithms that are unwanted will have to be removed (especially
to address risks of discrimination). The decision to remove data should conform
to the GDPR regarding the legitimacy of the purpose for which the data is
19

According to FinCoNet, it is a risk to the credit provider of entering into a ‘bad loan’, i.e.
with the likelihood of a consumer defaulting or being unable to repay their loan obligation.
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processed and the adequacy and relevance of the data used for that purpose
(see Recital 39 of this regulation).20 Such an approach will obviously imply that a
proper input-outcome analysis is conducted before taking action.
For example, in order to limit the impact of certain behaviours on the
pricing of health insurance, supervisors can instruct the insurer not to use the
related behavioural data. A similar supervisory approach can be adopted
regarding loans when some providers assess the creditworthiness of a specific
consumer by using the financial situation of the users included in his Facebook
network (some of these practices are likely to result in discriminatory
selection).21 As regards data outputs, supervisors can, for instance, require one
provider to limit individual online search results by filtering out certain products
that might not be adequate to specific consumers.
In this context, the algorithm itself does not need to be changed in depth,
rather its results simply need to be limited. This approach can help address the
issues related to both the collection of data (in terms of privacy concerns) and
the use of this data, without excessive intervention.22

20

In particular, the Recital 39 stipulates that:
The specific purposes for which personal data are processed should be explicit and legitimate
and determined at the time of the collection of the personal data. The personal data should
be adequate, relevant and limited to what is necessary for the purposes for which they are
processed.
21
Other examples of data inputs that can be unwanted can be found on page 22, point 40
and page 23, point 41, of the ESA’s Joint Committee Discussion Paper on the use of big data
by financial institutions (2016).
22
Nevertheless, it is worth mentioning that in some cases, limiting the input could mean that
the algorithm is not effective anymore.

3. WHAT SHOULD THE FRAMEWORK BE FOR
PRE-CONTRACTUAL INFORMATION DUTIES
IN A DIGITAL ERA?

T

he core objective of this chapter is to assess how the established model of
pre-contractual information duties could be improved in a digital
environment. For that purpose, statistical analyses are first conducted in
order to better appreciate the recent trends in distribution channels. Then, a
detailed review of online aspects in existing European rules for pre-contractual
information duties is carried out. Finally, the possibilities and challenges of a
model of pre-contractual personalised information duties are analysed in details.

Recommendations
1.

Updates in European rules that focus on information disclosure duties
(notably the Directive on Distance Marketing of Consumer Financial
Services, 2002), by systematically taking into consideration the four
following elements: high online distribution shares, significant
omnichannel approach in consumer behaviour, different distribution
devices involved, and significant differentiation in the pace of digital
transformation across countries.

2.

Assessing the possibility of developing a new policy model of ‘smart
disclosure duties’ that is personalised. In order to do so, it is necessary to
assess the possibility to develop solutions to the six following challenges:
voluntary basis, review of some core concepts of the existing European
rules, difficulty to enforce the new rules, risk of ‘over-disclosure’,
complexity of products and risk of data discrimination.

44 |

THE FUTURE OF RETAIL FINANCIAL SERVICES | 45

3.1 The big picture: some statistics on the online/offline behaviour of
consumers
First awareness and research phases: high online share
Scant data is available on the use of online or offline distribution channels to
purchase financial services. In 2015, based on a broad survey of consumers,
Google published vast amounts of data on distribution channels for personal
loans (PL) and car insurance (CI). As shown in Figure 4, the unweighted average
market shares of online and offline channels for first-time awareness and
research by consumers for personal loans and car insurance was as follows:23


First-time awareness of consumers (via website or application): 55.2% (PL)
and 64.4% (CI).



Research (only online research): 17.1% (PL) and 33.3% (CI).



Research (only offline research): 19.1% (PL) and 16.9% (CI).



Research (compared products/prices/features online): 37.2% (PL) and
63.4% (CI).

Given that one decade ago online channels were almost non-existent, the
digitalisation of the interactions between providers and consumers has been
spectacular. These rapid developments are mainly due to deepening Internet
penetration into the habits of the European population at large (as shown in
Chapter 2 on the use of alternative data). Nevertheless, the intensity of the
digitalisation of distribution channels varies significantly across both products
and phases:


Products: there are significant differences between car insurance and
personal loans: for instance, the share of consumers that compares
products/prices/features online reached 37.2% for personal loans and
63.4% for car insurance.



Phases: whereas 55.2% of consumers had first-time awareness via website
or application for personal loans, 17.1% of them used only online research.

23

This unweighted average includes Belgium, Estonia, Finland, France, Germany, Ireland,
Italy, the Netherlands, Poland, Sweden and the UK.
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High online shares are a game changer for policy-makers, since most European
regulations on consumer protection were enacted before the rapid increase in
digitalised distribution channels.
Figure 4. Distribution channels for different products: consumer research
(2015, in % of total)

Source: Google Consumer Barometer Survey (2015).

Research and purchase behaviour: omnichannel approach
As regards the distribution channels for research/purchase of financial products,
the share of online and/or offline interactions is as follows:


Research/purchase (research online/purchase offline): 41.1% (PL) and
32.8% (CI).



Research/purchase (research offline/purchase online): 20.8% (PL) and
4.7% (CI).



Research/purchase (research offline/purchase offline): 51.5% (PL) and
31.5% (CI).



Shared purchase experiences on social network(s): 9.1% (PL) and 5.6% (CI).
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One of the key trends reflected by these statistics is the rapid emergence
of the omnichannel approach, where financial/insurance providers develop
cross-channel business models. In order to purchase car insurance or secure a
personal loan, a significant share of consumers adopts a hybrid online-offline
behaviour pattern, as their interactions with the products and the providers
result from some combination of digital and non-digital elements. As shown
above, and below in Figure 5, this is especially true for the combination of online
research and offline purchase.
Increasing shares of omnichannel behaviour can pose significant
difficulties when enacting consumer protection rules, since regulations need to
cover both online and offline channels for one specific contract.
Figure 5. Distribution channels for different products: purchase and post-sale
phase (2015, in % of total)

Source: Google Consumer Barometer Survey (2015).

Differences across countries
Although digitalisation is progressing at a steady pace overall for distribution
channels, its intensity varies significantly across European countries. For
example, regarding the shares of “online first awareness”, “only online research”
and “online comparison of products” for personal loans, Sweden scores
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remarkably high, while Belgium and France are consistently very low. France and
Belgium still score very high for “only offline research” and “research offline and
purchase offline”, whereas Estonia, Sweden and the UK reached very low levels.
As regards differences across the different phases and countries, the digital
market share for “first awareness” is much higher than for the “research of
products only online”. For instance, the respective market shares reached 88%
versus 32% in Germany, 63% versus 15% in Belgium, 75% versus 31% in France
and 77% versus 36% in Ireland. This is relevant to information asymmetry. Also,
as emphasised in the chapter on the use of alternative data, the share of
consumers that share their customer experience on social media varies
noticeably from country to country.
Figure 6. Distribution channels for personal loans, by country (2015, in % of
total)

Source: Google Consumer Barometer Survey (2015).

Different devices involved
Still according to the Google Consumer Barometer Survey (2015), the most
important device used for product research on both personal loans and car
insurances remains the computer (see below Figure 7): on average 85% of the
consumers using online distribution channels for personal loans connected at
least once through this device (84.2% for car insurance). Due to the still limited
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number of alternatives, for car insurance, all countries excluding Belgium, Italy
and Finland recorded a share above 80%.
The corresponding unweighted average of smartphone and tablet use for
researching personal loans stood at only 19% and 14%, respectively (20.7% and
19.7% for car insurance, respectively). Nevertheless, only a few years ago tablets
and mobile devices were absent from personal loan distribution channels. In this
context, the growth in the use of these devices has been very pronounced and
most likely the related shares will continue to grow at a steady pace in the
forthcoming years, especially for smartphones.24 Interestingly, for most
countries, the aggregate figures in percentages by country are all much above
100%, as a result of hybrid consumer behaviour regarding the use of devices. A
significant share of consumers use different types of devices during the pre-sale
and sales phases.
As regards information disclosure requirements and advertisements,
policy-makers need to consider that possibilities vary across these different
devices. Different screen sizes, different levels of flexibility, etc., imply that some
specific mandatory requirements might make sense for one device but might be
inadequate for another.

24

This potential shift from personal computer towards mobile devices to carry out online
activities has been identified by many stakeholders in the study conducted by CEPS for DG
FISMA (2016) as one of the main drivers of innovation in both the collection of data and their
use to improve the efficiency of digital distribution channels, notably through the
development of data analytics. In this respect, an increase in mobile connectivity will allow
for a better use of data collected via geolocation systems and could help providers know
their consumers better when they purchase products, do payments, contract loans, etc.
Performing mobile applications will be therefore a crucial instrument for providers of
personal loans and car insurance to compete in the coming years.
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Figure 7. Devices used for product research on personal loans (2015, in % of total)

Source: Google Consumer Barometer Survey (2015).

Figure 8. Devices used for product research on car insurance (2015, in % of total)

Source: Google Consumer Barometer Survey (2015).
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3.2 Review of online aspects in existing European rules for precontractual information duties
General Directives
The Connected Digital Single Market agenda enhanced by the European
Commission includes the modernisation and simplification of consumer rules for
online and digital purchases. Different initiatives have been taken by European
institutions to achieve this objective, notably a Fitness Check (Q1 2015-Q2 2017)
aimed at exploring the ways to improve the application of current EU legislation
and, based on these findings, to determine if there is a need for further legislative
action at EU level (see European Commission, 2015a). The Fitness Check focuses
on specific general Directives on consumer protection, some of them covering
advertisement and information disclosure requirements: Price Indication
Directive (European Commission, 1998),25 Unfair Commercial Practices Directive
(European Commission, 2005),26 and the Misleading and Comparative
Advertising Directive (European Commission, 2006a).27 The more recent
Consumer Rights Directive (European Commission, 2011a)28 is assessed
separately by the Commission. Two other Directives that are not covered by this
Fitness Check and that also contain consumer information requirements are the

25

The original objective of this Directive is to establish a high level of consumer protection
through improved consumer information regarding the indication of the selling price and the
price per unit of measurement of products.
26
The original objective of this Directive is to establish a high level of consumer protection
and reduce obstacles to the Single Market by fully harmonising national laws in the area of
consumer protection against unfair commercial practices.
27
The original objective of the Directive is to reduce obstacles to the Single Market by
approximating national laws protecting traders against misleading advertising and the unfair
consequences thereof. This Directive places the focus on all business-to-business (B2B)
advertising.
28

The original objective of the Directive is to harmonise information disclosure requirements
for the purchase of goods or services both on the trader’s premises and away from the
trader’s premises, cancellation rights and responsibilities for goods or services purchased
away from the trader’s premises, delivery times for goods and fees charged for a particular
method, e.g. credit card surcharges.
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e-Commerce Directive (European Commission, 2000)29 and the Services
Directive (European Commission, 2006b).30

Financial Services Directives
These general Directives are the basis of the consumer protection rules in terms
of information disclosure and advertisement. Nevertheless, excluding the ecommerce Directive, they do not apply to retail financial services (see below
Table 2).
Owing to their original characteristics, services sold in retail banking and
non-life insurance have been the object of specific Directives that also cover
information disclosure requirements, which can be online and/or offline, and
complement the related requirements of the general above Directives:
-

Directive on distance marketing of consumer financial services (European
Commission, 2002)31
Consumer credit Directive (European Commission, 2008, 2011b) 32

29

The original objective of the Directive is to establish harmonised rules on issues such as
the transparency and information requirements for online service providers, commercial
communications, electronic contracts and limitations of liability of intermediary service
providers.
30

The original objective of the Directive is to realise the full potential of services markets in
Europe by removing legal and administrative barriers to trade.
31
The original objective of this Directive is to harmonise principles relating to financial
services that may be provided at a distance (especially with a supplier established in another
member state). The Directive notably places the focus on the obligation of providers to
provide consumers with comprehensive information before a contract is concluded and on
the ban of abusive marketing practices (such as ‘inertia selling’: the commercial practice of
sending products to consumers who have not asked for them, and then demanding
payments).
32
The original objective of this Directive is to foster the integration of consumer credit market
in the EU and to ensure a high level of consumer protection by focusing on transparency and
consumer rights. It stipulates that a comprehensible set of information should be given to
consumers in good time, before the contract is concluded and also as part of the credit
agreement. In order to allow consumers to compare more easily the various offers and to
better understand the information provided, creditors have to provide pre-contractual
information in a standardised form. Providers will have to provide consumers with the Annual
Percentage Rate of Charge (APR), which is a single figure, harmonised at EU level and
representing the total cost of the credit (amendment of the Directive in 2011). In addition,
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-

Mortgage credit Directive (European Commission, 2014a)33
Payment accounts Directive (European Commission, 2014b)34
Payment services Directive 2 (European Commission, 2015b)35
Insurance distribution Directive (European Commission, 2016)36

The core Directive that has structured obligations in terms of pre-contractual
information disclosure for online channels is the Directive on distance marketing
consumers have the right to withdraw within a period of 14 days after the conclusion of the
contract and they have the possibility to repay their credit early at any time (against a fair
and objectively justified compensation).
33
The original objective of this Directive is to create a Union-wide mortgage credit market
with a focus on consumer information requirements, principle-based rules and standards for
the performance of services, a consumer creditworthiness assessment obligation, provisions
on early repayment, provisions on foreign currency loans, provision on tying practices, some
high-level principles and a passport for credit intermediaries who meet the admission
requirements in their home member state.
34

The original objective of the Directive is to enhance access to bank accounts by providing
all EU consumers (even for non residents and irrespective of their financial situation) with a
right to open a bank account that allows them to perform essential operations, such as
receiving their salary, pensions and allowances or to pay utility bills. Also, the Directive aims
at making it easier for consumers to compare the fees charged for bank accounts by
providers in the EU. Finally, the establishment of a simple and quick procedure for consumers
who wish to switch their bank account to one with another provider within the same member
state and to assist consumers who hold a bank account and want to open another account
in a different country.
35
The original objective of the Directive is to provide the legal foundation for the creation of
an EU-wide single market for payments. It introduces strict security requirements for the
initiation and processing of electronic payments and the protection of consumers’ financial
data. It opens the EU payment market for companies offering consumer or business-oriented
payment services based on the access to information about the payment account – the socalled PISP and AISP. It enhances consumers’ rights in numerous areas, including reducing
the liability for non-authorised payments, introducing an unconditional (‘no questions
asked’) refund right for direct debits in euros and prohibits surcharging (additional charges
for the right to pay, e.g. with a card) whether the payment instrument is used in shops or
online.
36
The original objective of the Directive is to regulate all distributors of insurance products,
including online distributors. The Directive determines the information that should be given
to consumers before they sign an insurance contract, imposes certain conduct of business
and transparency rules for distributors, clarifies the rules for cross-border business and
addresses the supervision and sanctioning of insurance distributors if they breach the
provisions of the Directive.
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of retail financial services (DMCFS) in 2002, at a time when online research and
purchase of financial services was still in its early stage. Nevertheless, the
definition of “distance contracts” was broader than those concluded online and
could cover a significant share of the market. Indeed, according to the Article 2
of the Directive, “distance contract” means any contract concerning financial
services concluded between a supplier and a consumer under an organised
distance sales or service-provision scheme run by the supplier, who, for the
purpose of that contract, makes exclusive use of one or more means of distance
communication up to and including the time at which the contract is concluded.
The means of distance communication refers to any means which, without
the simultaneous physical presence of the supplier and the consumer, may be
used for the distance marketing of a service between those parties: online,
telephone, mails, etc. This Directive aims at covering all financial services that
have a banking, credit, insurance, personal pension, investment or payment
nature.
As emphasised in the Point (5) of the Directive, because of their intangible
nature, financial services are particularly suited to distance selling, and the
establishment of a “legal framework governing the distance marketing of
financial services should boost consumer confidence in the use of new
techniques for the distance marketing of financial services, such as electronic
commerce”. In the context of the introduction of the euro as a single currency,
the main objective of this Directive was to contribute to reinforcing the single
market for these financial services. The key assumption was that, as the
respective locations of consumers and providers matter little in the context of
distance contracts, a harmonised regulatory framework should result in further
cross-border sales, thereby strengthening the single market.
However, as highlighted in the Commission’s Communication COM(2009)
626 (European Commission, 2009), the market for distance selling of financial
services had not changed significantly since the introduction of the Directive, and
market share of cross-border sales remained very low despite increasing Internet
penetration among households.
Even though the policy objective of reinforcing the single market was not
achieved, this Directive has remained the cornerstone for all Directives that have
been enacted since then and that have set rules on the pre-contractual
information to be provided to consumers for distance contracts. In 2008, the
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Consumer Credit Directive (CCD) established the detailed list of standardised
information to be provided specifically for consumer credit (within the Standard
European Consumer Credit Information, SECCI), but no adjustments were made
regarding the core process of disclosure for distance contracts. As regards the
Mortgage Credit Directive (MCD) of 2014, in line with the CCD, a very detailed
list of information to be disclosed was defined (within the European
Standardised Information Sheet, ESIS) and some elements supplemented the
DMFCS for the distance mortgage contracts. Notably, given the significance of
the financial commitment for the consumer, the supplier has to provide precontractual information before the mortgage credit agreement.
The payment accounts Directive (2014) introduced specific new elements
regarding information disclosure with distance payment account contracts.
Given that the share of payment accounts purchased online is significantly higher
than for household loans, the Directive emphasises further the process to follow
for information disclosure. According to Article 4(5), the fee information
document and the glossary shall be made available to consumers at any time by
payment service providers. They shall be provided in an easily manner, including
to non-customers, in electronic format on their websites, where available, and
in the premises of payment service providers accessible to consumers. One
original element in that Directive is that suppliers have to provide document on
paper or another durable medium free of charge only at the request by a
consumer.
Another original element in that Directive is the objective of regulating
comparison websites: according to Article 7, member states shall ensure that
consumers have access, free of charge, to a least one website comparing fees
charged by payment service providers for at least the services listed in the
Directive. This Article sets the rules to which these comparative websites need
to comply, including a detailed list of information to disclose to consumers on
the characteristics of the website.
In its Articles 44 through 58, the payment services Directive (PSD2)
establishes a long list of information to be disclosed for each specific situation of
payment (contract agreement, transaction, consumer, merchants, etc.) that also
covers remote payment contract and transaction. In Article 39, the PSD2 clearly
indicates that specific Articles on mandatory information disclosure replace
some Articles in the DMCFS in order to be more in line with current trends.
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Finally, the Insurance Distribution Directive supplies a detailed list of
conditions and means through which the mandatory information has to be
disclosed. Provided that consumers have been given the choice between
information on paper, durable media, and websites and that the provision of
information using one specific means is regarded as appropriate in the context
of the business conducted between the insurance distributor and the consumer,
any of these means can be used (some further conditions are required for each
means).
Overall, despite the fact that the core Directive on distance contracts for
financial services was enacted in 2002, when digital technologies were still in an
early stage of development, subsequent Directives on types of financial services
have not or have scarcely departed from the core rules of the Directive regarding
pre-contractual information duties. Within the context of increasing disruption
by enabling financial technologies and continuously higher market shares of
financial services sold online, an adjustment will be needed in the coming years.
Table 2. Specific requirements for the online/offline information disclosure in
European rules
Regulation

Year

New
specific
requirements for
the online
info
disclosure

Price indication
Directive

1998

No

e-commerce
Directive

2000

Yes

Applies to
consumer
financial
services

Details

General Directives

Unfair commercial 2005
practices Directive

37

Yes
No37

Point (18): Development of the benchmark of
‘average consumer’ and ‘vulnerable
consumer’

This Directive provides for full harmonisation of the respective rules across the EU with the
exception of financial services and immovable property.
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Services Directive

2006

No38

Misleading &
comparative
advertising
Directive

2006

No39

Consumer rights
Directive

2011

No40

Directives for retail banking and non-life insurance
Directive on
distance
marketing of
consumer
financial services
(DMCFS)

2002

Yes

Consumer credit
Directive

200811

No
Yes
(in line with
DMCFS)

Article 5: in case of use of distance
communication, pre-contractual information
of the SECCI immediately after the contract at
the latest
ANNEX II: Additional information in the case of
distance contracts

Mortgage credit
Directive

2014

Yes

(21): Supplement the (DMCFS) for distance
mortgage contracts: pre-contractual
information on the right of withdrawal has to
be provided before the conclusion of the
contract
Art. 14: to conform to the DMCFS, the ESIS has
to be provided prior to the conclusion of the
contract

38
39
40

Yes (incl.
Art. 2: definition of “distance contract” is not
insurance) limited to online contracts
Art. 3: detailed list of information to provide
to consumer prior to the conclusion of the
distance contract
Art. 5: -Point (1) The supplier shall
communicate mandatory pre-contractual
information on paper or on another durable
medium available & accessible to the
consumer in good time before the consumer is
bound by any distance contract or offer
-Point (2) The supplier shall fulfil his obligation
under above paragraph 1 immediately after
the conclusion of the contract, if the contract
has been concluded at the consumer’s request
using a means of distance communication
which does not enable providing the
contractual terms & conditions, and the
information in conformity with paragraph 1

See Article 2, 2b.
This Directive applies to all business-to-business (B2B) advertising.
See Article 3, 3d.
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ANNEX II, B, Point (3): specific elements on the
ESIS in case of distance contracts (in line with
DMCFS)
Payment accounts 2014
Directive

Yes

Art. 4: The fee information document shall be:
-made available to consumers at any time by
payment service providers
-provided in an easily accessible manner in
electronic format on their websites where
available and in the premises of payment
service providers accessible to consumers, as
well as on paper or another durable medium
free of charge upon request by a consumer
Art. 7: focus on comparison websites:
obligation to have at least one independent
website (free of charge) comparing fees
charged by payment service providers for
specific services; specific information on the
website needs to be disclosed

Payment services
Directive 2

2015

Yes

Art. 4: notion of “remote payment
transaction”: a payment transaction initiated
via Internet or through a device that can be
used for distance communication
Arts 44 through 58: detailed list of information
to be provided to the payment service user for
each specific situation
Art. 51: conclusion of a distance contract: precontractual information to be provided at the
latest immediately after the framework
contract
Art. 39: for distant contracts, information
requirements in Art. 3(1) of DMCFS –
excluding points (2)(c) through (g), (3)(a), (d)
and (e), and (4)(b) – shall be replaced by Arts
44, 45, 51 and 52 of PSD2

Insurance
Distribution

2016

Yes

Art. 23: information conditions for the
providence of information
-Point (1): clear/accurate/comprehensible; by
default on paper; free of charge; language of
MS where risk is situated or MS of the
commitment/any other language agreed upon
by the parties
-Points (2) through (7): detailed list of
conditions to provide the information on
media other than paper

Source: authors.
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3.3 Need for consistency of rules across distribution channels
Observations of trends in Section 3.1 show that:
-

the online market share for research of financial services is today very
significant;

-

the omnichannel model where consumers combine both online and offline
channels to search and purchase a product is also significant;

-

the pace of digitalisation of distribution channels varies markedly across
countries; and

-

new online devices such as smartphones and tablets are entering the
market and already cover a significant share of the research process in
some countries.

These trends will need to be further addressed in future European rules on
distance sales of financial services. The growing popularity of the omnichannel
approach raises issues regarding the consistency of rules across online and
offline channels. The principle of non-discrimination across both types of
channels has been the key driver behind successive European rules on precontractual information duties of financial service providers. No matter the
means through which the information is supplied to consumers (paper, any
durable medium, websites), the type of standardised information and the timing
are similar across both channels.
Nevertheless, with the multiplication of devices that shape the
interactions between suppliers and consumers, the principle of nondiscrimination will likely require further legislative elements. For instance,
increasing numbers of consumers use mobile telephones in their search for
products, often with small screens that have restrictions on the number of
characters and this element has not been covered yet in Directives on financial
services.
Noteworthy, in its Point (36), the consumer rights Directive (2011)
establishes that the information requirements should be adapted to take into
account the technical constraints of the type of media (mobile telephone
screens, SMS, television sales spots, etc.): in such cases, the trader should comply
with a minimum set of information requirements and refer the consumer to
another source of information, for instance by providing a toll free telephone
number or hypertext link to the webpage of the trader where the relevant
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information is directly available and easily accessible.41 Nevertheless, this
Directive does not apply to financial services, although, due to their complexity,
much information is required for these types of product.
Also, a key aspect concerns the differentiated pace of digitalisation across
countries (see Figure 4 above). European and national policy-makers should
develop tools that promote convergence in the digitalisation of distribution
channels across Europe. Such convergence can help reinforce the single market,
thereby contributing to further choices and competition.

3.4 Role of behavioural insights and big data analytics: ‘standardised’
versus ‘personalised’ disclosed information
Emergence of behavioural insights in recent years
Behavioural economics has become increasingly popular over the last decade.
Some domestic regulatory bodies, such as the Financial Conduct Authority (FCA)
in the UK and the Netherlands Authority for the Financial Markets (AFM), are
vigorously promoting possibilities for applying behavioural insights to financial
regulations.
This approach aims at analysing and correcting specific market
dysfunctions that can be sparked by behavioural biases of consumers. The core
assumption is that consumers do not systematically choose their products in
their best interests, as their behaviour and purchasing strategies are markedly
influenced by specific context and psychological factors. More specifically, three

41

More specifically, Article 8(4) provides the minimum set of pre-contractual information to
be provided for contracts concluded using technologies such as SMS, which impose technical
limits on the amount of information that can be sent. It also identifies the information that
should be provided if the trader has customised the content and presentation of his trading
website for mobile devices with small screens. In these cases, the trader can limit the
information displayed on the user’s screen to that required under Article 8(4), where
appropriate in an expandable format, without obliging the consumer to navigate away from
the page being used to place the order. The rest of the pre-contractual information required
under Article 6(1) could in this case be available via hyperlink (see also recital 36, which refers
to “providing a toll free telephone number or a hypertext link to a webpage” in the case of
distance contracts concluded through means of distance communication with technical
constraints).
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cognitive limits may induce the violation of rational assumptions (Jolls et al.,
2000):
(1)

Bounded rationality: limits faced by human beings in terms of accessible
information, mental capacity and available time (Simon, 1957).

(2)

Bounded willpower: people act in conflict with their long-term interest,
even though they anticipate negative effects in so doing, e.g. smoking,
over-spending today instead of saving for old age (de Manuel et al., 2014).

(3)

Bounded self-interest: people care about treating others fairly because
they want to be treated in the same way: agents will act ‘nicer’ or ‘nastier’
depending on how the other party treats them.

Over-reliance on standardised information disclosure policy of European rules
European Directives shaping consumer protection rules for all types of retail
financial services have heavily relied on standardised pre-contractual
information duties policies, in particular the Consumer Credit Directive and the
Mortgage Credit Directive. Standardised disclosure policy is typically at the base
of many consumer policies because:
-

it is often less controversial and complicated to implement (such as
suitability requirements or restrictions on product features);

-

in theory, harmonised terminology and standards should contribute to
reducing the administrative costs of bringing new products to new
markets; and

-

in theory, it alleviates search costs for consumers.

However, the implementation of harmonised disclosure contains several
significant pitfalls:
-

The very long and detailed lists of mandatory information to be disclosed
according to some European rules make the whole process relatively
burdensome for banks (in addition, each country has the possibility to add
other types of mandatory information to be disclosed).

-

Due to their ‘bounded rationality’ emphasised above, many consumers do
not read this large amount of information, read it superficially or read it in
details but partially understand the implications (such as the true meaning
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of the standardised annual percentage rate (APR): see for example
Raynard, 2014).
While the regulatory options to alleviate the negative effects of the ‘bounded
willpower’ or ‘bounded self-interest’ appear to be relatively limited, policymakers should have further possibilities to lessen the negative effects of
‘bounded rationality’. Analyses of specific behavioural biases that contribute to
bounded rationality help better understand what is at stake and enhance
corrective measures.

Emergence of big data analytics
As revealed in Figure 2 in Chapter 2, owing to the very marked growth in the
volume of digital personal data stored in recent years, a particular big data
activity is rapidly emerging. An increasing number of financial suppliers are
integrating complex algorithms based on big data analytics and machine learning
that process vast amounts of personal data, thereby contributing to disrupting
traditional business models. This growing popularity for big data analytics could
also significantly disrupt the regulatory approach towards standardised
information disclosure.

Possibility to develop a new policy model of ‘smart disclosure duties’
Technically, providers that already use big data analytics and behavioural insights
in order to develop increasingly refined segmentation for marketing,
creditworthiness, insurance pricing, prevention, etc., should also be able to
create a segmentation of the consumers according to what type of information
they might need in order to make their choices in adequate conditions. Examples
of what could be personalised information disclosure include elements from
both the content of this information and the way this information is presented.
In the online world, where people are bombarded with more and more
information, understanding where attention and focus are attracted can help in
the design of more effective communication. Some research, such as in Benartzi
(2015), is increasingly focusing on online behaviour and the impact of specific
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types of messages. Possibilities in terms of ‘framing’42 are much broader online
than offline and could be personalised for each consumer, based on which option
carries the most impact for each. For instance, a segmentation that distinguishes
consumers who have already missed payments in the last three years from those
who have not could help suppliers disclose information in a more personal way:
through the use of colours, specific fonts or even other tools such as videos,
popups or digital pictures, specific information could be further emphasised for
consumers with past missed payments.
Such a model can help maintain an adequate balance between consumers
and suppliers regarding the information asymmetries analysed in the previous
chapter on alternative data. To a certain extent, it could better match the
growing role of robo-advisers and the gradual disappearance of call centres or
face-to-face interactions in branches. Provided that they have sufficient amounts
of personal data on consumers who gave consent to share it, suppliers that use
big data analytics could personalise not only their marketing campaigns, but also
pre-contractual information disclosure and help consumers better understand
the products available.

Main regulatory challenges to the development of the new policy model of
‘smart disclosure’
Task Force members emphasised specific challenges that have to be addressed
to develop this new policy model of ‘smart disclosure’.

1.

Voluntary basis

As emphasised in Busch (2016), the development of such a model can only result
from the choice of both the supplier and the consumer:
-

42

only finance service providers that use big data analytics to a significant
extent can implement the needed processes;

‘Positive framing’ concerns a practice by which the information or choices are presented
in a way that accentuates positive aspects of the consequences or outcomes. Whether a
choice is framed in a positive or negative way can have a huge impact on how people evaluate
the choice. For instance, framing the future in a positive way can motivate people to work
hard to attain the positive outcome.
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-

in line with the General Data Protection Regulation (2016), the collection
of the needed personal data requires the consent of the rel consumers.

As a consequence, depending on the choice of the consumer, there will be two
possibilities:
-

if the consumer does not give his consent to use his personal data, then
he will receive standardised pre-contractual data;

-

if the consumer agrees with sharing his personal data, then he will receive
personalised data that should better assist him in the choice of the most
appropriate financial product.

2.

Review or continuation of some core concepts of the existing European
rules

Some of the core elements of the conceptual framework that has shaped the
European policy-making process for consumer protection should be challenged
by this new model. For example, as highlighted in the Unfair Commercial Practice
Directive (2005), two types of consumers are benchmarked in order to assess
the impact of commercial practice: the ‘average’ consumer and the ‘vulnerable’
consumer. The former is reasonably well-informed, observant and circumspect,
whereas the latter has characteristics that make him or her more vulnerable to
unfair commercial practices.
The Directive establishes that pools of vulnerable consumers have to be
assessed via the average consumer of each pool. In a context of widespread use
of big data analytics and behavioural insights that personalise information
disclosure, the very notion of ‘benchmark consumer’ could become obsolete,
because much better knowledge of each consumer should help design
personalised information disclosure that adequately addresses the needs of each
specific consumer.
On the other hand, some European legal concepts should be maintained
in order to ensure overall legal consistency, at least in the initial stages of
implementation. For example, the provision of advisory services is not
compulsory within European legislation and such obligation may be decided only
by member states for specific situations (see for instance the Mortgage Credit
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Directive, 2014).43 One risk is that the development of pre-contractual
personalised information duties might overlap somehow with the obligation to
advise, given that within this model some pieces of information might be further
emphasised depending on the consumer’s profile. Nevertheless, in order to
maintain a balance between the responsibilities and rights of both consumers
and providers, a clear distinction still needs to be made between information
disclosure and advice. Should a consumer have further questions about a
product and not be satisfied with the information disclosed, the provider still has
the obligation to inform this consumer about the existence of advisory services,
if any.

3.

Difficulty in enforcing the new rules

Obviously, monitoring compliance with personalised information duties is more
complex than with standardised information (Busch, 2016). In theory, regulators
should ensure that the algorithm used for generating consumer information has
the right granularity. One possibility for the supervisors will be to assess whether
the segmentation developed for marketing and information disclosure purposes
has broadly the same level of granularity.

4.

Risk of ‘over-disclosure’

One of the core original objectives of smart disclosure is to create a less
burdensome process for both suppliers and consumers. Should some conditions
not be fulfilled, there are significant risks that this objective might not be
achieved and that the whole process might even result in ‘over-disclosure’. For
instance, the consumer’s consent regarding the use of his or her personal data
will be confirmed through a ‘privacy statement’ that should provide information
on how their data will be processed, on their rights to know when their data has
been hacked, etc. (in line with the GDPR requirements).

43

See for example Article 22 of the Mortgage Credit Directive (2014), which obliges the
creditor, credit intermediary or appointed representative to explicitly inform the consumer,
in the context of a given transaction, whether advisory services are being or can be provided
to the consumer. Member states may provide for an obligation for the provider or the
intermediary to warn a consumer when, considering the consumer’s financial situation, a
credit agreement may induce a specific risk for the consumer (see European Commission
(2014a).
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Furthermore, regarding the content of the disclosed pre-contractual
information, one of the possible risks of the use of a high-granularity algorithm
could be ‘hyper information’, whereby suppliers provide very detailed
information on each consumer. In this context, the bounded rationality of
consumers would be even further tested and the final outcome
counterproductive.
Against this background, the development of a ‘smart disclosure’
regulation needs to clearly emphasise that the purpose is simplification. One
possibility would be to have a shorter list of mandatory information that
suppliers have to disclose. For the rest, it will depend on the findings resulting
from the developed segmentation.

5.

Complexity of products

One of the reasons highlighted by regulators for designing rules with a large
amount of mandatory information to disclose is to help consumers cope with the
ever increasing complexity of products, especially in some domestic markets.
One resulting argument would be that simplification of the disclosed information
would weaken the ability of consumers to truly understand what is at stake.
However, as analysed above, limited rationality of consumers implies that this
information is not adequately processed by a significant share of consumers, if
not the vast majority. Therefore, an appropriate balance between the level of
complexity of the product and the quality/quantity of the disclosed information
needs to be defined by suppliers, consumers and regulators.

6.

Risk of data discrimination

Finally, the algorithm aimed at segmenting consumers for the disclosed
information needs to be highly reliable. In case of misinterpretation of the
‘information needs’ of different groups of consumers, the disclosed information
could be optimal for some groups of consumers and suboptimal for others. These
dysfunctions could be interpreted as ‘data discrimination’, because some
consumers would have to decide when lacking information they truly need while
some other consumers will have this information.
Beyond the reliability of the developed processes, such a new philosophy
could be the opportunity to promote a shared responsibility between consumers
and suppliers. First, a system could be developed whereby consumers are given
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the choice to assess their ability to read and understand pre-contractual
information. This system will include questions with multiple choice answers, e.g.
Do you consider your understanding of financial information is: very poor, poor,
average, high or very high? For each answer, an adequate set of information and
layout will be provided. This system might be less advantageous for consumers,
as the burden of choice and subsequent outcomes should fall predominantly on
the customer. In order to address this issue, the assessment of the consumer’s
financial knowledge could result from some combination of self-assessment and
provider assessment (which could also include the submission of several
questions to the consumer).

4. HOW TO IMPROVE THE REGULATORY
FRAMEWORK FOR DIGITAL AUTHENTICATION?

T

he success of the digital transformation of retail banking and non-life
insurance significantly depends on the ability of the sector to develop
robust remote authentication processes. One of the objectives of the EU
is to render strong digital authentication between the different stakeholders not
only within countries but also across countries. In that context, the main aim of
the recently enacted eIDAS Regulation (European Commission, 2014b) is to
ensure the proper functioning of the internal market, and grant appropriate
security level and legal certainty on the electronic interaction across member
states.
The purpose of this chapter is to identify through which channels and to
what extent the implementation of the eIDAS could benefit retail banking and
non-life insurance. Next, remaining regulatory issues and challenges regarding
the application of the eIDAS and its consistency with typical financial rules such
as the PSD2 Directive (2015) and the Anti-Money Laundering Directive (European
Commission, 2015c) will be assessed. Finally, some further issues that are not
directly addressed by the eIDAS will be analysed.

Recommendations
1.

Gradually assessing the possibilities and challenges to extend the e-IDAS
to the private sector.

2.

Reinforcing consistency between e-IDAS and domestic AML rules.

3.

Assessing the obstacles to the remote identification of non-resident
consumers of retail financial services.

4.

Continuously ensuring that the regulatory approach of the e-IDAS is
adaptable to the pace of technological change.

5.

Systematically removing discrimination against reliance on third parties.
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4.1 Introduction to eIDAS
The eIDAS is the first significant step towards a complete digital single market for
electronic identification signature and other trust services. The new legal
framework constituted by this Regulation and the implementing acts issued by
the Commission introduce specific legal and technical provisions in terms of
issuance and mutual recognition of the electronic identification and trust
services. The grounding principle constituting the backbone of the Regulation is
twofold: providing full cross-border mutual recognition, and ensuring equal legal
effectiveness of both traditional and digital means.
To be effective, the means of national electronic identification (eID) has to
be issued in compliance with the list published by the European Commission on
European electronic identification schemes, and it has to guarantee adequate
assurance level and security standards. Between 29 September 2015 and 29
September 2018, member states may voluntary notify and recognise the
electronic ID. Thereafter, mutual recognition of notified eIDs will be mandatory.
Table 3 below summarises the structure of eID systems in some EU
countries. According to their national eID schemes, which are defined by national
law, a member state’s citizens have access to different eID means. For public eID
means, the government is responsible for the production, distribution and
maintenance of the data and devices related to the issued eID. For private eID
means the issuing party is a private company, certified and supervised by the
government, responsible for the production and maintenance of the eID. In
some countries, private and public means coexist. Where available, the eID
means are conceived for both public and private use, namely e-government and
e-business.
The fourth column provides the information on the eID means available to
the customer for access to e-government services in the selected countries.
Where applicable, the fifth column reports the eID means available at present
for e-banking services in the selected countries.
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Table 3. Type of eID mean, e-service, e-government and e-banking by country

Source: European Commission and authors.

4.2 Opportunities of the eIDAS
Opportunity 1: Core guidelines for the digital transformation
Provisions on eIDs under eIDAS are mandatory for e-government, but each
member state is free to extend their eID systems to the private sector. In this
context, the eIDAS is likely to have little direct impact on retail financial services.
Nevertheless, the framework developed in the Regulation that aims at ensuring
mutual recognition of all the notified eID schemes in Europe in the public sector
could serve as basic guidelines for retail banks that are digitalising all of their
interactions with consumers. Once customers have passed anti-money
laundering verifications (AML identification) and can be granted trusted identity
status (see Figure 9 below), they will be able to conduct all of their banking
activities digitally.
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Figure 9. Opening a (current) account: what are the relevant requirements?

Source: Linde (2016).

Due to its broad scope, the eIDAS should also help clarify how the financial
sector will be able to comply with some key rules of ambitious financial
legislations, such as PSD2. For instance, on the draft Regulatory Technical
Standards specifying the requirements on strong customer authentication and
common and secure communication under PSD2 (EBA, 2016), the EBA states in
Article 20 that for the purpose of identification, payment service providers (PSP)
shall rely on qualified certificates for website authentication as per Article 3(39)
of the eIDAS.

Opportunity 2: consistency across the different channels
In certain countries, one of the main obstacles to the full digitalisation of
distribution channels in retail banking and non-life insurance is that only paperbased signatures can complete a contract. One of the main consequences of the
eIDAS is that there will be no more discrimination between paper and online
signature. In particular, the new legal framework on e-signature solves the
current problem of handwritten signatures on digitalised documents often
having no legal value.
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Opportunity 3: cost efficiency for suppliers
E-signatures as defined and shaped in the eIDAS will help organisations save
paper, storage space, time (for, e.g. scanning), postal costs, resources for nonrepudiation in electronically fulfilled transactions, etc.

Opportunity 4: more access and trust for consumers
In theory, within such a framework, companies could develop models where no
face-to-face interactions are required anymore. As shown in Figures 1 and 2 of
Chapter 3 on information disclosure in a digital era, the pre-contractual phase
(first awareness, research and comparison) is already highly digitalised, while the
purchase phase is still largely conducted offline, owing to the respective needs
for face-to-face advice and authentication and manual signatures to complete
the contract. Regarding more simple financial products such as current accounts,
eIDAS could quickly facilitate the complete digitalisation of the distribution chain.
The popularity of the omnichannel approach, where consumers combine both
online and offline channels, could gradually lessen and the remote access and
digital malleability for consumers will increase significantly, provided that strong
digital on-boarding platforms are developed.
Therefore, retail banks and non-life insurance could more adequately
respond to the increasing digital expectations of consumers who have high
digital literacy (especially younger generations). As regards consumers who have
lower digital literacy and are often more risk averse, their trust in digital tools for
purchasing financial products could increase thanks to rules that are fit to cope
with cybercrimes, enhance the possibility of using a specific number of electronic
identification means and aim at shaping the environment for trusting service
providers.

Opportunity 5: delivering trust for the single market
Delivering trust is even more important in the case of cross-border interactions,
which is the original objective of the eIDAS. Prior to the eIDAS, the 1999 Directive
did not ensure the interoperability and acceptance of electronic signatures
across member states. One of the core novelties of the eIDAS is to design a
comprehensive mutually acceptable and directly applicable framework aimed at
allowing smoother cross-sector interoperability.
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EIDAS is expected to enhance the perceived sense of (legal) certainty for
consumers who go digital on a cross-border basis, as electronic identification
schemes must specify their assurance levels, ranging between low, substantial
and/or high. The obligation to recognise electronic identification means should
relate only to those consumers who have corresponding levels that are equal or
that are higher than the online service in question. The new regulation specifies
that member states have the freedom to accept or decline electronic
identification means with lower identity assurance levels, which almost certainly
helps increase consumer trust.

4.3 Challenges ahead
Challenge 1: eIDAS limited to government sector
Should the eIDAS be adequately implemented, the direct impact of the new rules
on retail banking and non-life insurance should be limited, because its primary
focus concerns online public services. Thanks to the eIDAS, when offering crossborder services, member states will have to recognise eID schemes notified
under the regulation in another member state, but the private sector is indeed
under no such obligation.
According to Point (13) of this Regulation, member states should be able
to decide whether to involve the private sector in the provision related to
electronic identification for accessing online services. More specifically, Point
(17) states that member states should encourage the private sector to
voluntarily use electronic identification means under a notified scheme for
identification purposes when needed for online service or electronic
transactions.
Nevertheless, there is no guarantee that member states will go in that
direction. Complete interoperability for public services in line with the eIDAS will
have rather limited direct impact on consumers using online banking and
insurance services. This can, for example, facilitate the income tax declaration
when deductibility can be granted for specific products (payment of mortgage
interest rates, health insurance premiums, etc.) or specific products need to be
taxed (such as some saving products, etc.). Indirectly, however, the conceptual
framework of the eIDAS could help financial suppliers shape the complete
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digitalisation of their authentication of consumers, both within and between
countries.

Challenge 2: inconsistency between domestic AML rules and eIDAS
Another key challenge concerns the lack of consistency between eIDAS and some
domestic rules in terms of anti-money laundering. Despite the recent Fourth
European Anti Money Laundering Directive (May 2015), some national
provisions may still oblige financial institutions to physically identify the
customer in order to meet the legal requirements established by Customer Due
Diligence and Anti Money Laundering legislation.
For payments and transfers, digital authentication allows a credit
institution to verify remotely the customer’s identity. However, in some member
states, procedures such as opening or closing a current account still require faceto-face interaction between the client and the credit institution (the customer
needs to make an appointment with the local branch and bring the required
documentation). Some credit institutions in the UK, Germany, Denmark and
Estonia allow a customer to open a current account remotely through a digital
verification of customer identity, using eID or a webcam. These systems
simultaneously reduce administrative costs and increase security standards.
Indeed, for each procedure high-resolution video is created and stored with all
the valuable information it may contain, such as the customer’s voice.
To conclude, ensuring the interoperability of eID schemes and alignment
of eIDAS provisions and anti-money laundering measures has to be followed by
effective enforcement at the national level.

Challenge 3: many difficulties in identifying non-resident consumers of retail
financial services on a remote basis
Remote identification of the customer’s identity in the case of retail financial
services is generally possible only for residents in the country in question. By
contrast, credit institutions cannot verify remotely the identity of a foreign
customer. This limitation decreases competition within the EU retail financial
sector and affects EU customer access to the retail financial sector in the single
market.
Policy-makers should identify the obstacles to remote identification of
non-residents for retail financial services. For example, one of the main barriers
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concerns the accessibility to relevant information: typically, external data that is
needed by banks and insurers to identify customers is available in the registers
at the national level only. The development of a reliable and independent
European external database with the needed information for anti-fraud
purposes and verifying customer identity could be a solution to overcome this
specific barrier.

Challenge 4: regulatory approach that is adaptable to the pace of technological
change
Authentication tools are heavy on technological content and thus heavily
dependent on the latest technological innovations. For instance, per Table 4
below, there is already great diversity in authentication mechanisms for efinance and e-payment services. Therefore, it is inherently defensible that this
regulation should adopt an approach which is, in the first place, adaptable to the
pace of technological change.
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Table 4. Authentication mechanisms used in e-finance and e-payment services

Note: The list is non-exhaustive.
Source: Authors.

As highlighted in Point (26), due to the pace of technological change, the
purpose of the eIDAS is indeed to adopt an approach which is open to innovation.
In Article 12(3)(a), it is clearly stated that the eIDAS aims to be technology neutral
and does not discriminate between any specific national technical solutions for
electronic identification within a member state. Interestingly, Article 32(1) states
that a qualified preservation service for qualified electronic signatures may be
provided only by a qualified trust service provider that uses procedures and
technologies capable of extending the trustworthiness of the qualified electronic
signature beyond the technological validity period.
Point (61) emphasises that this Regulation should ensure the long-term
preservation of information, in order to ensure the legal validity of electronic
signatures over extended periods of time and guarantee that they can be
validated irrespective of future technological changes. Nevertheless, should
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completely new technologies emerge rapidly (such as blockchain for remote KYC
processes), the core legal framework of the eIDAS could be challenged.
According to Article 49, the Commission shall review the application of this
Regulation by evaluating in particular whether it is appropriate to modify the
scope of this Regulation or its specific provisions, taking into account the
experience gained in its application, as well as technological, market and legal
developments. However, the deadline for this Review is 1 July 2020, namely six
years after the vote on the Regulation. Given the current pace of technological
change, a review or at least a follow-up should occur sooner, especially if the aim
is to assess whether the scope of the eIDAS could be extended to other sectors,
such as retail banking and non-life insurance, where innovative FinTech solutions
increasingly affect the contractual phase of products and remote KYC processes.
Based on previous experiences, technology indeed changes rapidly and often
leaves regulation outdated.

Challenge 5: systematically removing discrimination against reliance on third
parties
Overall, there are two ways to identify customers remotely:
-

directly by technical remote identification means;
by reliance on another party (often a bank) that has already identified the
customer.

The objective of the e-IDAS is to focus on the first possibility and will require
some years to harmonise throughout the EU. The core principle of the second
possibility is that if one financial organisation in the EU has already identified a
consumer and will confirm the data for a second financial organisation, then the
second financial organisation should be able to rely on that data. This possibility
can be used extensively within specific distribution models with intensive
intermediation: brokers, etc. Digitalisation is likely to result in further complex
digital distribution chains including several intermediaries, thereby resulting in
further needs for the second possibility.
Point (35) of the Fourth Anti-Money Laundering Directive emphasises this
possibility (European Commission, 2015c):
In order to avoid repeated customer identification procedures, leading
to delays and inefficiency in business, it is appropriate, subject to
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suitable safeguards, to allow customers whose identification has been
carried out elsewhere to be introduced to the obliged entities.

Nevertheless, in reality many domestic regulators discriminate against
reliance on a third party. In France, for instance, this is by default a “high risk”
identification case, triggering difficult mitigating measures in enhanced due
diligence. In Germany, this method is almost entirely ruled out due to an opinion
by BaFin which allows reliance on a third party only within the first 18 months of
a new customer identification, leading to the absurd consequence that financial
organisations cannot confirm the data of long-term customers for other financial
organisations.
The development of the fifth AML Directive is a good opportunity to
reassess further that:
-

financial organisations can rely on other financial organisations for
identification (especially in cases where the identified consumer has an
ongoing business relationship with the financial organisation and
regardless of the question of when the financial organisation identified
that consumer);

-

the regulation of identification through a third party should promote riskbased mitigation measures, and should not discriminate against this type
of identification by putting it by default in the enhanced due
diligence/high-risk AML category.
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In recent years, the digital transformation of retail financial services – retail
payments, current/savings accounts, consumer/housing credit, car insurance,
property insurance and health insurance – has accelerated significantly. In a
context of increasingly demanding consumers, in terms of digital possibilities, and
rising competition, established players such as retail banks and non-life insurance
suppliers are using enabling digital technologies to develop new products,
processes and models. Since mid-2015, the specific digitalisation of retail financial
services at large has been at the core of the policy agendas of many European
stakeholders. Against this background, CEPS-ECRI formed a Task Force to explore
four specific core questions:
 What type of level playing field is necessary during the digital
transformation?
 What are the opportunities and risks related to big (alternative) data and
increasingly sophisticated algorithms?
 What framework of pre-contractual information duties is appropriate in
a digital era?
 How can the regulatory framework for digital authentication be
improved?
This report presents the findings of the Task Force, based on discussions among
the members, led by the Chairman Kim Vindberg-Larsen, a FinTech entrepreneur,
and substantiated by in-depth research carried out by the rapporteur, Sylvain
Bouyon, CEPS-ECRI Research Fellow.
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