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newsletter is largely dedicated to the regulation of on-line

commercial communications and electronic commerce in . .
general. We wish to thank the many readers who kindly completed National contact points 3
the questionnaire regarding legal problems and costs associated with
on-line services that we distributed with earlier issues. The results of Proposed Directive on certain
this survey will be printed in a later issue but a summary is to be found
in the explanatory memorandum of the proposed directive which is
printed in the current special issue. The directive itself is still subject commerce 4
to revision by the Commission’s legal linguists and that is why the
version printed here must not be taken as the formal text although any
variations that will be made will not be in terms of content but rather
of a linguistic nature.

So what does this new directive offer? It brings legal clarity that will
on the one hand encourage investment in on-line services in the
Community, and on the other, by encouraging consumer trust through
effective protection, will also increase demand for such cross-border
services. In the previous issue of this newsletter there was an exchange

K of views regarding country of origin control. The directive, as an Internal

" Market initiative based on the principles of free movement enshrined
in the Treaty, imposes in an unequivocal manner country of origin
control. This covers all those cross-border information society services
for which it is believed that there is sufficient existing harmonisation for
free movement to be established. It also covers all those cross border * K %
information society services for which applicable national rules offer : ’;
similar levels of protection to allow for mutual recognition. For the very
wide scope of services thus covered, the Member State of destination
can only restrict incoming services on condition that they notify such C1-AA-99-016-017-EN-C
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actions and that these are scrutinised by a Commiittee that the directive
establishes for this purpose.

This country of origin approach is not only required by the Treaty
but more importantly can be achieved thanks to the effective
protection of consumers and other public interest objectives that the
directive brings. For example, it imposes a whole range of transparency
and information requirements identifying exactly where the information
society service emanates from, under which law it falls etc. such that
the consumer can take a well-informed decision. However, those who
argue that consumers will have to know what the law is in all the
different countries are unlikely to reduce their criticism which, by the
way, is a criticism of the entire notion of the Single Market. Yet, we
would suggest that what consumers really require are both better
information and improved redress which the directive appears to seek
to establish.

The text makes a number of positive steps towards improving
access to both Court and Out of Court actions in the country of origin.
This surely is where the efforts should be placed rather than launching
into pseudo-academic legal debates on the issue of country of origin
or country of destination control. When the provider is established in
another country than that of the consumer, then, whether or not the
consumer launches the action at home or abroad is besides the point
since, in any event, he/she will only get actual redress when a
judgement is executed by a judicial or non-judicial body in the country
of origin. We suggest that most consumers will be wary of buying
across borders until they are reassured that they will be treated equally
to national consumers in the country from which the service emanates.
Getting judgements from a local Court may be gratifying but it does
not provide you with the compensation for the financial injury
suffered. As a consumer you want your money back rather than
spending large amounts of it on the legal profession!

Now that the text has been adopted we hope therefore that readers
who are currently questioning the underlying principles of the Single
Market will provide us with their views on the issue of cross-border
redress rather than praise the rather dubious merits of country of
destination control. Given that this issue of cross-border redress is
central to the Commission’s policy work on commercial communications
and, more generally, the application of mutual recognition within the
Internal Market, we believe that the newsletter should serve its role
as a debating forum for this key issue. Meanwhile, we wish you all the
very best for 1999.
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National contact points for

commercial communications

National contact points

The European Commission Contact Point emphasises that national contact points should not be regarded as sources of specific legal advice.

Austria

Dr Maria REIFFENSTEIN
Bundeskanzleramt
Bundeskanzleramt Abt VII/A/4,
A-1011 Wien

Tel: +431-711 72 - 47 54

Fax: +431-715 58 31

Mrs. Kristina FLEISCHER
Bundesministerium f. Wirtschaftliche
Angelegenheiten

Abt I/A/4

Stubenring 1

A-1010 Wien

Tel: +431-71100 - 21 03

Fax: +431-71100 - 57 76
kristina.fleischer@bmwa.bm.wa.gv.at

Belgium

Mr Frederic BAEYENS
Ministere belge des Affaires
economiques,

Administration de la Politique
commerciale

Bureau 6.044 North Gate III,
154 Bld Emile Jacgmain,

1000 Bruxelles

Tel: +32-2-206 50 14

Fax:  +32-2-206 57 63

Denmark

The authority is the contact point
The National Consumer Agency of
Denmark

Amagerfaelledvej 56,

2300 Copenhagen S

Tel: +45-31 57 01 00

Fax:  +45-32 96 02 32
www.fs.dk

Finland

Mr Eero MANTERE

Ministry of Trade and Industry
P.O. BOX 230,

00171 Helsinki

Tel: +358-9-160 36 57

Fax: +358-9-160 40 22
eero.mantere@ktm.vn.fi

France

Mr Luc ROCHARD

Ministere de 'Economie des Finances
et de I'Industrie

139, rue de Bercy

75572 PARIS CEDEX 12

Tel: +33-1-44 97 31 79

Fax: +33-1-44 97 30 43

Germany

The authority is the contact point
Bundesministerium fur Wirtschaft,
Referat II B 4

Heilsbachstrasse 16,

D-53123 Bonn

Tel: +49-228-615 46 20

Fax: +49-228-615 48 76
Bundesministerium der Justiz,
Referat III B 5

D-53170 Bonn

Tel: +49-228-58 43 25

Fax: +49-228-58 45 25

Greece

Dimitra KYRIAKOPOULOU
Ministry of Development

General Secretariat for Consumers
Kaningos Square

GR-101 81 Athens

Tel: +301 38 21 68

Fax: +301 38 42 642

Ireland

Mr Michael CLARKE

Department of Enterprise, Trade and
Employment

Consumer Protection Branch

South Frederick St.,

Dublin 2

Tel: +353-1-6614444/2606

Fax:  +353-1-671 7457
clarkem@entemp.irlgov.ie

ltaly

Dr Francesco LOMBRASSA
Presidenza Consiglio Ministri
Via del Giardino 66

00186 Roma

Tel: +396-6779 5221

Fax: +396-699 1635

Luxembourg

Mrs Bernadette FRIEDERICI-CARABIN
Ministere des Classes Moyennes et du
Tourisme

6, avenue Emile Reuter,

L-2420 LUXEMBOURG

Tel: +352-47847 13/14

Fax: +352-47847 40

Netherlands

Ms. Mariétte KOBUS
Ministry of Economic Affairs
P.O.box 20101

2500 EC The Hague

Tel: +31-70-3796207
Fax: +31-70-3797014
M.Kobus@minez.nl

Portugal

Mrs Maria do CARMO SILVA
Instituto do Consumidor

Praca Duque de Saldanha no 31,
1050 Lisboa

Tel: +351-1-356 46 00

Fax: +351-1-356 47 19
ICPRES@MAIL. TELEPAC.PT

Spain

Mr Tomas RUANO,
Direcciéon  General
Interior

Paseo de la Castellana, 162
28046 Madrid

Tel: +34-91-349 5275

Fax: +34-91-349 3784

Mrs. Lourdes DIETTA

Instituto Nacional de Consumo
Principe de Vergara, 54

28006 Madrid

Tel: +34-91-431-2040

Fax: +34-91-576-39-27
lourdedr@consumo-inc.es

Sweden

Mr Per EKLUND
Ministry of the Interior,
Consumer affairs unit
S-103 33 Stockholm

Tel: +46-8-405 35 98
Fax: +46-8-723 11 93

UK

Lesley FORSDIKE

Department of Trade and Industry
Kingsgate House

66-74 Victoria Street

London

SW1E 6SW

Tel: +44-171-215 4153

Fax:  +44-171-215 2975

de Commercio
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' “A European Initiative on Elec-
tronic Commerce”, COM(97) 157
final, 16.04.97.

> Amongst the most recent are the
directives on the “regulatory trans-
parency mechanism”, the protection
of personal data, the protection of
consumers in respect of contracts
negotiated at a distance; and the pro-
posals on the legal protection of con-
ditional access services, electronic
signatures, copyright and related
rights and electronic money.

* European Parliament Resolution
A4-0173/98 on the Communication
from the Commission on “A Euro-
pean Initiative on Electronic Com-
merce”, 14.05.98.
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Electronic commerce in

the Internal Market

A proposal presented by the
Commission for a European
Parliament and Council Directive on
certain legal aspects

Executive summary

Electronic commerce offers the Commu-
nity a unique opportunity for economic
growth, to improve European industry’s
competitiveness and to stimulate invest-
ment in innovation and the creation of
new jobs. But such benefits will not be
optimised unless the many legal obstacles
which remain to the on-line provision of
services (particularly important for cross
border trade and for SMEs) are eliminated.
The present proposal intends to remove
such obstacles thereby allowing our citi-
zens and our industry to benefit in full
from the development of electronic com-
merce in Europe.

The Commission’s 1997 Communica-
tion on electronic commerce' set a clear
objective of creating a European coherent
legal framework by the year 2000. This
proposal meets that objective. It builds
upon and completes a number of other
initiatives® that, together, will eliminate
the remaining legal obstacles, while en-
suring that general interest objectives are
met, particularly the achievement of a
high level of consumer protection. This
proposal will reinforce the position of the
Community in the international discus-
sions on the legal aspects of electronic
commerce which are currently underway
in a number of international fora (WTO,
WIPO, UNCITRAL, OECD). The Commu-
nity will thus secure a major role in inter-
national negotiations and significantly
contribute to the establishment of a global
policy for electronic commerce.

The proposal is based on the
orientations set out by the Commission in

the 1997 Communication. It provides a
light, enabling and flexible approach. Par-
ticular attention has been paid both to the
special nature of the Internet and to the
role of interested parties and of self-regu-
lation. The proposal meets the principles
of subsidiarity and proportionality by cov-
ering only those issues where a Commu-
nity initiative is indispensable. These
issues, which were also identified in the
Commission’s 1997 Communication, have
been subsequently endorsed by the Euro-
pean Parliament®. They are the subject of
work at Member State and international
level and are being discussed by industry
and other interested parties.

At present, there is uncertainty in a
number of areas about how existing leg-
islation can be applied to the on-line pro-
vision of services. There is divergent
national legislation already in place or
currently being discussed. Furthermore,
diverging jurisprudence is emerging. The
proposal therefore seeks to remove the
obstacles that result from such conditions,
for service providers established in Eu-
rope, by tackling five key issues that to-
gether form a coherent framework to
bring about the free circulation of on-line
services. These issues are all inter-related
because obstacles to electronic commerce
services can arise at each step of the eco-
nomic activity (from the promotion and
the sale of a good or service to the settle-
ment of disputes) and because none of
these obstacles can be removed in isola-
tion (for example, clarifying a service pro-
vider’s liability is not possible without
defining its place of establishment). Ac-
cordingly, the European Parliament, in its
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recent resolution, has asked the Commis-
sion to speed up the process of present-
ing a proposal for a directive which would
address these issues in a coherent way.
These five issues are the following:
1) Establishment of Information Society
service providers
The proposal removes the current legal
uncertainty surrounding this issue by pro-
viding a definition of the place of estab-
lishment in line with the principles
established by the Treaty and the jurispru-
dence of the Court of Justice. This is a key
element for the proper functioning of the
Single Market. In addition, the proposal
prohibits special authorisation schemes
for information society services and sets
out some information requirements that
the provider must fulfil in order to ensure
transparency of its activities.
2) Commercial commumnications (adver-
tising, direct marketing, etc.)
Commercial communications are an es-
sential part of most electronic commerce
services. It is therefore important to clarify
and facilitate their use. The proposal thus
defines what constitutes a commercial
communication and makes it subject to
certain transparency requirements to en-
sure consumer confidence and fair trad-
ing. In order to allow consumers to react
more readily to harmful intrusion, the pro-
posal requires that commercial communi-
cations by e-mail are clearly identifiable.
In addition, for regulated professions
(such as lawyers or accountants), the pro-
posal lays down the general principle that
commercial communications are permit-
ted provided they respect certain rules of
professional ethics which should be re-
flected in codes of conduit to be drawn up
by professional associations.
3) Omn-line conclusion of contracts
Electronic commerce will not fully develop
if concluding on-line contracts is hampered
by certain form and other requirements
which are not adapted to the on-line envi-

Flectronic commerce

ronment. To this end, Member States shall
be obliged to adjust their national legisla-
tion. In addition, the proposal removes le-
gal insecurity by clarifying in certain cases
the moment of conclusion of the contract,
whilst fully respecting contractual freedom.
4) Liability of intermediaries

To facilitate the flow of electronic com-
merce activities, there is a recognised
need to clarify the responsibility of on-line
service providers for transmitting and stor-
ing third party information (i.e. when
service providers act as “intermediaries”).
To eliminate the existing legal uncertainty
and to bring coherence to the different
approaches that are emerging at Member
State level, the proposal establishes a
“mere conduit” exemption and limits
service provider’s liability for other “inter-
mediary” activities. A careful balance is
sought between the different interests in-
volved in order to stimulate cooperation
between different parties thereby reduc-
ing the risk of illegal activity on-line.

5) Implementation

Rather than inventing new rules, the Com-
mission has sought to ensure that existing
EC and national legislation is effectively en-
forced. By strengthening enforcement
mechanisms, the development of a genuine
Internal Market — based on mutual confi-
dence between Member States - is stimu-
lated. Such strengthening is achieved by
encouraging the development of codes of
conduct at Community level, by stimulating
administrative co-operation between Mem-
ber States and by facilitating the setting up
of effective cross-border alternative dispute
resolution systems. For similar reasons the
proposal also requires Member States to
provide for fast, efficient legal redress ap-
propriate to the on-line environment.
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I. OBJECTIVE

II. NECESSITY OF A LEGAL FRAMEWORK
FOR THE INTERNAL MARKET

III. ISSUES TO BE ADDRESSED
The establishment of service providers
Commercial communications
Electronic contracts
Liability of intermediaries
Settlement of disputes

. The role of national authorities and
the principle of country of origin

IV. THE APPROACH ADOPTED

1. Address only what is strictly necessary
for the internal market

2. Encompass all information society
services

3. Address the issues in the same instru-
ment

4. Refrain from dealing with external
aspects

5. Taking account of fundamental rights
and liberties

6. Establish a light, evolutionary and
Sflexible framework.

7. Ensure a high level of consumer pro-
tection

ANNEX : COMMENTARY ON INDIVIDUAL
ARTICLES

Explanatory memorandum

I. OBJECTIVE
Electronic commerce provides the Commu-
nity with a unique opportunity to create
economic growth, a competitive European
industry and new jobs. The legal frame-
work of the Internal Market and the euro
are key tools for exploiting this opportunity.
Electronic commerce is global and re-
quires increased international co-ordina-
tion. The European Union has launched a
dialogue on the implications of the global
electronic market place within the frame-
work of the Global Business Dialogue. The
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latter seeks to ensure a coherent approach
between public and private sectors at the
global level.

However, pending the establishment
of a set of rules covering the different ar-
eas at global level, the Union must act in
order to establish within Europe a genu-
ine Single Market for electronic com-
merce. This Single Market must ensure
that European businesses and citizens are
able to receive and supply information
society services throughout the Commu-
nity, irrespective of frontiers. Indeed, the
legal framework of the Internal Market
forms a major asset for electronic com-
merce, and electronic commerce forms a
major asset for the Internal Market:

o for the construction of Europe, elec-
tronic commerce in the area without fron-
tiers will bring together the peoples of
Europe, promote trade between them and
increase knowledge of their cultural diver-
sity;

o for European citizens and consumers,
electronic commerce will provide increased
access to goods and services of better qual-
ity at lower prices and heighten attention for
the protection of citizens at Community
level, not only at national level;

o for European enterprises, especially
SMEs, electronic commerce will provide
considerable opportunities for growth and
will encourage investment in innovation;
o for employment growth within the
Community. Even if it is not possible to es-
timate the total number of people currently
employed in electronic commerce activi-
ties, these activities offer a true employ-
ment potential. For example, according to
recent estimations more than 400,000 infor-
mation society related jobs were created
within the Community between 1995 and
1997. It is estimated that one in four new
jobs is derived from these activities; that
there are 500,000 unfilled vacancies requir-
ing information society skills and that 60%
of these are in SMEs seeking to develop
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their electronic commerce activities.

The Commission has already set out
the approach it is pursuing to ensure that
this potential can be realised. In its com-
munication “A European initiative in elec-
tronic commerce™ it announced the
creation of a legal framework for the In-
ternal Market based on the principle of
country of origin control. The features of
this approach include, in particular, avoid-
ing over-regulation, basing regulation on
Internal Market freedoms, taking account
of business realities and meeting general
interest objectives effectively and effi-
ciently. The Commission emphasises the
urgency of implementing this policy as
the measures set out in the communica-
tion must be taken by the year 2000.

The Commission’s work, based on
these principles and studies as well as
consultations with interested parties, has
identified a number of legal problems
which must be resolved quickly at Com-
munity level. In its work the Commission
has taken particular account of the opin-
ion of the European Parliament, as ex-
pressed in its resolution of 15" April 1998°
on the communication from the Commis-
sion, which urged the Commission to
present a proposal for a Directive on in-
formation society services in order to
clarify the regulatory framework and to
safeguard the rights of users of electronic
commerce.® The Commission has also
taken account of the opinions of the Com-
mittee of the Regions and of the Economic
and Social Committee,” of the consulta-
tions held with interested parties on the
basis of the Communication and of other
initiatives on the information society.

II. NECESSITY OF A LEGAL FRAMEWORK
FOR THE INTERNAL MARKET

Electronic commerce consists of informa-
tion society service® activities. These con-
sist of a large variety of on-line services, for
example, the sale of goods or services or

F lectronic commerce

the free provision of information remuner-
ated by commercial communication. These
services do not develop in a legal vacuum;
they are already subject to a series of na-
tional, Community or international rules.
However, having regard to the aims of the
Internal Market (Article 7a of the EC
Treaty), the principles of freedom of estab-
lishment (Article 52 of the EC Treaty) and
of the freedom to provide services (Arti-
cles 59 and 60 of the EC Treaty), certain
aspects of the existing legal framework
must be clarified in order to increase legal
security. Indeed, certain legal barriers ham-
per the exercise of these freedoms by an
information society service provider, or a
citizen using these services or make their
exercise less attractive.

1. Lack of clarity in the existing legal
framework

Differences in certain legal provisions ap-
plicable to information society services in
different Member States can result in a situ-
ation where, as an exception to the princi-
ple of free movement and subject to
conformity with the case law of the
Court of Justice, one Member State may
make the provision of a service from an-
other Member State conditional on super-
visory measures or the application of its
own legislation. In practice this means that
a service provider wishing to offer a serv-
ice throughout the Internal Market must, in
addition to the compliance with the rules
of the country in which he is established,
ensure that the service is compatible with
the law of the other 14 Member States.

A significant lack of legal certainty char-
acterises the current legal framework. This
legal uncertainty arises over the lawfulness of
measures taken by one Member State con-
cerning services provided by providers estab-
lished in another Member State (are they
justified in relation to the principle of free-
dom to provide services or of secondary
Community law applying that principle?) Le-

4 COM (97) 157 final, 16.4.1997,
Chapter 3.

3 Resolution on the communication
from the Commission to the Coun-
cil, the European Parliament, the
Economic and Social Committee
and the Committee of the Regions
on “A European initiative in elec-
tronic commerce”, A4-0173/98.

© Resolution of 14 April 1998, point
14.

7 Opinion of the Economic and So-
cial Committee on the “Communi-
cation from the Commission to the
Council, the European Parliament,
the Economic and Social Commit-
tee and the Committee of the Re-
gions: “A European initiative in
electronic commerce”, OJ C 19,
21.1.1998, p. 72.

8 See point IV(2)
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° This consists of a questionnaire
distributed as an insert in the
“Commercial Communications”
newsletter sponsored by Direc-
torate General XV which was
answered by interested parties.
To date some 80 responses have
been received.

gal uncertainty also arises in determining the
requirements to be met by information soci-
ety services (to what extent does a particular
rule apply to such services?). Cases which
have already been decided diverge, indicat-
ing that there is a serious lack of legal cer-
tainty whose adverse effects are strongly
amplified in a cross-border situation.

Moves in certain Member States to en-
act new legislation are apparent and there
are already differences in approach which
entail a real risk in the short term of frag-
menting the Internal Market. Some Mem-
ber States have already enacted legislation
specifically addressing information society
services (D) while others have begun a
large scale amendment of their rules (B, F,
FIN, I, NL); lastly, in some Member States
specific issues are the subject of surveys,
draft proposals or new legislation, (for ex-
ample, regulated professions (A, F, D, I );
liability (F, NL, S, UK); and contracts (A, B,
D, NL, DK, 9).

2. Significant economic costs
The current legal framework gives rise to
significant costs for operators wishing to de-
velop their activities across borders. The re-
sults of a survey undertaken within the
Commercial Communications newsletter’
demonstrate the significance and specific
nature of these costs.
o The significance of legal costs:
64% of respondents undertook a legal
analysis of the regulatory situation and
notably regarding the cross-border situa-
tion. Of the 36% who did not, 43% had not
yet done so because they were still in pilot
phases and 30% because they could not
afford to undertake such an evaluation.
Estimated legal costs to launch an in-
formation society service vary enormously.
Several examples demonstrate how they
often amount to considerable sums: one
operator responded that he is using 3-4
days of external legal advice per month,
another uses 50 hours per month of both
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internal and external legal advice (amount-
ing to approximately 70,000 DM per year),
another used fifty days of both in-house
and external legal advice to launch a new
service and an SME indicated that it had to
employ a lawyer on a full-time basis. One
of the key operators in the electronic com-
merce market noted that he has to rely on
8 in-house lawyers dedicating 45 hours per
week and 18 outside legal advisers who on
average supply 175 hours of advice per
week. For the UK market alone, this opera-
tor estimated that a review of the regula-
tory framework for his information society
service cost him 60,000 ECU.

o The specificity of the legal costs associ-
ated with electronic commerce:

Of those who have undertaken a legal
analysis, no less than 40% believe that the
legal uncertainty that characterised elec-
tronic commerce was greater than for
other lines of business. The cross-border
dimension of the activity also distin-
guishes it since 64% evaluated legal as-
pects other than those in their own
country and 57% believed it was essential
to evaluate how the activity would be
treated in other Member States. Moreover,
of those who did not make a legal assess-
ment, only 26% denied that there was a
risk and 30% would have done so if they
had had the resources to.

o The key areas giving rise to legal costs:
The survey allowed for the identification
of the legal issues giving rise to the most
significant problems:

3. The impact on investment by and
competitiveness of European companies
At present, an operator wishing to engage
in electronic commerce across the Internal
Market almost invariably has no certainty
that his service will not be subject to the
control of, or the imposition of direct or in-
direct restrictions by other Member States in
addition to the Member State in which he is
established. In view of this risk, the business
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must seek legal advice (from lawyers, con-
sultants, etc.) in each Member State and
negotiate with the authorities of those States
in order to be sure that their activities are
lawful there.

o The impact on investment:
Operators, particularly SMEs and
microenterprises, being unable to afford
high-quality legal advice, are discouraged
from exploiting the opportunities afforded
by the internal market and investing in the
European development of their businesses;
e The impact on the competitiveness of
European enterprises:

Operators must plan their service so that
it is compatible with the requirements of
all Member States. This is a disincentive
for investment in innovation and may lead
to the services being designed to meet the
requirements of the most severe restric-
tions. This means that some SMEs and
microenterprises are less competitive than
businesses with the funds to invest in an
evaluation of the risks of securing access
to the new market in electronic commerce
while remaining within the law.

4. The lack of confidence on the part of
consumers

Consumers and, more generally, recipi-
ents of services, may feel that they are in
an unclear and vague situation with few
guarantees as to the level of protection
afforded and they may therefore be un-
willing to conclude on-line contracts and
exploit new opportunities

II1. ISSUES TO BE ADDRESSED

1. The establishment of operators

What requirements must be met by an
operator wishing to provide information
society services? This can only be deter-
mined by ascertaining the Member State
in which the operator is established so
that the relevant rules concerning estab-
lishment can be identified. There are wide
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divergences of approach and many factors
giving rise to legal uncertainty in this area:
o determining the place of establishment
of an on-line service is particularly difficult;
is it determined by the server which hosts
a site, the ability to have access to a site in
a Member State, or is it a simple letter box?
The position in the Member States is very
vague in this area and national authorities,
operators and consumers are not clear as
to which rules apply;

e some confusion also exists over the issue
of authorisation arrangements or declara-
tion arrangements. In most Member States,
services that can be classified as information
society services do not generally require a
specific authorisation. Some Member States
have rules requiring declarations while in
others there are no prescribed formalities.
Uncertainties become apparent when new
kinds of services are established and it may
be difficult to classify them under existing cat-
egories (press, telecommunications, audio-
visual, etc.).

Given the principle of freedom of es-
tablishment (Article 52 of the Treaty)
which must be enjoyed by all persons
wishing to provide services over the
Internet, such a situation is unsatisfactory
and calls for clarification to facilitate the
exercise of this freedom.

2. Commercial communications
Commercial communication, (advertising,
direct marketing, etc.) by its nature, forms
part of most electronic commerce services
and is an area where obstacles to the
internal market are particularly marked:
o existing definitions in this area (for ex-
ample “advertising”, “sponsorship”) give
rise to uncertainty when they are applied
to on-line services. For example, in most
Member States it is unclear whether sim-
ply having an Internet site, establishing a
hypertext link, or using a domain name
constitutes commercial communication.
This is particularly harmful because, de-
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pending on the interpretation of existing
definitions, rules which may or may not
be suitable, will be triggered,;

o the disparity in the rules on the adver-
tising of regulated professions forms a clear
obstacle to the development of profes-
sional services over the Internet. The use
of a site by a professional service is often
considered to be commercial communica-
tion and Member States’ laws on regulated
professions differ markedly on this point:
many Member States strictly prohibit ad-
vertising, for example, in the case of law-
yers and doctors; in other Member States
the rules are decidedly more flexible, in
particular for the legal professions;

e national rules on unfair competition
may have a very restrictive effect as their
interpretation may result in prohibitions or
restrictions on certain commercial prac-
tices, such as promotional offers or rebates
and discounts. The effect is particularly
serious in the case of new and innovative
marketing practices and in view of the
need to employ them on the Internet to
make the business stand out among the
other services available;

e transparency requirements,(for exam-
ple, an indication that it is an advertising
message or is sponsored, etc.) are vague
and very divergent. In most Member States
there is no clear and general obligation to
indicate on an Internet site that commercial
communication is involved or to indicate
on whose behalf it appears. On the other
hand, in some Member States require-
ments of this type may arise under general
rules on consumer protection or fair trad-
ing or conversely under specific rules;

e new, intrusive commercial communi-
cation practices, such as “spamming”, or
advertising in discussion forums etc., raise
issues which have already resulted in
court cases or have led Member States to
adopt legislation.
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3. Electronic contracts

Apart from financing by commercial
communication, on-line transactions
(contractual undertakings, on-line pay-
ments, subscriptions) are another source
of revenue on the Internet. Specific ob-
stacles restricting the possibility of con-
cluding on-line contracts across frontiers
have been identified:

e some formal requirements prevent
contracts from being concluded electroni-
cally, or result in a considerable lack of le-
gal certainty as to their lawfulness or
validity. This may take the form of require-
ments which obviously rule out electronic
contracts (for example, a requirement that
a contract be drawn up on paper) or, more
frequently, difficulty arising from the inter-
pretation to be given to requirements such
as “in writing” (i.e. on paper), “in a dura-
ble medium”, “an original”. Such legal un-
certainty clearly works against on-line
transactions; some Member States are
therefore considering amending their rules
and the courts have already given rulings
on this matter. At Community level, the
recent proposal for a Directive on elec-
tronic signatures does not deal with formal
requirements other than signature;

o the particular acts performed by the
parties with a view to concluding
electronic contracts may result in consider-
able legal uncertainty as to the conclusion
of the contract. In particular, the same act
of clicking on the “OK” icon may have dif-
ferent legal implications in different
Member States (does it constitute accept-
ance of an offer to provide a service or a
customer’s offer to contract?) and can give
rise to uncertainty as to the time when the
contract was concluded (the time of receipt
or of sending the acceptance?). This ma-
jor divergence between the national legal
systems, linked to the specific nature of the
technological context, results in uncer-
tainty in cross-border contractual relations,
particularly for consumers, and is inimical
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to the development of the trust which is
necessary for electronic commerce (one
party may consider, on the basis of his own
legal system, that the contract has been
concluded while the other party, on the
basis of his national rules, believes that he
is not yet bound).

4. Liability of intermediaries

There is considerable legal uncertainty
within Member States regarding the appli-
cation of their existing liability regimes to
providers of information society services
when they act as “intermediaries”, i.e.
when they transmit or host third party in-
formation (information provided by the
users of the service). These activities have
been the subject of the different Member
States’ initiatives adopted or currently be-
ing examined on the issue of liability.

In view of the limited degree of
knowledge providers have about the in-
formation that they transmit or store via
interactive communication networks, the
main problem that arises is the allocation
of liabilities between on-line service pro-
viders transmitting and storing illegal in-
formation and the persons who originally
put such information on line.

Questions also arise as regards the
ability of providers to control the informa-
tion they transmit or store.

In this context, divergent principles
have been adopted in those Member
States which have introduced new legis-
lation specifically addressing this issue.
Equally divergent approaches are being
discussed in those Member States which
are assessing the need to legislate. Moreo-
ver, despite the limited case law available
in Europe, divergences in rulings and rea-
soning by the courts can already be noted.

For the Internal Market these diver-
gences could be the source of obstacles for
the cross-border provision of information
society services (for instance if a Member
State decides to block access to informa-
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tion stored in the server of a service pro-
vider established in another Member State
where the applicable liability regime is
deemed to be unsatisfactory). In some
Member States, this situation may also in-
hibit activities such as the provision of
hosting facilities. Indeed the current situa-
tion creates an incentive for providers to
establish such activities in Member States
with favourable regimes (forum shopping).
The situation also leaves different parties
(service providers, content providers, per-
sons whose rights have been violated and
consumers in general) under considerable
legal uncertainty.

5. Settlement of disputes

Court actions or out of court redress for
unlawful behaviour or disputes concerning
the Internet in cross-border cases are not
always sufficiently effective or appropriate
to induce businesses to provide services
and customers, in particular consumers, to
use them. Yet the Court of Justice has
clearly" established that access to justice is
a corollary of the freedoms of the area
without internal frontiers. Moreover, the
European Parliament has emphasised the
need for arbitration'. This failure of the law
to take account of the specific nature of the
Internet and of cross-border situations
emerges at various levels:

o the slowness of the remedy: unlawful
acts on the Internet will produce loss and
harm, characterised by their speed and
wide geographical scope. In the context
of the remedies for these problems, the
effectiveness of emergency measures are
sometimes dissuasive and should be im-
proved,

o the costs in relation to the nature of the
activities: apart from disputes between
professionals, disputes concerning the
Internet may be on a small scale, involv-
ing small amounts (micropayments) or
disputes between private individuals us-
ing an information society service (e.g.

10 See Case C-43/95 Data Delecta
and Forsberg [1996] ECR 1-4661.

! See footnote 3, point 32.
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classified advertisements) which do not
justify a full court action and are better
served by out of court remedies. How-
ever, the conditions for implementing out
of court measures are often not suited to
an on-line context (lodging the original of
an arbitral award with a tribunal, pres-
ence of the parties, notification, etc.);

e the procedures available to the na-
tional authorities, the co-operation be-
tween them and access to those
authorities are not always transparent and
effective. This aspect must be considered
more systematically, covering information
society services as a whole.

6. The role of national authorities and
the principle of country of origin

In electronic commerce there is a great
deal of uncertainty in determining which
Member State has jurisdiction over a par-
ticular activity. In some cases the same
activity may be subject to the supervision,
and within the jurisdiction, of a number of
Member States. As different links in the
economic chain of a particular activity
(the content provided, hosting, access to
the Internet, commercial communication,
etc.) may be connected to the territory of
a number of Member States, there may be
multiple points of supervision and thus of
legal frontiers. Yet, in other cases, some
activities are not subject to supervision by
the Member State on whose territory the
service provider operates.

This uncertainty as to “who supervises
what” is prejudicial to the free movement
of information society services and the
control of such services. It is therefore
necessary to improve the level of mutual
confidence between national authorities
by clarifying the application of the princi-
ple of free movement of services. This
principle (Articles 59 and 60 of the EC
Treaty) tends towards control in the coun-
try where the provider is established
(since, except under derogation, Member
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States may not restrict services coming
from a service provider established in an-
other Member State).

In practice the lack of a clear interpre-
tation of “information society services”,
“service provider” and “establishment”
means that the allocation of roles among
Member States in the control of service
providers remains unclear. In particular,
the uncertainty over the meaning of “es-
tablishment” prevents national authorities’
responsibilities from being clearly deter-
mined.

Moreover, the lack of information on
the origin of the service provider and on
his activities adds to the legal uncertainty.
National legislation shows that in most
Member States, there is no systematic ob-
ligation to provide information on the site
as such (i.e. apart from any offer made in
a commercial contract).

Finally, the fact that operators cannot
be certain that their service will not be
subject to the application of restrictive
measures in another Member State also
requires clarification.

IV. THE APPROACH ADOPTED

1. Address only what is strictly neces-
sary for the Internal Market

The approach is to interfere as little as
possible with national legal rules and to
do so only where it is strictly necessary for
the proper functioning of the area without
frontiers. In fact, the principal of mutual
recognition and the body of existing Com-
munity law help reduce the need for new
rules. Moreover, the parties involved can
themselves deal effectively with many of
the issues. This therefore reduces the re-
maining issues which call for regulatory
intervention. Accordingly, the Directive
does not need to cover complete areas of
law but can target specific aspects.
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2. Encompass all information society
services.
The Directive applies to “information soci-
ety services”, i.e. all services normally pro-
vided against remuneration, at a distance
by electronic means and on the individual
request of a service receiver. This defini-
tion, has already been adopted in Direc-
tive 98/34/EC of the European Parliament
and of the Council, laying down a proce-
dure for the provision of information in the
field of technical standards and regula-
tions'? and in the draft proposal for a Direc-
tive on the legal protection of services
based on, or consisting of, conditional ac-
cess)™. This definition encompasses a large
number of very different economic activi-
ties which may be carried out on line.
These include the following:
e abusiness to business or a business to
consumer service;
e a service consisting of the sale of
goods or services, as well as services
which are free to the recipient (the fund-
ing often being secured by commercial
communications');
e services allowing for on-line elec-
tronic transactions of goods such as inter-
active teleshopping, on-line shopping
malls, etc. (the fact that the good is not de-
livered on-line does not imply that inter-
active teleshopping is not an information
society service);
e a very wide range of sectors and ac-
tivities, for example electronic newspa-
pers, educational services, on-line
encyclopaedias, sales services for certain
products such as motor vehicles, tourism
services, professional services (lawyers,
doctors, chartered accountants, etc.),
estate agents, virtual supermarkets,
classified-advertisement services, BBS,
job-search services, search engines, enter-
tainment services, video-game services,
services providing access to the World
Wide Web, discussion forums, etc.).

It is essential to cover all of these activi-

Flectronic commerce

ties since all these services should be able
to benefit from the Internal Market and, in
legal terms, be guaranteed that they can
develop without regard for frontiers;
moreover, the development of the Internet
economy shows that the same service pro-
vider can supply a large number of services
across frontiers.

3. Address the issues in the same instru-
ment

Remaining obstacles must be addressed in
the same instrument in order to cover the
different stages of the economic activity of
the relevant services. To be able to engage
in such an activity it is necessary first of all
to set up the business, carry out commer-
cial communication activities, conclude
contracts with customers, deal with any
disputes involving liability and find proce-
dures for resolving any disputes, etc. As
the Commission indicated in its commu-
nication of 16" April 1997, it has identi-
fied the central elements in this economic
chain requiring regulation at Community
level to remove the cross-border obstacles
to those activities.

It is essential that the various stages of
the activities should be dealt with jointly
in the same instrument enabling operators
in practice to invoke the guarantee pro-
vided by the Directive so that there really
are no frontiers affecting their activities. A
Member State would otherwise remain
able to adopt measures affecting one of
those elements of a business’s activities
and thus frustrate the Community objec-
tive of achieving the proper functioning of
the area without internal frontiers.

Moreover, addressing the obstacles in
the same instrument ensures coherence
by grouping issues that are interdepend-
ent. The provisions of the Directive form
a response to issues which must be con-
sidered as a whole because the proposed
solutions are in most cases common to a
large number of information society serv-

12.0J 204 of 21.7.98, p. 37 as
amended by European Parliament
and Council Directive 98/98/EC of
20.7.98 amending Directive 98/34/
EC laying down a procedure for the
provision of information in the field
of technical standards and regula-
tions, OJ 217 of 05.08.1998 p. 18

13 Common position of the Council
on the adoption of Directive 98/...
of the European Parliament and of
the Council concerning the legal
protection of services based on, or
consisting of, conditional access.

4 The definition of a service does
not require a payment by the recipi-
ent. In accordance with the caselaw
of the Court of Justice, the concept
of a service “normally provided for
remuneration” (Article 60 of the
Treaty which sets out what is meant
by a service) does not make refer-
ence to specific means of financing
a particular service “Art. 60 does not
require the service to be paid for by
those for whom it is performed.”-
case C352/85 para 16) but to the
existence of an activity having an
“economic character” or of “consid-
eration (case C109/92 para 15)

15 See paragraphs 40 et seq. of Chap-
ter 3.
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1o 1t should be noted that the geo-
graphical siting of the technology
used is not to be taken into account;
(the definition of “establishment”
does not use criteria related to tech-
nology but to economic activity).
Thus information society services
using technology in third countries,
for example, hosting on a server,
are covered if the service provider
is established in the Community.
Likewise, service providers estab-
lished in a third country using a
server in the Community are not
covered by the Directive.

ices and are interlinked.

4. Refrain from dealing with external
aspects :

Until an international regulatory frame-
work is established, the Directive only
covers service providers who are estab-
lished in a Member State. It does not
cover, at this stage, information society
services provided by a person established
in a third country®. In practice this has the
following consequences:

e service providers who are not estab-
lished in the Commumnity cannot exploit
the opportunities afforded by the area
without internal frontiers guaranteed by
the Directive. To do so, they must estab-
lish themselves in a Member State;

This Directive does not prejudice:

o the Community’s international rights
and obligations,

e the results of the various discussions
within international organisations on the
legal aspects of electronic commerce.

This approach was adopted because
the Directive has as its primary objective to
ensure that the Internal Market functions
properly and further because the Commu-
nity is already participating actively in the
various efforts to establish a global frame-
work for the information society.

It is clear that the Internal Market ap-
proach followed in this Directive, and in
particular the application of the country of
origin rule, cannot be taken, at this stage,
as a model for possible future international
negotiations, in view of the fact that this
approach can only be followed when a
sufficient degree of legal integration exists.

5. Taking account of fundamental rights
and liberties

Activities involved in information society
services constitute both services within
the meaning of Articles 59 and 60 of the
Treaty and information within the scope
of the principle of freedom of expression
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laid down in Article 10 of the European
Convention on Human Rights. These ac-
tivities may therefore qualify for protec-
tion under the principle of freedom to
provide services, freedom of establish-
ment and freedom of expression. This es-
sential feature justifies the application of
the principles of the Internal Market, in
particular Article 3, according to which
Member States are prevented from re-
stricting services provided by a service
provider established in another
Member State who is already subject to
control and to the legal system there.

6. Establish a light, evolutionary and
flexible framework

The Directive takes account of the fact that
electronic commerce is at an early stage of
its development, the need to avoid restrict-
ing that commerce by hasty and ill-adapted
rules and the ability of parties to determine
many of the issues themselves. Moreover,
the Directive relies upon the ‘acquis’ of a
number of Directives already adopted to
achieve an Internal Market. Accordingly,
the priority is not to develop a set of new
rules but rather, on the one hand, to co-or-
dinate the amendment and modernisation
of national law where it is not suited to
electronic commerce and, on the other, to
guarantee the effective and efficient appli-
cation of existing rules. This explains, for
example:

o the fact that the Directive focuses
solely on the basic requirements which
must be transposed by Member States ir-
respective of the categories or rules to
which they will be anchored,

e the provisions which leave it to inter-
ested parties or the national authorities to
adopt the means of implementing certain
provisions of the Directive. The Directive
encourages the development of codes of
conduct at European level because nu-
merous electronic commerce issues can
be regulated by the interested parties
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themselves without there being any need
for legal intervention;

o the fact that the Directive, to account
for the specific nature of certain areas or
activities, foresees exceptions to the inter-
nal market principles in so far as they are
justified by the jurisprudence of the Euro-
pean Court of Justice.

7. Ensure a high level of consumer
protection

In view of the importance of electronic
commerce for the European service indus-
try and of the fact that its development is
as yet in its initial stages, it is important
that such commerce is not restricted and
that its growth is promoted while effec-
tively meeting general interest objectives
such as consumer protection. Thus, the
Directive provides for a number of provi-
sions which will reinforce the protection
of consumers and increase their trust in
new services in Europe, in particular:

o it will lessen the risk of illegal activities
via the Internet in Europe by establishing
effective control by national authorities at
the origin of the activity (in the Member
States where the company in question is
established); it has the effect of making
national authorities more responsible for
their obligation to ensure the protection of
the general interest not only within their
borders but also throughout the Commu-
nity and in the interests of citizens of other
Member States;

e itimposes information and transpar-
ency obligations upon operators which
are indispensable for the consumer to
take well-informed decisions;

e it establishes certain new guarantees
as regards contractual relations, in par-
ticular the obligation to make available to
users the means of correcting handling er-
rors, the clarification of the moment of
conclusion of electronic contracts and the
requirement that providers send a receipt;
e it guarantees belter redress systems by
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promoting codes of conduct, by allowing
the use of electronic out of court dispute
settlement mechanisms (conciliation, arbi-
tration), by facilitating efficient and fast
legal redress, and by establishing contact
points, at Member State level, to assist
consumers.

Moreover, the Directive leaves for
Member States the possibilities of adopt-
ing, for consumer protection reasons and
under certain conditions, measures re-
stricting the free circulation of Information
Society services, notably in the area of
contracts concluded with consumers.

It should be noted that the Rome
Convention’s criteria determining the law
applicable to contractual obligations,
which allow for derogations in favour of
the consumer, would be met, for example,
in the case where the conclusion of the
contract was preceded by a specific invi-
tation by e-mail sent to the consumer’s
country and where the consumer under-
took the steps necessary to conclude the
contract in his country.

Finally, given the speed and geo-
graphic scope of damages caused by ille-
gal Internet activities, it is desirable that
Member States allow for the act initiating
a national Court action to be sent by ap-
propriate electronic means and in a lan-
guage other than that of the Member State
of jurisdiction.
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' OJ L 204, 21.7.1998, p. 37, as
amended by Directive 98/48/EC; OJ
L217,5.8.1998, p. 18.

2 Case C-221/89 [1991] ECR I-3905,
paragraph 20.

3 Case C-56/96, [1997] ECR 1-3143,
paragraph 19.
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Annex : Commentary on
individual articles

Chapter |
General provisions

Article 1

This article clarifies the primary objective
which is to ensure that, following the
coming into force of this directive, infor-
mation society services will be able to
fully benefit form, except under deroga-
tion, the free movement of services be-
tween the Member States. It also clarifies
the scope of application particularly by
indicating that the Community “acquis” is
maintained.

Article 2: Definitions
Subparagraph (a) “information society
services”
This definition was taken from Article 1(2)
of Directive 98/34/EC'. In this Directive,
in accordance with the definition of serv-
ices laid down in Articles 59 and 60 of the
Treaty, information society services are
defined as “any service, that is to say, any
service normally provided for remunera-
tion, at a distance, by electronic means
and at the individual request of a recipi-
ent of services”. In addition, the Article
defines the following terms:”at a dis-
tance”, “by electronic means”, “at the in-
dividual request of a recipient of services”.
It must be noted that the definition of
information society services does not
cover Internet televised broadcasting
when it solely represents an additional
means of transmitting an integral or unal-
tered set of television programmes as de-
fined in Article 1(a) of Directive 89/552/
EC, which have been broadcast over the
air, by cable or by satellite.
Subparagraph (b) “service provider”
This definition is based on Articles 59 and
60 of the Treaty and their interpretation by
the case law of the Court of Justice. Any
person providing an information society
service constitutes a service provider.
Service providers include the following:

e natural and legal persons;

e in the case of legal persons, all forms
of company are included.

Subparagraph (c) “established service pro-
vider”

This definition makes it possible to deter-
mine the Member State in whose jurisdic-
tion the information society service
provider is situated. The definition
adopted is based on the judgement of the
Court of Justice which provided that “the
concept of establishment within the mean-
ing of Article 52 et seq. of the Treaty in-
volves the actual pursuit of an economic
activity through a fixed establishment in
another Member State for an indefinite
period™. This definition is based on quali-
tative criteria concerning the actual nature
and stability of the economic activity
rather than formal criteria (a mere
letter-box) or technology (establishment
of technical means, etc.) which readily
enable operators to evade supervision.

By focusing on the real nature of the
activity, the definition, on the one hand,
is sufficiently flexible to be applied by
national authorities on a case-by-case ba-
sis, and, on the other, enables the
Member State in which the service pro-
vider is established to exercise effective
authority over it and, if necessary, to take
measures or impose sanctions which will
produce real effects.

Furthermore, it should be noted that
the Court has recognised that the same
operator can be established in several
Member States. In such cases, the Court
has had reason to clarify, in the field of
television, that when there exist several
establishments belonging to the same TV
broadcasting organisation, the Member
State with supervisory powers shall be the
one where this organisation has the “cen-
tre of its activities™.

Thus, the following, for example, do
not amount to an establishment on the
territory of a Member State:
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e the location of the technology used,
e.g. the hosting of web pages or of a site;
o the ability to access an Internet site in
a Member State (any other approach
would mean that an operator would be
considered to be established in several or
indeed 15 Member States);

o the fact that a service provider estab-
lished in another Member State offers
services targeted at the territory of another
Member State (in fact, the Internal Market
enables businesses, particularly SMEs, to
tailor their offers to specific niche markets
in other Member States).

Subparagraph (d) “recipient of the service”
This definition is based on the definition
of services within the meaning of Arti-
cles 59 and 60. The recipient is the per-
son using a service, for example, a person
using a service which consists of organis-
ing a discussion forum and leaving a
message there.

Subparagraph (e) “commercial commu-
nications”

e The proposed definition covers the
various forms which commercial commu-
nications can take and is consistent with
the Commission’s new policy in this area
set out in its communication entitled “7he
Jfollow-up to the Green Paper on commer-
cial communications in the Internal Mar-
ket”.!

The reference to direct and indirect
promotion aims to prevent circumvention
of the ban on commercial communica-
tions for certain products and services.

In view of this wide definition and of
the need for legal certainty, it has been
specified that the promotion of a product,
service or image of an enterprise created
by a third party independently of that en-
terprise, for example, consumer-testing
services, comparisons, or competitions for
the best product or service, etc. does not
constitute commercial communication.

Given this definition, the following
would not constitute commercial commu-
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nications:

o mere ownership of a site;

e provision of information not constitut-
ing promotion;

e a hypertext link to a web site for com-
mercial communications when it is cre-
ated without any financial nexus to or any
other consideration from the person own-
ing the site (i.e. independent promotion);
e mention of the domain name or an
e-mail address, logo or brand name when
it is made without a financial nexus to or
other consideration from the owner of the
domain name, address, logo or brand
name (i.e. independent promotion).
Subparagraph (f) “coordinated field”
This definition makes it possible to deter-
mine the national provisions in respect of
which the Member States are to ensure
compliance under Article 3. It therefore
covers all requirements which may apply
to a person acting as a provider of infor-
mation society services or to information
society services.

Article 3: The Internal Market

This article has as its objective the imple-
mentation of the principle of freedom to
provide services under Article 59 of the
Treaty. This implementation is based, on
the one hand, on determining the
Member State responsible for ensuring
the legality of the activities in an informa-
tion society service and, on the other, on
the prohibition on other Member States
from restricting the freedom to provide
these services.

Thus, paragraph 1 requires the
Member State in which the service pro-
vider is established (as defined in Arti-
cle 2) to ensure that his activities comply
with the national law of the country (in-
cluding, of-course, applicable Community
regulation).

This provision does not seek to sub-
stitute either the 1980 Rome Convention
on applicable law for contractual obliga-

4 COM(1998) 121 final, 4.3.1998.




F lectronic commerce

5 Directive 97/13/EC of the Euro-
pean Parliament and of the Coun-
cil of 10 April 1997 on a common
framework for general authoriza-
tions and individual licences in the
field of telecommunications serv-
icesOJL 117,07.05.1997 p. 0015
- 0027

¢ OJL 144,4.6.1997, p. 19-27.

tions or the 1968 Brussels Convention on
judicial competence which continue to
apply. Nor does the Directive prejudice
ongoing work on judicial competence in
the context of the revision of the Brussels
Convention.

Paragraph 2 prohibits in principle all
forms of restriction to the freedom to pro-
vide information society services, i.e. any
actions on the part of a Member State li-
able to hamper or otherwise make the
free provision of services less attractive.
However, possible exemptions from the
principle are provided for in Article 22(2)
and (3).

Chapter Il - Principles

SECTION 1: ESTABLISHMENT AND
INFORMATION REQUIREMENTS

Article 4: Principle of
non-authorisation

The purpose of this article is to give effect
to the principle of freedom to provide
services by facilitating access to the sup-
ply of services on the Internet. Thus, it es-
tablishes a sort of “right to a site” which
can be exercised by any operator, com-
pany or self-employed person deciding to
use the Internet to provide a service.
Paragraph 1

The solution adopted has been to clarify the
existing situation by asking Member States
not to introduce any requirement of prior
authorisation, though subject to paragraph
2. This is a qualitative obligation covering

not only formal authorisation requirements’

but also any procedures which might have
the same effect, such as, for example, the
need to wait to receive a confirmation of
receipt following a declaration.
Paragraph 2

Sub-paragraph (a) of this paragraph is to
ensure that requirements for access to ac-
tivities which are not specific to informa-
tion society services continue to be
applicable. Thus, for example, if legisla-
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tion requires professional qualifications or
authorisation by a professional body or
authorisation to carry on the activities of
a travel agency, it will continue to apply
in full to any operator wishing to carry on
such activities on the Internet.

Sub-paragraph (b) covers general au-
thorisation requirements and individual
licenses established by Directive 97/13/
EC of 15" December 1997°.

Article 5: General information to be
provided

Paragraph 1

This paragraph refers more specifically to
the information concerning the service
provider. The obligation to supply infor-
mation supplements those which exist in
certain national laws and in Directive 97/
7/EC on the protection of consumers in
respect of distance contracts®, which is
specifically concerned with contractual
relationships. Thus, even if there is no
contract, the service provider will have to
make available the information specified
in this paragraph.

The information in question must be
easily accessible while the service is be-
ing provided. An icon or logo with a
hypertext link to a page containing the
information which is visible on all the
site’s pages would, for example, be suf-
ficient to meet this requirement.
Paragraph 2
The information referred to in this para-
graph is vital for protecting the consumer
and other recipients of the service and
for ensuring fair trading. A price indi-
cated in Euros will meet this require-
ment.

SECTION 2: COMMERCIAL COMMUNICATIONS

Article 6: Information to be provided
Subparagraph (a) establishes the princi-
ple that the commercial communication
must be clearly identifiable as such. This
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would be the case, for example, for a
header the content of which left no doubt
as to its nature. By contrast, identification
would not be clear, for example, if the
commercial communication is hidden, or
in the case of an article which praised the
qualities of a product and was commis-
sioned and financed by a commercial op-
erator without that fact being mentioned,
or again in the case of a site entirely spon-
sored by a private interest for the pur-
poses of advertising, but not mentioning
that fact.

Subparagraph (b) establishes that the
person on whose behalf the commercial
communication is carried out must be
clearly identifiable. This would be the
case, for example, if the banner carried
the name of that person. In the case of
commercial financing, an icon or logo
with a hypertext link to a page containing
the information which is visible on all the
site’s pages would, for example, be
enough to meet this requirement. As re-
gards banners, it must be clarified that a
person for whom the commercial commu-
nication is undertaken need not be di-
rectly identified on the banner. For
example, it would suffice if hypertext
links to the banner allowed for such iden-
tification.

Subparagraph (c) establishes that
promotional offers must be transparent.
Such offers are not prohibited, but they
must contain sufficient information so as
not to leave any ambiguity as to their na-
ture, and their conditions must be specifi-
cally indicated. In view of the possibilities
which exist on the Internet for supplying
information, such a requirement will
make it easier to protect the consumer
and safeguard fair trading without impos-
ing a significant financial burden on op-
erators.

Subparagraph (d) requires transpar-
ency with regard to promotional compe-
titions and games and stipulates that the
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conditions for taking part in them must be
indicated, for example by means of an
icon or logo with a hypertext link. The
promotional competitions and games in
question are those which serve the pur-
pose of commercial communication and
not gambling, which is excluded from the
Directive’s scope (Article 22(1)).

Article 7: Unsolicited commercial
communication
This Article deals with “spamming” prac-
tices, i.e. the sending of unsolicited e-mail
to consumers or discussion groups. The
need to protect the consumer demands
solutions over and above those which al-
ready exist in Article 10(2) of Direc-
tive 97/7/EC” and Article 12(2) of
European Parliament and Council Direc-
tive 97/66/EC concerning the processing
of personal data and the protection of pri-
vacy in the telecommunications sector.
This article requires unsolicited com-
munications to have a specific message
on the envelope so that the recipient can
instantly identify it as a commercial com-
munication without having to open it.

Article 8: Regulated professions
Paragraph 1

This paragraph sets out the general princi-
ple that commercial communication is per-
mitted for regulated professions to the
extent necessary for these professions to
be able to provide an information society
service and provided it meets the profes-
sional rules of conduct applicable to them.
Such rules exist in all Member States and in
all professions and meet legitimate general
interest objectives.

In practice, the issue for a service pro-
vider wishing to use the Internet to offer
services falling under the rules applicable
to regulated professions or to carry out
commercial communication in respect of
those services is to determine what types
of information may be communicated

7 OJL 144, 4.6.1997, p. 19-27.
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§ Proposal for a European Parlia-
ment and Council Directive on a
common framework for electronic
signatures; Communication from
the Commission to the European
Parliament, the Council, the Eco-
nomic and Social Committee and
the Committee of the Regions;
COM(98) 297 final, 13.5.1998.
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under the professional rules of practice
relating to advertising.

Paragraph 2

Given the considerable differences of ap-
proaches prevailing and the fact that this
sector has a tradition of self-regulation, it
is intended fo encourage the bodies repre-
senting regulated professions at European
level to identify the necessary adjustments
and common solutions, in compliance
with Community law, in the interest of the
professions themselves but also in the in-
terest of consumers and the competent
national authorities.

Two types of information merit par-
ticular attention from the bodies in ques-
tion: the provision of information on
specialities and fees. This information is
vital to economic activity and to consumer
protection. Other indications might also
be important and merit examination, in
particular, illustrations, photographs,
logos; cases resolved with the agreement
of customers; indication of names of cus-
tomers; customer testimonials of services
provided.

Finally, if necessary, the Commission
might take action to define what types of
information are compatible with the ethi-
cal rules of conduct in association with the
Member States in the context of the Com-
mittee set up under Article 23.

SECTION 3 : ELECTRONIC CONTRACTS

Article 9: Treatment of electronic
contracts

Paragraph 1

e This provision requires the
Member States to make it possible in re-
ality for electronic contracts to be used. It
complements the proposal for a Directive
for a common framework for electronic
signatures® which solely addresses the is-
sue of the legal validity of electronic sig-
natures without touching other aspects of
the legal validity of electronic contracts.

Commercial Communications January 1999

This means that the Member States have
an obligation to succeed, carry out a sys-
tematic review of those rules which might
prevent, limit or deter the use of elec-
tronic contracts and to carry out this re-
view in a qualitative way, i.e. not seeking
simply to amend the key words in the
rules (e.g. “paper”) but to identify every-
thing which might in practice prevent the
“effective” use of electronic contracts.

The scope of the analysis to be carried
out by the Member States covers all the
stages of the contractual process, and not
solely that of the actual conclusion of the
contract, and the question of the medium
used for the contract. The various stages
of the contractual process are: the invita-
tion to treat or the contract offer itself,
negotiations, the offer (where there has
been an invitation to enter into a con-
tract), the conclusion of the contract, reg-
istration, cancellation or amendment of
the contract, invoicing, archiving the con-
tract.

In concrete terms, for the purposes of
incorporating this Article into their legis-
lation and enforcing the obligation, the
Member States will have to:

e repeal provisions which manifestly
prohibit or restrict the use of electronic
media;

e not prevent the use of certain elec-
tronic systems as intelligent electronic
agents;

e not give electronic contracts a weak
legal effect, the result of which would be
to favour in practice the use of paper con-
tracts;

e adapt the formal requirements which
cannot be met by electronic means or, as
will more often be the case, which give
rise to legal uncertainty because it is not
certain how they are to be interpreted or
applied to electronic contracts. This does
not affect the requirement of a signature,
which is already covered by the proposal
for a Directive on a common framework
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for electronic signatures’. Legal uncer-
tainty as to the interpretation of formal
requirements is the most frequent obsta-
cle to the effective use of electronic con-
tracts. Examples of formal requirements
which the Member States will have to ex-
amine and, where appropriate, amend
are:

Requirements as to the medium used for
the contractual process:

that the contract be on “paper”, that the
contract be “written”, that a “letter” (letter
of confirmation, letter of intent) be sent,
that a “document” be presented, that a
specific “form” be used, that there be an
“original copy” of the contract, that there
be a certain number of “original copies”
(e.g. one per person), that the contract be
“printed” or “published”.

Requirements as to human presence:

that the contract be negotiated or con-
cluded by natural persons or in the pres-
ence of both parties, that the contract be
negotiated or concluded in a specific
place.

Requirements as to the involvement of
third parties:

that the contract be prepared or authenti-
cated by a notary, that the contract be
concluded in the presence of witnesses,
that the contract be registered or lodged
with a person or authority.

As regards fiscal aspects of invoicing,
it should be noted that specific measures
at Community level will be necessary to
remove the barriers that exist as a conse-
quence of the divergence in requirements
imposed at national level.

Paragraphs 2, 3 and 4

The purpose of these derogations is to
introduce a degree of flexibility and to
take account of situations when restric-
tions to the use of electronic contracts
might be justified. They can also be
adapted by implementing measures.
Moreover, to ensure transparency,
Member States are asked to indicate the
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types of contract which will be covered by
this derogation.

Article 10: Information to be provided
In order to ensure a high standard of fair
trading and consumer protection, this Ar-
ticle pursues an objective of transparency
regarding the various stages of the con-
tractual process, in particular the need to
describe in advance what different steps
are necessary before the formal conclu-
sion of a contract. This aspect specific to
the formation of electronic contracts is not
dealt with by Directive 97/7/EC.

Paragraph 2 emphasises the impor-
tance of the quality of the act of consent.

Paragraph 3 aims to allow the recipi-
ent of the service to have access to rel-
evant codes of conduct concerning
contractual aspects that the service pro-
vider is subject to.

Article 11: Time at which the contract
is concluded

The Article addresses a specific situation:
e a contractual process in which the re-
cipient of the service only has the choice
of clicking “yes” or “no” (or the use of an-
other technology) to accept or refuse an
offer;

e a concrete offer made by a service
provider (the situation in which the serv-
ice provider only issues an invitation to
offer is not covered).

In view of the significant degree of
legal uncertainty surrounding this type of
situation, the Article seeks to determine
clearly the time at which a contract is con-
cluded (paragraph 1). Paragraph 2 re-
quires the service provider to put in place
appropriate means for the recipient to be
able to identify and correct handling er-
rors, such as confirmation windows allow-
ing him to be able to ensure that the
recipient has indeed accepted his offer.

° Proposal for a European Parlia-
ment and Council Directive on a
common framework for electronic
signatures; Communication from
the Commission to the European
Parliament, the Council, the Eco-
nomic and Social Committee and
the Committee of the Regions;
COM(98) 297 final, 13.5.1998.
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SECTION 4: LIABILITY OF INTERMEDIARIES

This section establishes limitations on the
liability of Information Society service
providers, when they act as “intermediar-
ies”, as regards illegal acts initiated by oth-
ers.

Only the activities involved in serving
as on-line intermediaries are covered.
These activities are characterised by: (i)
the fact that the information is provided
by recipients of the service and (ii) the fact
that the information is transmitted or
stored at the request of recipients of the
service. The term “recipient” of the serv-
ice should be understood to cover a per-
son who places information on-line as
well as a person who accesses and/or re-
trieves such information. The term “infor-
mation” as used in this section should be
understood in a broad sense.

Other types of activities which also
constitute Information Society services are
not addressed since no new problems
specific to the Internet have been identi-
fied as arising. Thus, for example, the sale
of plane tickets by an on-line travel
agency (even if the agency sells the tick-
ets on behalf of the airline company) can-
not be considered as mere conduit or
storage of information of third parties and
therefore does not fall within the limita-
tions established by this Directive.

Limitations to liability are established
in a horizontal manner, i.e. they affect li-
ability for all types of illegal activities initi-
ated by third parties on line (e.g. copyright
piracy, unfair competition practices, mis-
leading advertising, etc.). It should be clear,
however, that the provisions of this section
do not affect the underlying material law
governing the different infringements that
may be concerned. This section is re-
stricted to the establishment of the limita-
tions on the liability. If a service provider
fails to qualify for such limitations, the na-
ture and scope of his liability will be estab-
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lished on the basis of Member States’ leg-
islation.

The distinction as regards liability is
not based on different categories of opera-
tors but on the specific types of activities
undertaken by operators. The fact that a
provider qualifies for an exemption from
liability as regards a particular act does
not provide him with an exemption for all
of his other activities.

Article 12: Mere conduit

Article 12 establishes an exemption from
liability as regards acts of transmission of
information in communication networks
where the service provider plays a passive
role as a conduit of information for third
parties (the recipients of the service).

This liability exemption covers both
cases in which a service provider could be
held directly liable for an infringement
and cases in which a service provider
could be considered secondarily liable for
someone else’s infringement (for instance
as an accomplice). As regards the types
of activities covered by this article claims
for damages cannot be directed against
the provider for any form of liability.
Equally, the provider cannot be subject to
prosecution in a criminal case. The article
does not exclude, however, the possibil-
ity of an action for injunctive relief.
Paragraph 1
The application of the exemption requires
that the information transmitted is “pro-
vided by the recipient of the service”.
When the service provider is transmitting
his own information he cannot be consid-
ered any longer as performing an interme-
diary, i.e., a “conduit” activity. The same
holds if the provider modifies the informa-
tion itself during the course of the trans-
mission.

To be granted an exemption from li-
ability, three conditions must be fulfilled
cumulatively.

The requirement that the provider
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does not initiate the transmission means
that the provider is not the person who
makes the decision to carry out the trans-
mission. The fact that a provider automati-
cally initiates a transmission at the request
of a recipient of his service does not mean
that the service provider initiated the
transmission in this sense.

The requirement that the provider
does not select the receivers of the trans-
mission does not imply that the provider
is disqualified from the exemption in the
case of the selection of receivers as an
automatic response to the request of the
person initiating the transmission (e.g. a
user’s request to have an e-mail forwarded
to a mailing list broker).

The third requirement is that the pro-
vider neither selects nor modifies the in-
formation contained in the transmission.
Paragraph 2
Intermediate and transient storage taking
place during the transmission of the infor-
mation in order to carry it out, is covered
by the “mere conduit” exemption.

Only those acts of storage that take
place during the course of transmitting the
information and which do not serve any
purpose other than the carrying out of the
communication will benefit from the ex-
emption. These acts of storage do not in-
clude copies made by the provider for the
purpose of making the information avail-
able to subsequent users. Such acts will be
addressed in Article 13.

The term “automatic” refers to the fact
that the act of storage occurs through the
ordinary operation of the technology. The
term “intermediate” refers to the fact that
the storage of information is made in the
course of the transmission. The term “tran-
sient” refers to the fact that the storage is for
a limited period of time. However, it
should be clear that the information can-
not be stored beyond the time that is rea-
sonably necessary for the transmission.
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Article 13: “Caching”

This article addresses temporary forms of
storage most often referred to as “system
caching”. This form of storage is under-
taken by the service provider with a view
to enhance the performance and the
speed of digital networks. It does not con-
stitute as such a separate exploitation of
the information transmitted. Thus, copies
of the information, made available on line
and transmitted by third parties, are tem-
porarily kept in the operator’s system or
network for the purpose of facilitating the
access of subsequent users to such infor-
mation. Such copies are the result of a
technical and automatic process and they
are “intermediate” between the place in
the network where the information was
originally made available and the final
user.

To benefit from an exemption for po-
tential liability arising from this type of
storage, the provider must respect certain
conditions.

Article 14: Hosting

Paragraph 1

Article 14 establishes a limit on liability as
regards the activity of storage of informa-
tion provided by recipients of the service
and at their request (e.g. the provision of
server space for a company’s or an indi-
vidual’s web site, for a BBS, a newsgroup,
etc.).

The exemption from liability (both as
regards civil and criminal liability) cannot
be granted if a service provider knows
that a user of his service is undertaking
illegal activity (actual knowledge).

The exemption from liability, as re-
gards claims for damages, cannot be
granted if the service provider is aware of
facts and circumstances from which the
illegal activity is apparent.

Service providers will not lose the ex-
emption from liability if after obtaining
actual knowledge or becoming aware of
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1 Communication from the Com-
mission to the European Parlia-
ment, the Council, the Economic
and Social Committee and the
Committee of Regions on an Ac-
tion Plan on promoting safe use of
the Internet. Adopted by the Com-
mission on 12 November 1997
(COM 97 (582)).

Council Recommendation 98/560
of 24 September 1998 on the de-
velopment of the competitiveness
of the European audio-visual and
information services industry by
promoting national frameworks
aimed at achieving a comparable
and effective level of protection of
minors and human dignity. OJ L
270 from 7/10/98, p. 48-55.

' Recommendation on the devel-
opment of the competitiveness of
the European audiovisual and in-
formation services industry by pro-
moting national frameworks aimed
at achieving a comparable and ef-
fective level of protection of mi-
nors and human dignity.

2. OJL 204, 21.7.1998, p. 37, as
amended by Directive 98/48./EC,
OJL 217,5.8.98 p.18-26....,.....

facts and circumstances indicating illegal
activity, they act expeditiously to remove
or to disable access to the information.

This principle, established in the sec-
ond indent of the paragraph, provides a
basis on which different interested parties
may lay down procedures for notifying
the service provider about information
that is the subject of illegal activity and for
obtaining the removal or disablement of
such information (sometimes referred to
as “notice and take down procedures”). It
should nevertheless be stressed that these
procedures do not and cannot replace
existing judicial remedies.

The Commission is actively encourag-
ing industry self-regulatory systems, in-
cluding the establishment of codes of
conduct and hot line mechanisms'.
Paragraph 2
This paragraph establishes that if a recipi-
ent of the service acts under the authority
or the control of the provider, Article 14
does not apply. It should be stressed that
the relevant control is the control of the
recipient’s acts and not the control over
the information as such.

Article 15: No obligation to monitor
This article establishes that no general
obligation should be imposed on provid-
ers to screen or to actively monitor third
party content. This general rule does not
affect the possibility of a court or law en-
forcement agency requesting a service
provider to monitor, for instance, a spe-
cific site during a given period of time, in
order to prevent or combat specific illegal
activity.

Chapter Il - Implementation

The purpose of this Chapter is to ensure
that the Directive is properly imple-
mented in the interests of the public and
service providers and it is justified by the
need to ensure the proper functioning of
the internal market, in particular the appli-
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cation of the principle of country of origin
laid down by Article 3.

Article 16: Codes of conduct

This Article therefore encourages the crea-
tion of codes of conduct at European
level. It is wholly consistent with the
policy adopted at Community level both
by Council Recommendation 98/560 of
24™ September 1998" and with the Coun-
cil Decision adopting a Multiannual Ac-
tion Plan promoting safe use of the
Internet of ....

In order to ensure that these codes of
conduct are consistent with Community
law, subparagraph (b) encourages inter-
ested parties to inform the Commission of
any draft codes. By contrast, under Direc-
tive 98/34/EC", voluntary agreements to
which a public authority is party must be
notified in accordance with the terms of
the Directive.

This provision will be particularly im-
portant for the implementation of certain
other provisions, such as Article 8.

Article 17: Out of court dispute
settlement

Paragraph 1

This Article establishes an obligation to
allow effective recourse to these rem-
edies, in particular by electronic means,
where they comply with the principles set
out in paragraph 2. This type of mecha-
nism would appear particularly useful for
some disputes on the Internet because of
their low transactional value and the size
of the parties, who might otherwise be
deterred from using legal procedures be-
cause of their cost. The legal framework
of these dispute-settlement mechanisms
in the Member States should not be such
that it limits the use of these mechanisms
or makes them unduly complicated. For
example, in the case of specific mecha-
nisms for disputes on the Internet, these
could take place electronically.
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Paragraph 2

These principles apply solely to disputes
concerning consumption and are already
set out in Commission Recommendation
98/257/EC", adopted on 30" March 1998,
on the principles applicable to the bodies
responsible for out-of-court settlement of
consumer disputes and are explained in
the Commission Communication of
30™ March 1998 on the out-of-court settle-
ment of consumer disputes'?.

Article 18: Court actions
This Article is concerned solely with is-
sues which must be addressed to ensure
the proper functioning of the Internal
Market, and it is directly linked to the
Community objective of guaranteeing the
freedom to provide services as defined in
Atrticle 3 of the Directive, in particular by
not calling into question the mutual con-
fidence between Member States.
Paragraph 1 relates to legal remedies
in urgent cases (e.g. applications for the
adoption of interim measures). The Mem-
ber States must take measures to make
such remedies effectively available and
will therefore have to examine whether
their procedures are adapted to tackling
illicit conduct or disputes on the Internet.

Article 19: Cooperation between
authorities

The purpose of this Article is to give na-
tional authorities the means of meeting
their task of monitoring information soci-
ety services and to ensure effective co-
operation between Member States and
between the Member States and the Com-
mission.

Paragraph 4 requires Member States
to set up within their administration con-
tact points that can direct and assist the re-
cipients of services, in particular
consumers.
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Article 20: Electronic means

The purpose of this Article is to allow im-
plementing measures to be adopted con-
cerning the electronic means which might
be considered appropriate for the pur-
poses of meeting the obligations which
refer to such means of communication
(Articles 17(1) and 19(4)). Such measures
must be taken with a view to facilitating
cross-border communications under ad-
equately secure conditions.

Article 21: Sanctions
This is a standard provision for internal
market Directives.

Chapter IV - Derogation

Article 22: Derogations
In view of its wide scope and the need to
ensure a degree of flexibility and leeway
in its application, the Directive provides
for three types of derogation:
Paragraph 1:
The general derogations to the scope of
application cover taxation and the areas
covered by Directive 95/46/EC". There
could be certain interference between the
latter and this Directive on electronic com-
merce. Given that Directive 95/46/EC al-
ready ensures the free circulation of
personal data between the Member States,
the area it covers has been excluded from
the scope of application of this Directive.
The fiscal aspects of electronic commerce
are also excluded and are under review in
the work that has been launched by the
Commission Communication “Electronic
commerce and indirect taxation'®”.
Moreover, certain activities listed in
Annex I of the Directive are also excluded
because it is not possible to guarantee the
freedom to provide services between
Member States given the lack of mutual
recognition or sufficient harmonisation to
guarantee an equivalent level of protec-
tion of general interest objectives.

¥ QOJL 115, 17.4.1998, p. 31.
4COM(98) 198 final.

!> Some conflict could arise between
this latter directive and the present
directive on electronic commerce.
Given that directive 95/46/EC al-
ready guarantees the free circulation
of personal data between Member
States, it’s ambit is excluded from
the scope of application of the
present directive.

1*COM(1998) 374 final




B lectronic commerce

Paragraph 2:
Derogation from the Internal Market
clause:

The country of origin principle, as en-
visaged in this Directive, requires certain
derogations in the specific cases cited in
Annex II of the Directive. Indeed, certain
specific areas cannot benefit from the
country of origin principle because in
these fields
e it is impossible to apply the principle of
mutual recognition as set out in the case
law of the Court of Justice concerning the
principles of freedom of movement en-
shrined in the Treaty, or
e itisan area where mutual recognition
cannot be achieved and there is insuffi-
cient harmonisation to guarantee an
equivalent level of protection between
Member States,

o there are provisions laid down by exist-
ing Directives which are clearly incompat-
ible with Article 3 because they explicitly
require supervision in the country of des-
tination.

Paragraph 3:

Derogations from the freedom to provide
services in specific cases:

Paragraph 3 allows measures to be
taken in very specific cases to restrict the
freedom to provide information society
services which would normally be consid-
ered incompatible with Article 3(2).
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These derogations are subject to a se-
ries of conditions relating to the measures’
characteristics (subparagraph (a)) and the
conduct of the Member State taking them
(subparagraph (b)).

Moreover, an emergency procedure
has been devised to take account of the
speed at which loss and damage can oc-
cur.

Moreover, the derogations are subject
to a supervision procedure by the Com-
mission. It goes without saying that the
Commission’s approach in this context
will be flexible, and, in particular, will
seek to avoid cases of disguised or dispro-
portionate restrictions to the free move-
ment of the relevant services. Having said
this, the Commission will fully account for
the Member States’ need to enforce laws
seeking to protect fundamental societal
interests. It would, for example, be out of
the question for the Commission to pre-
vent a Member State from applying a law
which would forbid the arrival of racist
messages.

Chapter V

Article 23 sets up the Consultative Commit-
tee charged with assisting the Commission
in implementing its powers of enforce-
ment. The subsequent articles are stand-
ard for Directives.
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Proposal for a European Parliament and
Council Directive on certain legal aspects of
electronic commerce in the Internal Market

The European Parliament and the
Council of the European Union,

Having regard to the Treaty establish-
ing the European Community, and in par-
ticular Articles 57(2), 66 and 100a thereof,

Having regard to the proposal from
the Commission',

Having regard to the opinion of the
Economic and Social Committee?,

Acting in accordance with the proce-
dure referred to in Article 189b of the
Treaty?,

(1) Whereas the European Union is seek-
ing to forge ever closer links between the
States and peoples of Europe, to ensure eco-
nomic and social progress; whereas, in ac-
cordance with Article 7a of the Treaty, the
Internal Market comprises an area without
internal frontiers in which the free move-
ment of goods, services and the freedom of
establishment are ensured; whereas the de-
velopment of information society services
within the area without internal frontiers is
vital to eliminating the barriers which divide
the European peoples;

(2) Whereas the development of elec-
tronic commerce within the information
society offers significant employment op-
portunities in Europe, particularly in small
and medium sized enterprises, and will
stimulate economic growth and invest-
ment in innovation by European compa-
nies;

(3) Whereas information society serv-
ices span a wide range of economic activi-
ties which can, notably, consist of selling
goods on line; whereas they are not solely
restricted to services giving rise to on-line
contracting but also, in so far as they rep-
resent an economic activity, to services

which are not remunerated by those who
receive them, such as those offering on-
line information; whereas information so-
ciety services also include on-line
activities via telephony and facsimile,

(40 Whereas the development of infor-
mation society services within the Commu-
nity is restricted by a number of legal
obstacles to the proper functioning of the
Internal Market which hamper or make
less attractive the exercise of the freedom
of establishment and the freedom to pro-
vide services; whereas these obstacles arise
from divergences in legislation and from
the legal uncertainty as to which national
rules apply to such services; whereas, in
the absence of co-ordination and adjust-
ment of legislation in the relevant areas,
obstacles might be justified in the light of
the case law of the Court of Justice;
whereas legal uncertainty exists with re-
gard to the extent to which Member States
may control services originating from an-
other Member State;

(5) Whereas, in the light of Community
objectives, of Articles 52 and 59 of the
Treaty and secondary Community law,
these obstacles should be eliminated by
co-ordinating certain national laws and by
clarifying certain legal concepts at Com-
munity level to the extent necessary for
the proper functioning of the Internal
Market; whereas, by dealing only with
certain specific matters which give rise to
problems for the Internal Market, this Di-
rective is fully consistent with the need to
respect the principle of subsidiarity;

(6) Whereas, in accordance with the
principle of proportionality, the measures
provided for in the Directive are strictly
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limited to what is needed to achieve the
objective of the proper functioning of the
Internal Market; whereas, where action at
Community level is necessary, and in or-
der to guarantee an area which is truly
without internal frontiers as far as elec-
tronic commerce is concerned, the Direc-
tive must ensure a high level of protection
of general interest objectives, in particular
consumer protection and the protection of
public health; whereas according to Arti-
cle 129 of the EC Treaty, the protection of
public health is an essential component of
other Community policies; whereas this
Directive does not impact on the legal re-
quirements applicable to the delivery of
goods as such, nor those applicable to
services which are not information society
services;

(7) Whereas this Directive does not aim
to establish specific rules on international
private law relating to conflicts of law or
jurisdiction and is therefore without preju-
dice to the relevant international conven-
tions;

(8) Whereas information society serv-
ices should be supervised at the source of
the activity in order to ensure an effective
protection of public interest objectives;
whereas, to that end, it is necessary to en-
sure that the competent authority pro-
vides such protection not only for the
citizens of its own country but for all Com-
munity citizens; whereas, moreover, in
order to effectively guarantee freedom to
provide services and legal certainty for
suppliers and recipients of services, such
information society services should only
be subject to the law of the Member State
in which the service provider is estab-
lished; whereas, in order to improve mu-
tual trust between Member States, it is
essential that this responsibility of the
Member State of origin be clearly ex-
pressed,;

(9) Whereas the place at which a service
provider is established should be deter-
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mined in accordance with the case law of
the Court of Justice; whereas the place of
establishment of a company providing
services via an Internet website is not the
place at which the technology supporting
its website is located or the place at which
its website is accessible; whereas, in con-
formity with the case law of the Court® in
the case where the same supplier has a
number of establishments, the competent
Member State will be the one where the
supplier has the centre of his activities;
whereas in the case where it is particularly
difficult to assess in which Member States
the supplier is established, co-operative
procedures are established between the
Member States and the consultative com-
mittee can be convened in urgent cases to
examine such difficulties;

(10) Whereas commercial communications
are essential for the financing of information
society services and for developing a wide
variety of new, free of charge services;
whereas in the interests of consumer protec-
tion and fair trading, commercial communi-
cations, including discounts, promotional
offers and promotional competitions, must
meet a number of transparency require-
ments and that these requirements are with-
out prejudice to Directive 97/7/EC of the
European Parliament and of the Council on
the protection of consumers in respect of
distance contracts’; whereas this Drective
does not affect existing Directives on com-
mercial communications in particular Direc-
tive 98/43/EC® of the European Parliament
and of the Council relating to the advertis-
ing and sponsorship of tobacco products;
(11) Whereas Article 10(2) of European
Parliament and Council Directive 97/7/EC
on the protection of consumers in respect
of distance contracts” and Article 12(2) of
European Parliament and Council Direc-
tive 97/66/EC concerning the processing
of personal data and the protection of pri-
vacy in the telecommunications sector®
address the issue of consent by receivers
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for certain forms of unsolicited commer-
cial communication and are fully applica-
ble to information society services;

(12) Whereas in order to remove barriers
to the development of cross-border serv-
ices within the Community which profes-
sional practitioners might offer on the
Internet, it is necessary that compliance
be guaranteed at Community level with
professional rules aiming, in particular, to
protect consumers or public health;
whereas codes of conduct at Community
level would be the best means of deter-
mining the rules on professional ethics
applicable to commercial communication;
whereas the drawing up or, where appro-
priate, adaptation of such rules should in
the first place be encouraged by, rather
than laid down in, this Directive; whereas
the regulated activities covered by this
Directive should be understood in accord-
ance with the definition established in
Article 1(d) of Council Directive 89/48/
EEC on a general system for the recogni-
tion of higher-education diplomas
awarded on completion of professional
education and training of at least three
years’ duration’;

(13) Whereas each Member State must
amend its legislation containing require-
ments, in particular form requirements,
which are likely to curb the use of contracts
by electronic means, subject to any Com-
munity measure in the field of taxation that
could be taken on electronic invoicing;
whereas the examination of the legislation
requiring such adjustment should be sys-
tematic and cover all the necessary stages
and acts of the contractual process, includ-
ing the archiving of the contract; whereas
the result of this amendment must be to
make contracts concluded electronically
genuinely and effectively possible in law
and in practice; whereas the legal effect of
electronic signatures is dealt with by Euro-
pean Parliament and Council Directive 98/
../EC on a common framework for elec-
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tronic signatures'’; whereas it is necessary
to clarify at what point in time a contract
entered into electronically is considered to
be effectively concluded; whereas the serv-
ice recipient’s agreement to enter into a
contract may take the form of an on-line
payment; whereas the acknowledgement
of receipt by a service provider may take
the form of the on-line provision of the
service paid for;

(14) Whereas, amongst others, Council Di-
rective 93/13/EEC" on unfair terms in con-
sumer contracts and European Parliament
and Council Directive 97/7/EC of the Euro-
pean Parliament and of the Council on the
protection of consumers in respect of dis-
tance contracts' are the essential means es-
tablished at Community level to protect
consumers in contractual matters and these
Directives also apply in their entirety to in-
formation society services; whereas this Di-
rective only complements them; whereas
are also included in these means established
at Community level Directive 98/6/EC"
concerning consumer protection relating to
the indication of prices of products offered
to consumers, Directive 84/450' EEC con-
cerning misleading advertising, Directive
90/314/EEC" on package travel, package
holidays and package tours, Directive 87/
102/EEC'" concerning consumer credit;
whereas this directive is without prejudice
to Directive 98/43/EC" which was adopted
in the framework of the Internal Market and
other directives relating to the protection of
public health;

(15) Whereas the confidentiality of elec-
tronic messages is guaranteed by Article 5
of Directive 97/66/EC concerning the
processing of personal data and the pro-
tection of privacy in the telecommunica-
tions sector; whereas in accordance with
that Directive Member States must pro-
hibit any kind of interception or surveil-
lance of such electronic messages by
others than the senders and receivers;
(16) Whereas existing and emerging dis-
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parities in Member States’ legislation and
case law concerning civil and criminal li-
ability of service providers acting as inter-
mediaries prevent the smooth functioning
of the Internal Market, in particular by
impairing the development of cross-bor-
der services and producing distortions of
competition; whereas service providers
have a duty to act, under certain circum-
stances, with a view to prevent and stop
illegal activity; whereas the provisions of
this Directive constitute the appropriate
basis for the development of rapid and
reliable procedures for removing and
disabling access to illegal information;
whereas such mechanisms could be de-
veloped on the basis of voluntary agree-
ments between all parties concerned,
whereas it is in the interest of all parties
involved in the provision of information
society services to adopt and implement
such procedures; whereas the provisions
of this Directive relating to liability are
without prejudice to the development and
effective enforcement, by the different in-
terested parties, of technical systems of
protection and identification;

(17) Whereas each Member State must,
where necessary, amend any legislation
which is liable to hamper the use of out
of court dispute resolution systems based
on electronic means; whereas the result of
this amendment must be to make the
functioning of such mechanisms genu-
inely and effectively possible in law and
in practice, including across borders;
whereas the bodies responsible for such
out of court settlement of consumer dis-
putes must comply with certain essential
principles, as set out in Commission Rec-
ommendation 98/257/EC on the princi-
ples applicable to the bodies responsible
for such settlement of consumer dis-
putes'®;

(18) Whereas it is necessary to exclude
certain activities, as indicated in the an-
nex, from the scope of this Directive given
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that the freedom to provide services in
these fields cannot be, at the current time,
guaranteed under the Treaty or existing
secondary legislation; whereas excluding
these activities does not preclude the fu-
ture adoption of instruments which might
be necessary for the proper functioning of
the Internal Market; whereas taxation,
particularly value-added tax imposed on
a large number of the services covered by
this Directive, must be excluded from the
scope of this Directive and that in respect
to this, the Commission also intends to
extend the application of the principle of
taxation at source to the provision of serv-
ices within the Internal Market thus allow-
ing for overall coherence in its approach;
(19) Whereas as regards the derogation in
Annex II, contractual obligations concern-
ing contracts concluded by consumers
must be interpreted as including informa-
tion on the essential elements of the con-
tent of the contract, including consumer
rights, which have a determining influ-
ence on the decision to contract;

(20) Whereas this Directive does not apply
to services supplied by service providers
established in a country outside the Com-
munity; whereas, in view of the global di-
mension of electronic commerce, it is
appropriate to ensure that the Community
rules are consistent with international rules;
whereas this Directive is without prejudice
to the results of discussions within interna-
tional organisations (WTO, OECD,
UNCITRAL) on legal issues; whereas the
Directive is also without prejudice to the
discussions within the Global Business
Dialogue which were launched on the ba-
sis of the Commission Communication on
“Globalisation and the Information Society
— The need for strengthened international
coordination”'?;

(21) Whereas, in accordance with the
Council Resolution of 29" June 1995 on the
effective uniform application of Community
law and on the sanctions applicable for

" OJL 115, 17.4.1998, p. 31.

12 COM (98) 50, 4.2.1998
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breaches of Community law in the Internal
Market® and the Commission communica-
tion of 3™ May 1995 on the role of sanctions
in implementing Community Internal Mar-
ket legislation,”' the Member States need to
ensure that, when Community acts are
transposed into national legislation, Com-
munity law is duly applied with the same
effectiveness and thoroughness as national
law;

(22) Whereas the adoption of this direc-
tive would neither prevent the Member
States from taking into account the various
social, societal and cultural implications
which are inherent to the advent of the
Information Society nor hinder cultural,
notably audiovisual, policy measures,
which the Member States might adopt, in
conformity with Community law, taking
into account their linguistic diversity, na-
tional and regional specificities and their
cultural heritage; whereas, in any case,
the development of the Information Soci-
ety must assure that Community citizens
can have access to cultural European her-
itage provided in the digital environment;
(23) Whereas the Council of Ministers, in
its resolution of 3™ November on the con-
sumer aspects of the Information Society,
stressed that the protection of consumers
deserved special attention in this field;
whereas the Commission will examine the
degree to which existing consumer pro-
tection rules provide insufficient protec-
tion in the context of the Information
Society and will identify, where neces-
sary, the deficiencies of this legislation
and those issues which could require ad-
ditional measures; whereas, if need be,
the Commission should make specific ad-
ditional proposals to resolve such defi-
ciencies that will have thus been
identified;

(24) Whereas Council Regulations 2299/
89, 3089/93 and ..../98 establish a code of
conduct governing the operation of Com-
puter Reservation Services; whereas this
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Directive is without prejudice to the
above Regulations;

(25) Whereas Council Regulation 2027/97
and the Warsaw System place various ob-
ligations upon air carriers regarding the
provision of information to their passen-
gers, inter alia, about the liability of the
carrier; whereas this Directive is without
prejudice to the requirements of the
above Regulation or the Warsaw System.
bhave adopted this Directive:

Chapter I: General Provisions

Article 1: Objective and scope of
application

1. This Directive seeks to ensure the
proper functioning of the Internal Market
particularly the free movement of infor-
mation society services between the
Member States.

2. This Directive approximates, to the
extent necessary for the achievement of
the objective set out in paragraph 1, na-
tional regulations applicable to informa-
tion society services; this concerns the
Internal Market principle, the establish-
ment of service providers, commercial
communications, electronic contracts, the
liability of intermediaries, codes of con-
duct, out of court dispute settlement sys-
tems, court actions and administrative
co-operation between Member States.

3. This Directive complements Commu-
nity law applicable to information society
services without prejudice to the existing
level of public health and consumer pro-
tection established by Community instru-
ments including those adopted for the
functioning of the Internal Market.

Article 2: Definitions

For the purpose of this Directive,

(a) “information society services”:
any service normally provided for remu-
neration, at a distance, by electronic
means and at the individual request of a
recipient of services”;
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For the purpose of this definition:
e ‘“atadistance”: the service is provided
without the parties being simultaneously
present;
e “by electronic means”: a service is
sent initially and received at its destination
by means of electronic equipment for the
processing (including digital compres-
sion) and storage of data, and entirely
transmitted, conveyed and received by
wire, by radio, by optical means or by
other electromagnetic means;
o “at the individual request of a recipi-
ent of services”: a service provided
through the transmission of data on indi-
vidual request.
(b) “service provider”
shall mean any natural or legal person
providing an information society service;
(c) “established service provider”
shall mean a service provider who effec-
tively pursues an economic activity using
a fixed establishment for an indeterminate
duration. The presence and use of the
technical means and technologies re-
quired to provide the service do not con-
stitute an establishment of the provider;
(d) “recipient of the service”
shall mean any natural or legal person
who, for professional ends or otherwise,
uses an information society service, in
particular for the purposes of seeking in-
formation or making it accessible;
(e) “commercial communications”
shall mean any form of communication
designed to promote, directly or indi-
rectly, goods, services or the image of a
company, organisation or person pursu-
ing a commercial, industrial or craft activ-
ity or exercising a liberal profession. The
following do not as such constitute com-
mercial communications:
¢ information allowing direct access to
the activity of the company, organisation
or person, in particular a domain name or
an electronic-mail address,
e communications relating to goods,
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services or the image of the company, or-
ganisation or person compiled in an inde-
pendent manner, in particular without
financial consideration;

(f) “coordinated field’

shall mean the requirements applicable to
information society service providers and
information society services.

Article 3: Internal Market

1. Each Member State shall ensure that
the information society services provided
by a service provider established on its
territory comply with the national provi-
sions applicable in the Member State in
question which fall within this Directive’s
co-ordinated field.

2. Member States may not, for reasons
falling within this Directive’s co-ordinated
field, restrict the freedom to provide infor-
mation society services from another
Member State.

3. The obligation in paragraph 1 covers
the provisions set out in section 3 of this
directive only to the extent that the law in
that Member State is applicable according
to its rules of international private law.

Chapter II: Principles

Section 1: Establishment and information
requirements

Article 4: Principle of
non-authorisation
1. Member States shall lay down in their
legislation that access to the activity of an
information society service provider may
not be made subject to prior authorisation
or any other requirement the effect of
which is to make such access dependent
on a decision, measure or particular act by
an authority.
2. Paragraph 1 shall be without preju-
dice to authorisation schemes

(a) which are not specifically and ex-
clusively targeted at information society
services, or
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(b) which are covered by Directive

97/13/EC*.

Article 5: General information to be
provided

1. Member States shall lay down in their
legislation that information society serv-
ices must render easily accessible in a di-
rect and permanent manner to their
recipients and competent authorities the
following information:

(a) the name of the service provider;

(b) the address at which the service pro-
vider is established,;

(c) the co-ordinates of the service pro-
vider including his electronic-mail address
which allow for him to be contacted rap-
idly and communicated with in a direct
and effective manner;

(d) where the service provider is regis-
tered in a trade register, the trade register
in which the service provider is entered
and any registration number in that regis-
ter;

(e) where the activity is subject to an au-
thorisation scheme, the activities covered
by the authorisation granted to the serv-
ice provider and the coordinates of the
authority providing this authorisation;

() as concerns the regulated professions :
e any professional body or similar insti-
tution with which the service provider is
registered;

e the professional title granted in the
Member State of establishment, the appli-
cable professional rules in the Member
State of establishment and the Member
States in which the information society
services are regularly provided;

(g) in the case where the service provider
undertakes an activity that is subject to
VAT, the VAT number he is registered un-
der with his fiscal administration

2. Member States shall lay down in their
legislation that prices of information soci-
ety services must be indicated accurately
and unequivocally.
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Section 2: Commercial communications

Article 6: Information to be provided
Member States shall lay down in their leg-
islation that commercial communication
must comply with the following condi-
tions:

(a) the commercial communication must
be clearly identifiable as such;

(b) the natural or legal person on whose
behalf the commercial communication is
made must be clearly identifiable;

(c) promotional offers, such as discounts,
premiums and gifts, where authorised,
must be clearly identifiable as such, and
the conditions which must be met to re-
ceive them must be easily accessible and
be presented accurately and unequivo-
cally;

(d) promotional competitions or games,
where authorised, must be clearly identi-
fiable as such, and the conditions for par-
ticipation must be easily accessible and be
presented accurately and unequivocally.

Article 7: Unsolicited commercial
communication

Member States shall lay down in their leg-
islation that unsolicited commercial com-
munication by electronic mail must be
clearly and unequivocally identifiable as
such as soon as it is received by the recipi-
ent.

Article 8: Regulated professions

1. Member States shall lay down in théeir
legislation relating to commercial commu-
nication by regulated professions that the
provision of information society services
is authorised provided that the profes-
sional rules regarding the independence,
dignity and honour of the profession, pro-
fessional secrecy and fairness towards cli-
ents and other members of the profession
are met.

2. Member States and the Commission
shall encourage professional associations
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and bodies to establish codes of conduct
at Community level in order to determine
the types of information that can be given
for the purposes of providing the informa-
tion society service in conformity with the
rules referred to in paragraph 1.

3. Where necessary in order to ensure
the proper functioning of the internal mar-
ket, and in the light of the codes of con-
duct applicable at Community level, the
Commission may stipulate, in accordance
with the procedures laid down in Article
23, the information referred to in para-
graph 2.

Section 3: Electronic contracts

Article 9: Treatment of electronic
contracts

1. Member States shall ensure that their
legislation allows contracts to be con-
cluded electronically. Member States shall
in particular ensure that the legal require-
ments applicable to the contractual proc-
ess neither prevent the effective use of
electronic contracts nor result in such con-
tracts being deprived of legal validity be-
cause of the fact that they have been
concluded electronically.

2. Member States may lay down that
paragraph 1 does not apply to the follow-
ing contracts:

e contracts requiring the intervention of
a notary;

e contracts which, in order to be valid,
are required to be registered with a pub-
lic authority;

e contracts falling within the scope of
family law;

e contracts falling within the scope of
the law of succession.

3. The list of derogations provided for in
paragraph 2 may be amended by the
Commission in accordance with the pro-
cedure laid down in Article 23.

4. Member States shall submit to the
Commission a complete list of the catego-
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ries of contracts covered by the
derogations provided for in paragraph 2.

Article 10: Information to be provided
1. Member States shall lay down in their
legislation that, except when otherwise
agreed by professional parties, the man-
ner of the formation of a contract by elec-
tronic means must be explained by the
service provider clearly and unequivo-
cally and prior to the conclusion of the
contract. Such information shall include,
in particular:

o the different stages to follow to con-
clude the contract;

e whether or not the concluded contract
will be archived and will be accessible;

e any means which exist of correcting
handling errors.

2. Member States shall lay down in their
legislation that the different steps to be
followed to conclude a contract by elec-
tronic means be set out such as to ensure
that parties can reach a full and informed
consent.

3. Member States shall lay down in their
legislation that, except when otherwise
agreed by professional parties, the service
providers must indicate any codes of con-
duct to which they subscribe and informa-
tion on how these codes can be consulted
by electronic means.

Article 11: Moment at which the
contract is concluded

1. Member States shall lay down in their
legislation that, save as otherwise agreed
by professional parties and in the case
where a recipient is required to express
his consent to accept a service provider’s
offer by using technological means, such
as clicking on an icon, the following prin-
ciples apply:

o the contract is concluded when the
recipient of the service:

1) receives from the service provider, by
electronic means, an acknowledgement of
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receipt of the recipient’s acceptance, and
2) confirms receipt of the acknowledge-
ment of receipt;

o the acknowledgement of receipt is
deemed to be received and the confirma-
tion is deemed to have been given when
the parties for whom they are destined are
able to access them;

e the acknowledgement of receipt by
the service provider and the confirmation
of the service recipient must be sent as
quickly as possible.

2. Member States shall lay down in their
legislation that, save as otherwise agreed
by professional parties , the service pro-
vider must make available to the recipient
of the service appropriate means allowing
him to identify and correct handling er-
Iofrs.

Section 4: Liability of intermediaries

Article 12: Mere conduit

1. Where an information society service is
provided that consists of:

the transmission in a communication net-
work of information provided by the re-
cipient of the service ;

or

the provision of access to a communica-
tion network

Member States shall provide in their legis-
lation that the provider of such a service
shall not be liable, other than for injunctive
relief, for the information transmitted on
condition that the provider:

e does not initiate the transmission,

e does not select the receiver of the
transmission, and

e does not select and does not modify
the information contained in the transmis-
sion.

2. The acts of transmission and of provi-
sion of access referred to in paragraph 1
include the automatic, intermediate and
transient storage of the information trans-
mitted to the extent that this takes place
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for the sole purpose of carrying out the
transmission in the communication net-
work and that the information is not
stored for a period longer than is reason-
ably necessary for the transmission.

Article 13: Caching

Where an information society service is
provided that consists of the transmission
in a communication network of informa-
tion provided by a recipient of the service,
Member States shall provide in their leg-
islation that the provider shall not be li-
able, other than for injunctive relief, for
the automatic, intermediate and tempo-
rary storage of that information done for
the sole purpose of making more efficient
the information’s further transmission to
other recipients of the service upon their
request, on condition that:

a) the provider does not modify the infor-
mation;

b) the provider complies with conditions
on access to the information;

¢) the provider complies with rules re-
garding the updating of the information,
specified in a manner consistent with in-
dustry standards;

d) the provider does not interfere with
technology, consistent with industry
standards, used to obtain data on the use
of the information; and

e) the provider acts expeditiously to re-
move or to disable access to the informa-
tion upon obtaining actual knowledge
that:

o the information at the initial source of
the transmission has been removed from
the network, or

o that access to it has been disabled, or
e that a competent authority has or-
dered such removal or disablement to
take place.

Article 14: Hosting
1. Where an information society service is
provided that consists of the storage of
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information provided by a recipient of the
service, Member States shall provide in
their legislation that the provider shall not
be liable, other than for injunctive relief,
for the information stored at the request of
" a recipient of the service on condition
that:
o the provider does not have actual
knowledge that the activity is illegal and,
as regards claims for damages, is not
aware of facts or circumstances from
which illegal activity is apparent; or
o the provider, upon obtaining such
knowledge or awareness, acts expedi-
tiously to remove or to disable access to
the information.
2. The provisions of this article shall not
apply when the recipient of the service is
acting under the authority or the control
of the provider.

Article 15: No obligation to monitor
1. Member States shall not impose a gen-
eral obligation on providers, when pro-
viding the services covered by Articles 12
and 14, to monitor the information which
they transmit or store or a general obliga-
tion to actively seek facts or circumstances
indicating illegal activity.

2. Paragraph 1 shall not affect any tar-
geted, temporary surveillance activities re-
quired by national judicial authorities in
accordance with national legislation to
safeguard national security, defence, pub-
lic security and for the prevention, inves-
tigation, detection and prosecution of
criminal offences.

Chapter lll Implementation

Article 16: Codes of conduct

1. Member States and the Commission
shall encourage:

(a) the drawing up of codes of conduct at
Community level by trade and professional
associations or organisations designed to
contribute to the proper implementation of
this Directive, and in particular Articles 5 to
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(b) the transmission of draft codes of con-
duct at national or Community level to the
Commission so that the latter may examine
their compatibility with Community law;
(©) the accessibility of these codes of con-
duct in the Community languages by elec-
tronic means;

(d) professional associations or organisa-
tions to inform Member States and the
Commission of their assessment of the
application of their codes of conduct and
their impact upon practices, habits or cus-
toms relating to electronic commerce.

2. In so far as they may be concerned,
consumer associations shall be involved
in the drafting and implementation of
codes of conduct drawn up according to
paragraph 1 (a).

Article 17: Out of court dispute
settlement

1. Member States shall ensure that, in
the event of disputes between an informa-
tion society service provider and its recipi-
ent, their legislation allows the effective
use of out of court dispute settlement
mechanisms including by appropriate
electronic means.

2. Member States shall ensure that bod-
ies responsible for out of court settlement
of consumer disputes apply the principles
of independence and transparency, the
adversarial principle, and the principles of
effectiveness of procedure, legality of the
decision, liberty of parties and represen-
tation.

3. Member States shall encourage bodies
responsible for out of court dispute settle-
ment to inform the Commission of the de-
cisions they take regarding information
society services and to transmit any other
information on the practices, usages or
customs relating to electronic commerce.

Article 18: Court actions
1. Member States shall ensure that effec-
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tive actions can be brought against infor-
mation society services’ activities by al-
lowing measures to be taken as rapidly as
possible by way of interim injunctions in
order to remedy an alleged infringement
and to protect the interested parties from
being subject to further damages.

2. Acts in breach of the national provi-
sions incorporating Articles 5 to 15 of this
Directive which affect consumer interests
shall constitute infringements within the
meaning of Article 1(2) of Directive 98/
27/EC of the European Parliament and
Council on injunctions for the protection
of consumers’ interests®.

Article 19: Cooperation between
authorities

1. Member States shall ensure that their
competent authorities have the appropri-
ate powers of supervision and investiga-
tion necessary to implement this Directive
effectively. Member States shall ensure
that service providers supply the national
authorities with the information necessary
to implement this Directive.

2. Member States shall ensure, with a
view to allowing the effective implemen-
tation of this Directive, that their national
authorities cooperate with the authorities
of other Member States and shall, to that
end, appoint a contact person, whose co-
ordinates they shall communicate to the
other Member States and to the Commis-
sion.

3. Member States shall, as quickly as
possible, provide the assistance and infor-
mation requested by authorities of other
Member States or by the Commission, in-
cluding by appropriate electronic means.
4. Member States shall establish in their
administration contact points, which shall
be accessible by electronic means and
from which recipients and service provid-
ers may:

e obtain information on their contrac-
tual rights and obligations, - obtain the co-
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ordinates of authorities, associations or or-
ganisations from which recipients of serv-
ices may obtain information about their
rights or with whom they may file com-
plaints and

e receive assistance in cases of disputes
5. Member States shall ensure that com-
petent authorities inform the Commission
of any decisions taken in their country
regarding proceedings or disputes relating
to information society services and prac-
tices, usages and customs relating to elec-
tronic commerce.

6. The rules governing cooperation be-
tween national authorities as referred to in
paragraphs 2 to 5 shall be laid down by
the Commission in accordance with the
procedure set out in Article 23.

7. Member States may ask the Commis-
sion to convene urgently the committee
referred to in Article 23 in order to exam-
ine difficulties concerning the application
of Article 3(1) of this Directive.

Article 20: Electronic means

The Commission may take measures, in
accordance with the procedure provided
for in Article 23, to ensure the proper
functioning of electronic means between
Member States, as referred to in Articles
17(1), 19(3) and 19(4).

Article 21: Sanctions

Member States shall determine the sanc-
tions applicable to infringements of na-
tional provisions adopted pursuant to this
Directive and shall take all measures nec-
essary to ensure that they are enforced.
The sanctions they provide for shall be
effective, proportionate and dissuasive.
Member States shall notify these measures
to the Commission no later than the date
specified in Article 24(1) and shall inform
it of all future amendments to them with-
out delay.
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Chapter IV : Derogations

Article 22: Derogations

1. This Directive shall not apply to:

o the field of taxation;

o the areas covered by directive 95/46/
Eclq

e the activities of information society
services referred to in Annex I. This list
of activities may be amended by the Com-
mission in accordance with the procedure
laid down by Article 23.

2. Article 3 of this Directive shall not ap-
ply to the fields referred to in Annex II.
3. By way of derogation to Article 3(2),
and without prejudice to court actions, the
competent authorities of Member States
may take measures to restrict the freedom
to provide information society service
subject to such measures being consistent
with Community law and with the follow-
ing provisions:
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