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4 1International economic aspects of data protection
4.1 Definition of the problem and summary

4.1.1 Definition of the problem

Ever since the concept of modern data protection first
arose, the discussion regarding the costs of data
protection has constituted an integral part of the
general data protection business. Whilst the active
advocates and defenders of the data protection ideas had

written on their banner the motto "As much data

protection as is (at all) possible", the somewhat more

sceptical voices of the representatives of private and
public data processing organisations have adopted the

more restricted attitude: "Only as much data protection

as is'(absolutely) necessary". In addition to the

traditional tendency to keep their data and information,
as well as the sources of the latter, secret, the latter
attitude is largely influenced by the fear of excessive
data protection costs. These costs may be roughly

divided into the following three categories:

- costs of special (additional) data protection

measures

- costs in the form of general inefficiencies in the

sphere of data protection and decision-making caused

by data protection



- costs in the form of lost benefit arising through

certain profitable data processing procedures
(including possible products and services based
thereon) becoming impossible to carry out owing to

data protection regulations (opportunity costs).

Passing outside the framework of the various national
societies, there are fears that such data protection
costs may arise in a still greater degree in the
international field, due either to more or less serious

differences, incompatibilities or even contradictions

between the various data protection regulations, or
simply due to the fact that internationally operating
undertakings and organisations, in view of the fact that
they must comply with several national data protection

regulation systems simultaneously, will incur cumulative

data protection costs. There is also theoretically the

possibility that - contrary to the wishes of the
individual national legislators - the data protection
costs thus arising in the international field may so
increase in certain sectors or in concrete individual
cases that important international data processing
applications (including possible further activities
thereto) may no longer be economically practicable. It
is also feared in circles of private industry that in a

similar way more or less considerable international

distortions of competition may arise.




It is the task of the present study to estiﬁate - as far
as that is generally possible - the costs of data
protection on the national level, and also any possible
distortions of international competition which may result

therefrom. Furthermore, suitable harmonisation measures

should be indicated which are calculated to reduce data
protection coéts, and in particular any distortions of
international competition resulting therefrom, so far as
this is possible and necessary; at the same time the
rights and interests of the citizens affected must also
be considered. It should be made clear, however, that
the following investigation is primarily concentrated on
data protection costs in the sense of costs arising

through special additional data protection measures.

General inefficiencies and opportunity costs resulting

from data protection measures could not be considered in
detail within the framework laid down for this study.
Apart from the fact that there is practically no suitable
empirical material available, it appears questionable in
the light of considerable empirical and methodological
difficulties whether it is possible at all to estimate

such costs effectively and adequately.

Furtherﬁore, regarding the problems of distortions of

international competition, it should be emphasised that

we are only discussing here distortions of competition

caused by data protection costs, not those due to data

protection in general.



4.1.2 Summary

In section 4.2 a few basic concepts of economic theory

are expounded in their relation to the problems of data
protection costs, which assist in the classification and
elucidation of the problems of data protection costs, and
also offer suggestions and starting points for possible
further investigations. In addition certain theoretical
and methodological difficulties are discussed and the

general theoretical approach and the concrete

methodological procedure are explained.

In the following section, number 4.3, various data

protection cost estimates, investigations and experiences

from the following selected countries are then critically

examined and evaluated: United Kingdom, USA, Sweden, the

Federal Republic of Germany. Section 4.4 then sums up

the general results.

On this basis, in section 4.5, the problem of distortion

of international competition caused by data protection

costs is then discussed. And section 4.6 finally draws
conclusions from the entire investigation of data

protection costs, by proposing certain features of cost-

effective European data protection harmonisation policy.
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4.2 Concepts of economic theory and methodology

4.2.1 Problems ?f the application of concepts of cost-benefit
analysis ’
Within the framework of an investigation of international
economic aspects of data protection, the idea of the

application of the concepts of cost-benefit analysis to the

individual national data protection laws under consideration
seems to be a good one, with the object of then proceeding
to a comparative synthesis of the economic effects of data
protection in the international field. And in fact, the
various data protection laws (each considered as a concrete

public project) appear (just because of the decidedly

political nature of the object in view, i.e. "protection of
n2)

privacy from invasion in the course of data processing

and in the light of the fact that the beneficiaries of data

protection and those who bear the costs of such protection

fall basically into two separate groups) to be extremely

suitable subjects for a cost-benefit analysis on the basis

of social economics, going beyond the costs and

profitability calculations of purely private enterprise
economics. By such a cost-benefit analysis the changes to
be expected in the benefit obtained by the individual

members of society, i.e. the social benefits and costs of

the individual data protection laws, would be

comprehensively checked for the existence of a favourable

1) The following remarks constitute a revision of Hogrebe
1979, section 8.1, pp 482-487.

2) This is as it was expressed by the German Federal
Parliament, Deutscher Bundestag 1976, p 1.

4-9



balance. Certainly there is no gainsaying that - apart from
the problem of obtaining sufficient empirical data - there
are quite considerable methodological problems, requiring
comprehensive investigation, regarding the identification
and evaluation of the social benefits and costs of data

protection.

4.2.1.1 Data protection as a "public good": the problem of the

determination of the benefit

As regards the benefits, difficult problems arise as the
socially positive effects of data protection - in particular
in the field of law and general social relations - are only
realised for individual persons in a general way, which
cannot be determined or measured, and therefore "data
protection” must be regarded to a large extent as a "public

good" and in any case as "intangible" without any market
1)

price.

1) For general comments on the question of cost-benefit
analysis and with special reference to these concepts see
Prest/Turvey 1965, pp 685-705; Recktenwald 1970, 443 ff.;
Layard 1972, 496 ff.; and Sugden/Williams 1978, p 148.

The efforts made for instance by Turn/Shapiro 1972, in
particular pp 439 to 440, to determine the "value of
personal information" may perhaps afford a certain basis
for a monetary evaluation of "data protection". They are
however restricted as a concept to the problem of a
strategy for the discouragment of breaches of data
security, which is somewhat outside the cost-benefit
analysis of data protection. This also applies - in
spite of the title "Approaches to a cost-benefit analysis
of data protection" - to Angermann/Thome 1973, pp 18-22,
who as part of an approach which does not make a clear
distinction between data protection and data security,
and makes use of somewhat incompatible methods, adopt a
cost-benefit analysis concept which is more orientated
towards business economics.

4-10



In the treatment of data protection as a public good it
is of no importance that data protection - unlike the
classic example always referred to as a paramount example

of a public good, viz. "external national security" - is

not exclusively "produced" by the Government, but in
combination by all subjects of the regulations, whether

public or private; incidentally "internal national

security" - the other classic example of a public good -
is also "provided" to a large extent by private
individuals by self-defence and private justice (i.e. by
private arbitrators, trade union and association justice,
plant and business protection, private detectives,

personal bodyguards etc.).l)

As is probably better expressed by the terms "social

good" and "collective good", which are used without

distinction as synonyms of "public good", the concept of

"public good" (or "services publicly provided") is

primarily based not on its degree of usefulness and

profitability.z)

Without wishing to cut short the discussion in economic

circles on the theory of the public good, which has

recently been conducted in increasingly differentiated
form, it can be regarded as a decisive characteristic of

(genuine) "public goods", that they - unlike (ordinary)

1) See for this example Recktenwald 1970, p 264.

2) See as regards this terminology, inter alia, Hanusch
1970, p 42, note 3, also Hanusch 1972, p 12, note 2.
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"private goods"™, which are made available by means of the

market economy, i.e. by transactions between individual
consumers and producers, so far as concernslthe user
served by them and the degree of their actual utilisation
- are not restricted primarily to a particular consumer
but are equally advantageous to all other consumers; the

consumption or use of a public good (e.g. the cleansing of

the air by measures, whether private or public, against

air pollution) does not take place in rivalry with such
1)

consumption or use on the part of other consumers.

Whilst the consumption or the utilisation of private
goods and services (e.g. the consumption of a pint of
beer or the taking of a seat in a passenger transport
vehicle) inevitably makes the good or service in question
unavailable for another individual, the utilisation of
public goods and services by several individuals is not
competitive, in that sense, because participation of one
individual in such utilisation does not prejudice their
usefulness to another person; the use which someone
achieves in the consumption of a~public good is
externalised in as much as it is equally available,

undiminished, to all other persons.

This fact certainly has the result that the individual

consumer, as one among many, is normally not prepared to

1) Regarding the characterisation of public goods after
Musgrave, cf Musgrave/Musgrave/Kullmer 1975 pp 5-7.
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make voluntary payments to those offering public goods,
as he will prefer to enjoy the benefit free of charge of
what will in any case be provided by others. This

"free-rider" problem, which is incidentally in many cases

the reason for State intervention in the form of the

removal of certain goods and services from the market

economy, leads above all - so far as the exclusion of

individuals from consumption (without payment) is

impossible, uneconomic or socially undesirable - via the
direct problem of the denial of voluntary payments, or
the impossibility in practice of collecting involuntary

payments, to the fundamental difficulty of the

determination of the benefit which would enable the

Government to determine how much of which public goods

should be made available:

"Just as the individual consumer has no reason to

offer voluntary payments to private producers,
similarly he has no reason to make known to the
public authorities what is his estimate of the value

of the public service."l)

1) Musgrave/Musgrave/Kullmer 1975, p 7.

See also Prest/Turvey 1972, p 87:

"Ever since Wicksell, it has been recognised that any
attempt to get consumers to reveal their preference
regarding collective goods founders on the rock that
the rational thing for any individual consumer to do
is understate his demand, in the expectation that he
would thereby be relieved of part or all of his share
of the cost without affecting the gquantity obtained."

4-13
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Data protection made available by means ané in pursuance
of a data protection regulation can only be interpreted
as a "public good" in accordance with the concept here
described, as the "consumption" or the "utilisation" of
data protection by various individuals is not to be
regarded as competitive. Moreover, in the closest

possible analogy to "internal security", it is for

social reasons practically not possible in the nature of
the case to exclude the individual member of society from

the "consumption* of data protection, so that owing to

the fundamental impossibility of compelling the
individual to reveal his preference as far as concerns
data protection regarded as an (indivisible) public good,

and also in view of the very largely intangible character

of data protection, recourse must be had to complimentary

differentiated methods of assessment of its usefulness.l)

1) See for instance the methodical efforts of
Recktenwald 1970, p 249-266, to assess the usefulness
and efficiency in the sphere of internal security.

Furthermore even when it is possible to some degree
to ascertain individual preferences as regards data
protection - e.g. in the sphere of fees for requests
for access -~ there is still the problem - quite
different from the problem of public goods - of the
divergence between individual and collective
evaluations of the usefulness of data protection.

In this connection, cf. in particular the discussion
on Musgrave's concept of merit wants:
Musgrave/Musgrave/Kullmer 1975, pp 76~78; Recktenwald
1963, p 81; Recktenwald 1970, p 251, note 5; Hanusch
1972, pp 139-141 with further evidence and
Sugden/Williams 1978, pp 179-180.

See also Mishan 1975, p 124 who points out that
contrary to private goods, in the case of public
goods individual matginal utility varies for
different people.
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As will be made clear below, benefits also arise from
data protection which are jointly or individually

achieved by and for the "provider" of the data

protection, that is by and for the private and public

bodies applying the data protection law. The
determination of these benefits, which must be considered

in particular in ascertaining the net debit of the data

protection providers in accordance with business

economics, is just as difficult as the determination of
the benefits of data protection achieved on a joint or

individual basis in the case of the data subjects.

4.2.1.2 External and opportunity costs: difficulties of
determination

In the determination of the costs of data protection (in
a concrete law or as otherwise defined) considerable
difficulties are also encountered primarily in adequate

consideration of all social costs (direct, external,

intangibles etc.) as part of an analysis of social costs

and benefits; these difficulties are no less in principle

than those involved in the assessment of benefits.l)

1) To some extent there is certainly a tendency to under-
estimate the difficulty of determining data protection
costs. For instance Futh 1976, p 228, points out: "Whilst
the costs of data protection and data security are fairly
easy to ascertain, the quantification of the benefits is
however very difficult, in some fields even impossible."”

It is however clear from the context of this gquotation
that this idea is based on a restricted concept of cost-
benefit analysis, oriented towards business economics;
furthermore it will be clear in the course of the views to
be considered below, that even the determination of the
costs of data protection in terms of business economics is
not without its difficulties.

4-15



Unlike more or less clearly circumscribed governmental
investment projects which constitute the classic
applications of cost-benefit analysis, the true

investment and consequential costs of the "data

protection project" appear as extremely widely dispersed,

because not only is it necessary to calculate the costs
incurred by the government in an enormous number of
authorities and organisations, but also those incurred by

private trade and industry.

As will be explained below, over and above the difficulty
of determining the costs on the basis of business
economics incurred by the (private and public) data
processing organisations themselves, as well as by the
state bodies carrying out the external data protection
control, two further vital problems, which are
considerably more difficult, arise in connection with the
determination of the costs of data protection on a

national-economic basis.

The first of these is the assessment for costing purposes
of administration, which may in certain instances be
considerable, though difficult to evaluate, yet which has
been, so far as can be seen, almost completely overlooked
in the data protection literature so far existant, which
has, depending on the concrete design of the procedures
for internal supervision (notification, granting of

access, correction, blocking, erasure, etc.) been



unloaded by legislation and practice onto the data
subjects, and which is to be considered from the point of
view of costing in the framework of national economics as

1)

"external costs".

The second of these problems is that of determining the

opportunity costs of data protection, i.e. the loss of

benefit which arises due to the fact that as a result of
data protection, certain data processing activities,
actually desirable and beneficial either to individuals
or to society (possibly including products and services
based on them) cannot (any longer) be carried on; in

addition there are the general inefficiencies in the

sphere of data processing and decision-making resulting
from data protection, which may arise in the form of less

correct decisions or inefficient extra work and
2)

expenditure.

1) This unloading of administrative work onto the data
subjects is regarded to some extent as a general
problem in relation to government administration, in
another connection, in corformity with the demand for
"administration favourable to the citizen".

2) On the problems of opportunity costs ("alternative
costs"”) of data protection, cf. Brussard 1975, pp 60-
61. A concrete example of the "alternative costs"
which may be incurred as the result of such a
restrictive law is the comment made by the Insurance
Industry Federation in "Deutscher Bundestag" (Federal
German Parliament), Innenausschuss (Interior
Committee) 1976b, p 131:

"A restriction on this activity (extensive research
constantly carried out by the HUK Association
regarding the causes of accidents) would lead to
unpredictable personal and economic losses. It is
generally known that the improvements in the road
system made as a result of such research led to a
reduction in losses which in its first year alone
exceeded the road building costs involved."
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The determination of this so-called "shadod;price" of

data protection, as thus defined, therefore requires an

evaluation of alternative information utilisation

possibilities prevented by data protection regulations,

in other words, the determination of the "costs of the

non-processing of data“.l)

There are people who even maintain that such opportunity

costs of data protection may considerably exceed the

relatively small direct data protection costs. 2)

1) The unusual form of the enquiry regarding the "costs
of non-processing of data" is to some extent
reflected in no less unusual concepts such as
"negative information system", "cost of withholding
information®™, "negative value of information" etc.,
as mentioned by Klempner 1973, pp 111-113, in his
criticism, for instance, of the "excess secrecy or
over-classification" in conmection with the American
"national secrecy apparatus”.

2) Cf. the very decided remarks of Brussard 1975, in
particular p 61 (the variations In the somewhat
imprecise terminology are of no importance in this
connection):

"The economic cost of protection of privacy is not
very high, because most of the measures are required
for technical and organisational reasons anyway. The
price of privacy mainly consists of social costs in
terms of desired ends which cannot be realised if
protection of privacy results in restriction of data
collection, processing, distribution, and
utilization.”

Cf. also in this connection Renninger/Branstad 1974,
p 24:

"The importance of information in our service-
oriented society leads to a consideration of the
social costs of limiting access to data in the
interest of protecting individual privacy and data
confidentiality. Since data collection is often
required to plan and operate needed service programs,
lack of accurate data will either inhibit the
development of these programs or raise the costs of
implementing and operating them."

4-18



It cannot be denied however that there aée quite
considerable difficulties in the way of the determination
of the so-called opportunity costs of data protection.
Apart from the fact that such costs can, in the absence
of an adequate empirical data basis, only be estimated,
it is desirable to check carefully to what extent it is
reasonable to.interpret data processing activities as
lost benefits, i.e. as opportunity costs, which the
legislator deliberately desired to eliminate. Thus it
seems fundamentally not very reasonable, to regard the
benefits which some individuals would derive from certain
acts as opportunity costs of the legal regulations, which

label these acts as "illegitimate" and forbid them

accordingly. Such prohibitive regulations have of course
the aim of excluding certain actions from the sphere of

legitimate alternative actions, even though the latter

aim at some benefit. Thus for example the economic
exploitation - which may possibly be achievable - of the
processing and utilisation of very sensitive data, such
as health, religion, political conviction, cannot very
reasonably be taken into account as loss of benefit and
therefore as opportunity costs, in respect of a
regulation which deliberately excludes such processing
and utilisation as illegitimate. It would be just as
reasonable for a contrary approach to bring into
consideration the proceeds of robbery with violence as
opportunity costs of a legal prohibition of robbery with
violence in considering the question of whether such a

legal stipulation was useful.

4-19
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We shall therefore be forced to the conclusion that only

the unwanted, accidental and implicit side effects of a

data protection regulation must be brought into
consideration as opportunity costs. The determination of
such effects, which present themselves rather as

concealed losses, will however to a large extent have to

remain hypothetical in nature.

4.2.1.3 The fundamental relevance of macroeconomic concepts

As regards these difficulties, of course, the

desirability of such cost-benefit analysis, or utility

value analyses, or other investigations of benefits and
costs, has to be acknowledged, as well as the total

research deficit, as far as this is discernible.

It should of course be appreciated that here we are
advocating neither a pure economist's nor a pure
monetarist's approach: naturally there is no question -
as Auernhammer 1 has rightly .pointed out -~ in the

event of the result giving a negative balance, of
mechanically following the path of economic consistency
and voting against data protection instead of adopting a
political decision oriented to the constitution. And of
course by no means should the attempt be made, neither

acceptable as regards content nor feasible in practice

1) Auernhammer 1976, p 1.
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of setting a monetary value on all relevant positive and

negative effects and aspects of data protection.

On the contrary, against the arguments put forward by
those financially interested, based on business
economics, and primarily profitability-orientated (which
for instance in the case of the German Federal data
protection law led to considerable concessions - not
always justifying positive evaluation - on the part of
the legislators to economic interests), recourse should
rather be had to the methods and analytical resources of
political economy only in support of political,
juridical and other assessments, in order to reach
rational legislative decisions bearing in mind the
interests of society as a whole. 1In doing so it would be
reasonable to make use, in some sectors where monetarist
methods could reasonably be applied, of the methods of
cost-benefit analysis - as the term itself suggests - to

analyse the problem, not to decide the issue, and in

addition to pay attention to qualitative aspects, by
means of analyses of utility value and other methods of

investigation of benefits and costs.

Besides extensively structuring the "expenditure/effect"

problem of data protection, economic theory may make
important strides, especially in the field of cost-
benefit analysis and the theory of public goods, to a

progressive conceptualisation of relevant aspects of data

protection, which can be mentioned here only in passing
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Thus consideration of the external costs of data
protection draws attention to the problem of the
administrative burden being put onto the shoulders of the
citizen. Moreover, data protection as a whole could be
regarded to a large extent (e.g. by analogy with
requirements for environmental protection) as costs to be
borne internally by the data processing organisations,
whilst the concepts of the "free-rider" and the "merit-
wants", for instance, provide arguments in favour of a
policy of fees for requests for access regarding data
protection in as much as they support the tendency for
rather lower fees, and in any case refute the argument
"data protection is worth as much as people are prepared

to pay for it".
4.2.2 Limitations to microeconomic costs and benefits

In view of the considerable methodological and empirical
difficulties of comprehensive national economic
investigations regarding data .protection, to which
attention has been drawn, and of the terms of reference
of the project, the present investigation is essentially
concentrated on the problems which arise for the data

processing organisations of the costs and profits of data

protection in terms of business economics. However, the

aspects of business economic profits, and general

favourable effects of data protection so far as the users



are concerned, cannot be dealt with in much detail. It
is essentially involved in the considerations by the

arguments.

The expenses imposed on the data subjects are considered
implicitly since the problem of fees for requests for
access is investigated. The problem of the de facto
burden over and above this, as a result of the imposition
of a not inconsiderable administrative burden on the data
subjects, already discussed (for example the data subject
must in practice keep a record in the case of only one
single - i.e. not periodical - notification, in order to
have a reliable idea of the degree to which he is exposed
overall to data collection procedures, and to make
adequate use of his right of access), has not been
investigated in detail, but will be considered

argumentatively on relevant occasions.
4.2.3 Methodological approach of the study

Apart from an extensive international literature on

various individual aspects of data protection costs, the
investigation is primarily based on a few comprehensive

systematic investigations. Numerous personal discussions

and interviews with international data protection

experts, and pronouncements of data processing

organisations, associations, data protection authorities
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and other relevant private and public organisations made
it possible to check the existing documentation and to

supplement it.

It was necessary to dispense with carrying out an
empirical compilation of data protection costs on the
level of the data processing organisations. For one
thing, such a compilation would have had to be carried
out internationally in accordance with the terms of
reference, so that the scope of the investigation would
have been considerably amplified. For another thing,
however, the value of such a systematic compilation would
necessarily have remained doubtful in the highest degree.
Apart from the fact that in some countries there are
still no (generally comprehensive) data protection laws,
there are for practical purposes only three countries
(Sweden, USA, the Federal Republic of Germany) with a
more or less long experience of data protection on the
national level. Moreover, German experience is limited
in time, and American experience is still limited in

terms of the sectors concerned.

In any case it must be made clear that data processing
agencies, even though they are subject to data protection
regulations, do not, as a rule, carry out an appropriate

systematic costing procedure, so that even on the basis

of a broadly based investigation in countries with a

certain data protection practice, the degree of precision



of the cost assessments to be expected must remain
extremely 1imited.1) Any serious investigations of data
protection costs are therefore distinguished by the way

in which they emphasize how rough they are.

In view of this situation, the present investigation

refrains almost completely from quantitative statements.

It can however be assumed that the present investigation
considers the international debate on the costs of data
protection fairly exhaustively as regards its essential
representative assertions and arguments. In spite of -

or rather because of - the lack of gquantitative

(inevitably unreliable) information, in respect of the

following emphatically qualitative considerations and

results a high degree of reliability is therefore

assured.

1) 1In this connection, cf. Betriebswirtschaftliches
Institut filir Organisation und Automation (BIFOA -
Business Economics Institute for Organisation and
Automation) of Cologne University as reported in the
"Datenschutzberater 1979" 15.08.1979, p 10.

"... it was found in the assessment of the economic
acceptability (of data security measures) that, owing
to the lack of figures based on experience, a very
high degree of subjectivity prevails in the
assessment of risks and benefits. Morever,
accountancy methods, almost without exception, are
not detailed enough for accurate cost accounting and
allocation, specifically of the organisational
measures and the organisational adoption of technical
measures. The assessment of the economic
acceptibility of data security measures, and even the
assessment of the costs incurred, will therefore for
a long time still leave a lot to be desired. This
will not be changed by various ideas suggested in
current literature for the calculation of risks and
benefits, as the necessary concrete basis of these is
at present almost entirely lacking."
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Costs of data protection: estimates and experience in
selected countries

The estimates, investigatidns and experience in relation
to data protection in the following four countries will
now be critically considered and evaluated: UK, USA,

Sweden and the Federal Republic of Germany. This choice

was made in consideration of various aspects concerning

content and pragmatic issues.

The three countries USA, Sweden and the Federal Republic

of Germany are the countries with the greatest practical

experience of data protection on the basis of national

data protection legislation (in the case of the USA
limited to the federal administration), so that as far
as these countries are concerned it is possible to speak

of a more or less consolidated experience.

So far as content is concerned, the Swedish model and
the German model represent within Europe two essential

basic conceptions or antitheses, round which the

remaining European data protection laws are
crystallising. Britain - whose decision process has not
yet concluded - is obviously endeavouring to find an

independent solution, and it is not clear how far this

may lead to a third basic conception within Europe. The
American approach in any case represents - primarily
owing to its sectoral orientation, but also as a result
of the avoidance of a special data protection control

structure - an original conception, with which the

European models come into conflict.
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From a pragmatic boint of view, Germany'offers the

advantage of a comprehensive data protection literature,

whereas Sweden offers the advantage of the concentration

of the relevant information and experience in the Data

Inspection Board as well as the Swedish Federation of
Industries. For both countries therefore,
representative pronouncements can be made on data
protection cost problems, although no special data
protection cost investigations or comprehensive
quantitative assertions exist. In the case of Britain,
recourse c