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1. INTRODUCTION

1. The Increasingly frequent recourse to the processing

of personal data in every sphere of economlc and social actlvity and the
new data-exchange requirements {inked to the strengthening of European
integration necessitate the Introductlon In the Community of measures to
ensure the protection of individuals In relation to the processing of
personal data and to enhance the security of Informatlon processing In the

context, notably, of the development of open telecommunications networks.

2. At a time when progress in the flield of Informatlon technology s
making It much easler to process and exchange all sorts of data, the
current position with regard to the protectlion of individuals In relation
to such processing Iin the Community |s characterized by the diversity of
natlional approaches. In the 1970s, the concern felt about the protection
of Individuals In relation to the processing of personal data led to the
legisiative process being set in motion in several Member States with a
view to iimlting and providing a framework for the use of thils kind of
data. At the last count, however, only seven Member States had speciflc

laws In this fleld. Moreover, although thelr objectlves are the same,



those laws sometimes adopt dlvergent approaches, for example on the
questlon of scope (Incluslon or not of manual data files, protection or not
of legal persons) or on the question of the preconditions for processing
(extent of the oblligation to notify, provision of {nformation at the time

of collectlion, processing of sensitive data).

3. Over and above national provislions and In addition to the

recommendation of the Councl| of the OECD concerning guldellnes on the
protection of prlvacy and the cross-border flow of personal data of

23 September 1980, the Counci! of Europe Conventlon of 28 January 1981 for
the Protectlion of Indlviduals with regard to Automatic Processing of

Personal Data Is the only Iinternational legal instrument In this field. How-
ever, it leaves open a large number of options for the Implementation of
the basic principles It contains, and It has been ratified by only sevan

Member States, of which one still has no domestic leglslatlion.

4. Thls state of affalrs has given cause for concern for some time In the
Community. In a number of resolutions dating back to 1976? the European
Parllament has voliced Its disauiet and called upon the Commisslion to
prepare a proposal for a directlve harmonizing laws onh the protection of

personal data.

5. The Commission, In a recommendation of 29 July 1981, stated that such
protection Is qulte fundamental and that It Is desirable that there should
be an approximated level of protoctlon In all the Member States. It
recommended the Member States to ratlify, before the end of 1982, the
Councl| of Europe Conventlon of 28 January 1981 for the Protectlon of
Indlviduails wlth regard to Automatlc Processing of Personal Data. It
added, however, that "if all the Member States do not within a reasonable
time slign and ratlfy the Convention, the Commission reserves the right to

propose that the Councl| adopt an Instrument on the basis of the

EEC Treaty".

1 0J No C 100, 3.5.1976, p. 27; 0J No C 140, 5.6.1979, p. 34; 0J No C 87,
5.4.1982, p. 39.
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6. The diversity of natlonal approaches and the lack of a system of
protoction at Communlty level are an obstacle to completlion of the Internal
market. 1If the fundamental rights of data sublects, In particular thelr
right to privacy, are not safeguarded at Community level, the cross-border
flow of data might be Impeded Just when It Is becomlng essential to the
activities of businoss enterprlises and research bodles and to collaboration
between Membor States’ authoritlies In the frontier-free area provided for
In Article Ba of tho Treaty. With this In mind, the Strasbourg European
Counci! of 8 and 9 Docomber 1989 stressed, in the context of measures to
promote the frec movement of psrsons and People’s Europe, the need "to
ensure that the procodures for cooperatlon between administrations first
ensure the protectlon of Indlviduals with regard to the use of personallzed

data banks".

7. A Community approach towards the protection of Individuals In relation
to the processing of personal data Is also essential to the development of
the data processing industry and of value-added data communication
services. The speedy Introduction of harmonlzed provisions concerning the
protection of data and privacy In the context of dlgltal telecommunicatlions
networks is a key element In the completion of the Internal market in

telecommunicatlons equlpment and services.

8. The ponotratlion of data processing Into every sphere of economic and
soclal activity and the appearance of global communication systems making
It easler to integrato varlous activities also represent a new challenge
which calls for the affording of "protection" commensurate with the risks
{nvolved In any technical or human fallure, whether It be accldental or
dollberate. Effective Information security Is Indispensible If one Is to
ensure effective protectlion of prlvacy and preserve the Integrity of the
present wealth of data recorded and transmitted etectronically. The
Community policlies and programmes for the development of the data
processing and telecommunications Industries and the completion of the
Internal markot might be seriously undermined If an active policy for the
creatlion, development and promotion of Information security standards Is
not adopted. Since telecommunications nowadays make It possible to
exchange data worldwide, such a policy must take that dimenslon Into
account. It Is, moreover, essential that natlonal Information security
pollicles do not become an obstacle to the promotion of the harmonious

development of the Community and to relatlions with third countries.



Il. THE PROPOSED APPROACH

9. The proposed approach is designed to ensure a high level of protection
via a Community system of protection based on a set of complementary

measures.

A. A high level of protection

10. Since the object of national laws In thils fleld Is to protect the
fundamental rights of indlviduals, and In partlicular the right to privacy,
and since the Communlty has Itself stressed the Importance it attaches to
fundamental rlights, In particular In the third paragraph of the Preambie to
the Single European Act, the actlon taken by the Community must not have
the effect of reducing the level of protectlion but, on the contrary, of
ensuring a high ievel of protection throughout the Community. Through
Community action it Is possible to guarantee a high level of equlvalent
protection In all the Member States of the Communlity, and In so doing
remove obstacles to the establlishment of the Internal market In accordance

with Artlicle 100a.

11. In additlon to the approximation, at a high tevel, of the rights of
Iindividuals, the launching of an actlive pollcy on informatlion securlty Is
essential. |Information security Is vital not only to Individuals but also to
trade, Industry and public authorlities. The Important thing Is to ensure
effective and practical security of iInformation held in electronic form
while avoiding the formation of new technlcal obstacles between

Member States or vis-a-vis third countries. This requirement calls for the
examination at Community level of the posslble needs and options In close

col laboratlon with industry and the Member States.

B. A global approach

12. In order to establish In the Community a system of protection of
individuals In relation to the processing of personal data, several

measures coverlng the varlous aspects of the matter must be adopted.



- 6 -

13. At the Internal level, besldes a framework directive approximating

certain laws, regulations and adminlistrative provisions of the

Member States concerning the protection of Indlviduals In relatlion to

the processing of personal data (general directive), whilch Is the
centreplece of the protection system, a set of other, complementary
measures Is proposed in order to ensure the fullest possible protection.
Each of the measures proposed Is tallored to a specific sltuation, but all
take as polint of departure the same protection principles to be found In
the generai directive. A resolution of the representatives of the
Governments of the Member States meeting within the Councll and a
Commisslon declaratlon are thus desligned to make the principles contained
In the directive applicable to data flles which are not covered by It.
Similarly, a sectoral diroctive Is necessary In the context of publlc
digital telocommunications networks. Lastly, Information securlty calls

for a Community action plan.

14, At the external level, the European Communlity must promote among Its

partners the Introduction of adequate protectlion measures and support the
oefforts of the Council of Europe In thls fleld. |t Is desirable In thls
connectlon that the Community should enter Into negotiatlions with a view to
its accesslon to Counci!| of Europe Convention No 108.

This set of proposals cannot be spiit up without detracting from the
homogenelty and coheslon of the protection system proposed.

C. out!line of the proposals

15. The proposal for a general dlrective Is aimed at establlshing an

equivalent, high level of protection In all the Member States of the
Community In order to remove the obstacles to the exchange of data which is
necessary |f the Internal market Is to functlion. To that end, the
principles set forth In the draft proposal for a directive must be

underwr ltten by the Member States. Those principles rolate to the
conditions under which the processing of personal data Is lawful, the
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rights of the data subject (right to Informatlon, right of access, right to
rectiflicatlion, right of opposition, etc.), the requlisite data quality (data
must be accurate, collected falrly, stored for specified and lawful
purposes, etc.) and the setting-up of a Working Party on the Protection of
Perscnal Data to advise the Commission on data protection issues. The
draft proposal for a dlrective covers both the private sector and those
actlvities of the public sector which fall within the scope of Community
law. Since every Indlvidual will enjoy In each Member State an equlvalent,
high level of protection In respect of the processing of personal data, the
Member States wlll no longer be able to restrict the flow of such data In

the Community on grounds of the protectlon of the data subject.

16. The draft resolution of the representatlives of tho Member States of

the European Communities meeting within the Councl! Is deslgned to extend

the coverage of the principles contained in the general directive to
Include flles held by those parts of the public sector to which it does not
apply, that Is to say those authorities whose actlvities are not governed
by Community law. For the sake of conslstency, all flles held by public
authoritles, even those which are not covered by the general dlrective,
should be subject to the same protection principles. To that end, the
Member States should commit themselves to setting In motion the necessary

domestlc leglislative procedures.

17. The Commission declaratlion on the appllcation to the Instlitutlons and

other bodles of the Community of the provisions of the general dlrective Is
an expresslion of the Commisslon’s wish that the principles contained In the

directive should apply to the institutlons and other bodles of the
community. 1t provides In this respect that the Commission will take and
propose the necessary measures, and Indicates that, Iin the mean time, It

witl apply the directive’'s provisions to Its own data files.
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18. The proposal for a Counclil Dlrective concerning the protection of

personal data and privacy In the context of publlic digltal

telecommunications networks, In particular the Integrated services digltal

network (ISDN) and public digital moblle networks supplements the general

directlve by applying the general principles of data protection to the
specific requlrements of the new telecommunications networks. The
directlve seeks to guarantee telecommunications users In all the

Member States a basic level of protection via measures which must be
integrated into the services provided by the new networks. The Councll and
the European Parliament have stressed on a number of occaslons the
importance of appropriate measures to ensure the protection of data and
privacy In the [lght of future developments In telecommunications, and in
particular the ISDN.1  This concern vas expressed strongly by the

Member States' officlals in charge of data protectlon at thelr annual

meeting In Berlin In August 1989.

19. The recommendatlion for a Councll Declslon on the accesslion of the

European Community to the Councl!l of Europe Convention for the Protectlon

of Individuals wvith regard to Automatic Processing of Personal Data Is onhe
of the external aspects of the Communlity’'s approach to the protectlon of
personal data. Accesslon to the Convention will ensure, in refatlions
between the Community and the third countrles which wll! be partles
theroeto, the protection of data subjects and the cross-border flow of

personal data.

20. The proposal for a Counclil Declislon on the adoption of a two-year

actlon plan on Informatlon securlty completes the set of measures for

strengthening the rights of Indlviduals [n relation to the processing of
personal data. Information securlity, that Is to say the protection of data
stored, processed and transmitted electronically against every kind of
threat (both acclidental and deliberate) Is essential if the rights of
individuals In relatlon to the processing of personal data are to be
effectively exerclsed. More generally, it is a primary requirement from

1 0J No C 257, 4.10.1988, p. 1; 0J No C 196, 1.8.1989, p. 4; O0J No C 7,
12.1.1987, p. 334; OJ No C 12, 16.1.1989, p. 66; O0J No C 12, 16.1.1989,
p. 69.
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the point of view of the protection of property and persons which, In the
context of the deployment of open telecommunicatlions networks, necessitates
the development of a global strategy, concerted action at Community level
on technologles, standards and approval and testing procedures, and
technologlcal developments involving cooperation at the pre-competitive

research and development stage.

21. The proposed actlion plan provides for the development of a strategic
framework for Information securlity, the analysis of security requlrements,
the devising of ways of satisfylng certaln prilority needs, the drawing-up
of speclfications, standards and valldation tests, the Integration of
technologlcal and operatlional developments In the flield of Information
securlty Into a general strateglc framework and the Integration of certain

securlty functlons Into Information systems.



- 10..

SYN 287

PROPOSAL FOR A
COUNCIL DIRECTIVE

CONCERNING THE PROTECTION OF INDIVIDUALS
IN RELATION TO THE PROCESSING OF PERSONAL DATA



-1_

- The diversity of national laws and the lack of an
equivalent level of protection

- Consequences for the Cammunity

III. The approach adopted

- An equivalent level of protection in the Community

- A high level of protection

IV. Discussion of the provisions

Proposal for & Couricil Directive



=12 -

SUMMARY

This proposal for a dlirective Is almed at establlishing an equivalent, high
level of protection In all the Member States of the Community In order to
remove the obstacles to the data exchanges that are necessary If the
Internal market Is to functlon. To that end, the princlples set forth In
the draft proposal for a directive must be underwritten by the

Member States. Those principles relate to the conditlions under which the
processing of personal data Is lawful, the rights of the data subject
(right to Informatlon, right of access, right to rectiflication, right of
opposlition, etc.), the requlsite data quality (data must be accurate,
collected falrly, stored for specifled and lawful purposes, etc.) and the
setting-up of a Working Party on the Protection of Personal Data to advise
the Commisslion on data protection Issues. The draft proposal for a
directive covers both the private sector and those actlivities of the public
sector which fall withln the scope of Community law. Slince every
Iindlvidual wlil enjoy In each Member State an equivaient, high level of
protectlon In respect of the processing of personal data, the Member States
wlll no longer be able to restrict the flow of such data In the Community

on grounds of the protectlon of the data subject,
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Explanatory memorandum

l. INTRODUCT ION

The concern that has been felt for the past fifteen years or so about the
protection of Individuals In relation to the processing of personal data
has arlisen as a result both of the opportunities afforded by technical
progress In the Information processing fleld and of the Increasingly
frequent recourse that Is belng had to personal data processing In a
multltude of spheres. Thils concern has manifested Itself In a varlety of
ways and has led to the leglislative process being set In motion In several
Member States. On the wider International canvas, the Councll of Europe
Convention of 28 January 1981 for the Protectlon of Individuals with regard
to Automatic Processing of Personal Data Is as yet the only International
legal Instrument In this fleld. The OECD has laid down guidellnes on the
protectlon of privacy and transborder fliows of personal data In a
Recommendat lon of 23 September 1980, and the UN is In the process of
drawing up Its own guldelines.

Simllar expresslons of concern have been voiced In the Community context.
The European Parllament has since 1976 adopted a number of resolutions In
which It makes clear Its disquiet on thls Issue and calls upon the
Commission to prepare a proposal for a directive harmonlzing personal data

protection laws.(1)

The Commisslion, In a recommendatlion of 29 July 1981, stated that such
protection Ig qulte fundamental and that it is desirable that there should
be an approximated level!l of protection In atl the Member States. It

(1) 0J No C 100, 3.5.1976, p. 27; OJ No C 140, 5.6.1979, p. 34;
0J No C 87, 5.4.1982, p.39.



-1 -

recommended the Member States to ratify the Councll of Europe Conventlon
before the end of 1982, adding, however, that "iIf all the Member States do
not within a reasonable time sign and ratify the Convention, the Commission
reserves the right to propose that the Councll adopt an Instrument on the
basis of the EEC Treaty".

The Strasbourg European Council of 8 and 9 December 1989 emphaslzed, In the
context of measures to promote the free movement of persons and People's
Europe, the need “to ensure that the procedures for cooperation between
administrations first ensure the protection of Indlviduals with regard to
the use of personallzed data banks".

In addlitlion to these pronouncements on the need for general protectlon, the
feellngs of concern have also been translated into specific or ssctoral
Communlty measures, especlally In the fleld of the new Information

technologles.
In view of the current situation with regard to the processing of personal
data and the requirements of European integration, a dlirective aimed at

protecting Individuals in connection with thils type of processing Is now

essentlal.

11. THE NEED FOR PROTECTION IN THE COMMUNITY

The diverslity of national laws and the lack of an equivalent level of

protection In the Community

A wide variety of approaches are taken In the Member States towards the
protection of individuals In relation to personal data: some Member States
have no specliflc laws In this field, and where they do, the content
differs.

Currently, seven Member States have speclific laws (Denmark, France,
Germany, lreland, Luxembourg, the Nether!ands and the United Kingdom). Work

is In progress in certaln other Member States.
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While the obJect of these natlional laws Is the same, namely to protect the
data subject, they adopt different approaches owing to the multiplliclty of
possible ways of affording such protectlion. The covering of manual data
files, the protectlion of legal persons, the procedures prior to the
creatlion of flles, the extent of the oblligation to notify, the provision of
Information at the time of collection of data, the processing of senslitive
data and transfer to other countries are Just some of the questions whlch
can be approached In different ways. Moreover, technical developments may
Induce countrles to react differently and, In so doing, Increase the
diversity.

The abovementioned Councl| of Europe Conventlon has not led to a reduction
In this dlversity because, firstly, It leaves open a large number of
options as far as Implementation of its basic principles |Is concerned, and
secondly, It has been ratified by only seven Member States (Denmark,
France, Germany, lIreland, Luxembourg, Spaln and the Unlted Klngdom), of
which one (Spain) stlill has no domestic leglislation. The Commisslion
recommendatlion of 29 July 1981 calllng on the Member States of the

Community to ratify the Conventlon has not altered matters.

Owing to the diverslity of natlonal approaches, the protectlion of
Indlviduals In relation to the processing of personal data Is not
equlvalent In all the Member States, the level of protection varying from
one Member State to another.

Consequences for the Communlity

In the Community, this state of affalrs glves rise to three types of
difflculty:

- The lack of speclfic natlonal laws or thelr deflciencles do not reflect
the Community’s commltment to the protectlon of fundamental rights, as
stressed In the Joint declaration of the European Parllament, the
Councll| and the Commission on fundamental rights of 5 April 1977 and in
the third paragraph of the preamble to the Single European Act. What Is
more, In Community law, the protection of fundamental rights forms an
Integral part of the general princlples of law which the Court of
Justice of the European Communities is charged to uphold.
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~ Where It respects the rights of the data subject, the flow of personal
data Is a necesslity as far as the establlishment and functioning of the
internal market are concerned. In view of technlcal developments In
informatlon processing, notably the Introduction of digltal
telecommunicatlons networks In the Community, the cross-border dimension
of data flows Is apparent at three levels:

. Personal data are used at numerous stages of economic actlvity. The
free movement of goods, persons, services and capltal requlires that
personal data be transferable between business people Involved In
cross-border actlvitles.

In the Community Integration process, and In particuiar In the context
of the abolltion of frontlers, cooperation betwesn national
authoritles wlil necessarlly Increase, the authoritles In one Member
State being called upon to perform tasks which are normaltly the
responsibillty of an authority In another Member State. The flow of
data 1s essentlal to such cooperation. The duty to collaborate or
provide Information, which willl be Imposed on authorltlies by Communlity
law, requires at the same time that data subjects be fully protected.

. Data exchanges are also necessary for sclentlflc cooperatlon purposes.

This need to permlit data flows botween Member States currently comes up
agalnst the differences in national approaches to the question of
protecting Individuals In relatlon to the processing of personal data.
These differences may induce a Member State to place barriers In the way
of the free flow of data on grounds of the lack or inadequacy of
protection In the country of origlin or destination.

-~ These differonces could also, Iin certain clrcumstances, distort

competition between private operators depending on the constraints to

which they are subject In their country.

I1i. THE APPROACH ADOPTED

An equivalent level of protection In the Community

In order to afford any Individual residing In the Communlty protection In

connectlon with the processing of personal data and permlt the flow of this
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type of data between Member States, an equlvalent level of protectlion must
be establIshed throughout the Community. To that end an approximatlion of
laws Is necessary. The Commission’s programme for 1990 mentions the
protection of data as a prlority area in the context of completing the

Internal market.(1)

In thls connectlon, Article 100a of the Treaty provides the approprlate
legal baslis Inasmuch as a high level of eaulvalent protection Is essentlal
to the creatlon of the Internal market. The completion and functioning of
the Internal market, which |s describod In Article 8a as "an area wlthout
Internal frontlers In which the free movement of goods, persons, services
and capltal Is ensured In accordance wlth the provisions of this Treaty",
necessitate, for the reasons already given, an approxIimation of laws In
this flelid.

In the preparation of this proposal the Commission has taken into account
the requirements of Articlioc 8c of the EEC Treaty and has concluded that no
speclal provisions or derogations seem warranted or justifled at this
stage. Llkewise the Commlssion has studled the question of the high leval
of health/safety/environmental and consumer protectlion required by the
terms of Article 100a(3) of tho EEC Treaty.

A high level of protectlion

The obJect of natlonal laws In this field belng to protect fundamental
rights, and In particular the right to privacy, an approximation of those
laws must seek to guarantee a high level of protection. Apart from the
adjustments Inherent In any approximatlon of laws, the exerclse must not
have the effect of reducing the level of protectlon already afforded In the

Member States.

The genseral principles set out In the Councli of Europe Conventlon are a
sultable benchmark as they already constitute a common basis for the
countrles which have ratifled the Convention. Thus, while adoptling
solutions compatible with those of the Conventlon, the Directlive adds to
those general principles In order to provide a high level of equlvalent

protectlion.

(1) Bull. EC Supplement 1/90, pp. 18, 25 and 27.
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A high level of protectlion requires that the protection guaranteed by the
Directlive should have a very wide scope and that every situation In which
the processing of personal data Involves a risk to the data subject should
be covered. The Directive therefore applies to manual as well as automated
flles and to both public-sector and prlvate-sector files.

The principles contalned In the Directive, notably those relating to the
lawfulness of processing, the communication of data to third parties,
notiflcation procedures, the rights of the data sublJect and data quality,
are designed to ensure a high leval of protection by taking as a basis the
var lous solutlons adopted In natlonal laws. Simliarly, particuiar attentlon
has been pald to the means of ensuring, beyond the usual arrangements for
monitoring the application of Community law, the effective application of
the Directive’'s provislons. Hence the Incluslion of provislions on
llablillty and on the setflng-up of a Working Party on the Protection of
Personal Data.

The principles contalned In the Directive may, If necessary, be
supplemented. The Directive provides In a number of Its articies that
Member States may lay down more specific rules In respect of data flles
that are subject to their law. Addlitional measures may also be necessary
for the purpose of applying certain general principles to sectors having
speclal features.

iV. DISCUSSION OF THE PROVISIONS

CHAPTER |

General provislons

Article 1

Object of the Dlrective

This article provides that the Member States are obliged to ensure the
protection of Individuals In relatlon to the processing of personal data by
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applylng the Directive’s provisions. Since, under the Directive, protection
Is ensured in accordance with the same principles In all the Member States
and I|s therefore equivalent, the Member States can no longer restrict, in
the flelds covered by the Dlrective, the flow of data on grounds of the
protection of the data subject. The protectlion of Individuals and the flow
of data are, however, guaranteed under the Dlirective only In the flelds
covered by It. Flles held for prlvate purposes or by non-proflt-makling
bodies cannot, therefore, give rise to the appllication of thls article
Inasmuch as Article 3(2) excludes them from the scope of the Directive.

Article 2

Definlitions

This article defines the maln concepts used In the Dlrective. The
definitlions aro taken from Council of Europe Conventlion N° 108 wlth such
adJustments and clariflcations as aro necessary to guarantee a high level

of equlvalent protection In the Community.

a) "Personal data". As In Conventlion 108, a broad deflinlition Is adopted In
order to covor al! Information which may be [Inked to an Individual.
Depending on the use to which It Is put, any Item of data relating to an
indlvidual, harmliess though it may seem, may be senslitive (e.g. a mere
postal address). In order to avold a situation In which means of
Indirect ldentification make It possible to circumvent this definition,
it Is stated that an ldentifiable indlvidual Is an Individual who can be
Identified by reference to a number or a simllar ldentlfying particular.

b) "Depersonallze"”. This concept Is designed to permit the exclusion from
the scope of certaln provisions of the Directive of data which are no
longer ldentiflable. An Item of data can be regarded as depersonallzed
even If It could theoretically be repersonallzed with the help of

disproportionate technical and financlal resources.

c) "Personal data file". The definition Is based on the criterion of
possibllity of access to personal data, elther by means of manual
processing where the flle consists of a collection of structured data,
or by means of automatic processing which permits the grouplng together
of disseminated data or the extraction of data from a complete text
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using a method of consultation which corresponds to that of a flle.

The deflnition therefore covers structured automated and manual flles.
Individual flles, and In particular administrative fliles, which do not
contaln a structured collectlon of personal data are not covered owing

to the speciflc and divergent laws governing them In the Member States.

"Processing"”. In listing the princlipal processing operations, the
definlition adapts that glven In the Conventlion to suit the wider scope
of the concept of flle. Data combination operations are covered as they
make it possible to produce new data (e.g. electronic profiles). The
reference to blocking relates to data to which access Is blocked using
more stringent security measures than Is normally the case, but stoppling
short of erasure.

"Controller of the file". The concept of "controller of the file" as
used In the Convention Is adapted In two respects: firstly, by referring
to Communlity law In order to cover the case where speclflic directlves
contaln substantive provisions on the protectlon of personal data; and
secondly, by specifylng that the person who authorlzes consultatlon,
notably In the event of dlirect Interrogation, is the controller of the
file.

"Supervisory authorlty”. The definltlon stresses that the authorlity must
be Independent and refers to Article 26, which speclfles the functions
of the supervisory authorlity.

and h)"Publlc sector" and "prlvate sector". The definltions of public
sector and private sector are justified in the Directive as some of Its
provisions are speclflc to one or other sector (Chapters || and 111
relating to the Iawfulness.of personal data processing in the public and
private sectors). These definitlons are based on the nature of the
service provided by the body concerned, regardless of Its private or
public status. The body will have to apply the rules specific to the
private sector or to the publlc sector according as to whether It
carrles on commerclal actlvities or performs publlc-service dutles.



Article 3

Scope

The Directlive appiles to altl files whose controliers are itn the prilvate
sector or the publlc sector. In the latter case, the performance of
numerous administrative tasks necessitates, by virtue of Community law,
cooperatlion betwesn authorities in the Member States. The Directive doss
not apply, however, to flles In the publlic sector where the activitles of
that sector fall outside the scope of Community law (e.g. the Intelllgence

services).

Paragraph 2 provides for two exceptlons where Invaslons of privacy are
unlikely to occur cither because the data are used for private purposes
only, as Is the case wlth a personal electronic dlary, or because the flles
are registers of members of an assocliation whose consent to appear thereln
can be presumed from thelr very membership and the Information contalned In

the reglster Is not transmitted to third partiles.

Article 4

Law appllcable

This article specifles the connecting factors which determine the
appllcation In each Member State of tho Directive’s provisions. The choice
of factors In paragraph 1 Is motivated by the deslire to avold a slituatlon
in which the data subject is compietely unprotected owlng, malnly, to the
law beling circumvented. The factual criterlon of the place In which the
flle Is located has therefore been adopted. In thls connection, each part
of a flle which Is geographically dispersed or divided among several Member

States must be treated as a separate file.

The desire to protect the data subject in the event of relocation Is at the
root of a provision which requlres a user consulting a file located In a
third country from a terminal located In a Member State to comply with the
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Directive’s provisions on the lawfulnhess of processing, the Informing of
the data subject In the event of the communlication of data, senslitive data,
data security and llablllity. This requirement Is Imposed where such use Is

hot simply sporadic.

In view of the ease with which files can be moved, the temporary removal of
a file from one location to another does not constltute a change of
locatlon. The removal of data storage medla must not give rise to the
completion of formallities over and above those which have been gone through

In the country In which the flle Is normally located.

This article Is also designed to avold any overlapplng of applicable laws.

CHAPTER ||

Lawfuilness of processing In the publlc sector

Personal data may be processed only If thelr processing Is lawful. This
chapter, like Chapter 111, specifles the circumstances In which processing
is lawful. The lawfulness may stem from the consent of the data subject,
from a provision of the Directive or of Community law, or from a natlonal

legal instrument.

Article 5

Principles

This article provides that the creation of a public-sector flle and any
other processing of data shall be fawful only If It Is necessary for the
performance of the tasks of the public authority In control of the flle.

There are four cases In which data may be processed for a purpose other
than that for which the flle was created: |f the data subject consents; If
the processing has a legal baslis; If, after welghing the Interests
involved, it Is clear that the legitimate Interests of the data subject do
not preclude such change of purpose; and, lastly, In the event of an
immlnent threat to publlic order or a serious Infringement of the rights of

others.
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These princliples do not concern the speclfic case of the communication of

data to third parties, which Is dealt with In Article 6.

Article 6

Processling In the public sector having as Its obJect the communication of

personal data.

A speclflc provislion on the communication of data to thlrd partles Is
necessary Inasmuch as this type of processing involves the greatest risk to
the data subject. The paragraph provides for two cases In whlch data may be
communlicated to third partles, according to whether the reciplent Is In the
public sector or the private sector. In tho former Instance, communlication
must be necessary for the performance of the tasks of the authority
requesting or communicating the data; In the latter, a balancing of
interests must be carrled out In order to determine whether the requester
has a legitimate Interest and whether the Interests of the data subject do

not prevall.

The Member States are glven the opportunlty to specify In thelr taw, within
the lIimits of the two principles set out above, the condlitions under which
the communicatlon of data is lawful. This may conslist, for example, In

dofining, in respect of certain fields, iIn what clrcumstances the interests

of the data subject prevall.

In order to ensure that the Interests of the data subject are not harmed by
the communication of data to the private sector, a procedure for Informing
the data subject Is lald down. A derogation from this oblligatlion is
posslble, however, where communication Is authorized by the supsrvisory
authorlty. The latter may attach condltlons to the derogatlion or decide to

inform the data subject Itself.

Article 7

Obllgation to notify the supervisory authorlty

The oblligation provided for In this article to notlify the supervisory
authorlty and to have such notiflcation recorded In a reglster kept by that
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authorlty Is restricted to publlic-sector flles the data In which might be
communicated. The aim Is to onsuro the minimum transparency necessary fpr
the exercliso of the rights of the data subject while reducling the number of
formalitles, as these might place a very heavy burden on theo supervisory
authorlity owlng to the widely drawn concept of data flle. The Member States
may, however, extend tho obllgatlon to notlfy so as to cover other public-

sector flles.

CHAPTER (11

Lawfulness of processing In the private sector
Article 8

Principles

The lawfulness of the processing of personal data in the private sector may
be based on the consent of the data subject. Such consent must satisfy the
condltlons of Articles 12 (informed consent) and 13 (provision of

informatlon at the time of collection of data).

in the absenco of the consent of the data subject, the lawfulness of the
processing may be based on the existence of a contractual or quasl-
contractual reolationshlp between the controller of the flle and the data
subject In so far as the procossing Is necessary for theo performance of the

contract (e.g. processing of orders or Involcing).

The lawfulness of the processing may also be based on the fact that the
data come from sources generally accesslible to the public (public telephone
directorles) In so far as the processing Is Intended solely for

correspondence purposes.

Lastly, the iawfulness of the processing may be based on a balancing of
Interests which reveals that theo controller of the flle has a legltimate

interest and that the data subject does not have an overriding Interest;

The communlcation of data Is lawful only If It Is compatible with the
purpose of the flle as notifled (Article 11(2)), which has to be adhered to
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vhen data are stored (Article 16(1) (b)). When data are communlicated, the
controller of the flle Is obliged, moreover, to Inform the data subject In
the manner prescribed In Articles 9 and 10. Within the limlts of the
princliples set out above, the Member States may specify In thelr law the
condltions under which the processing of data Is lawful. This may conslist,
for example, In defining, In respect of certaln flelds, In what

clircumstances the Interests of the data subject prevall.

Article 9

Obligation to inform the data subject

In order that the data subject might exerclse his rights, paragraph 1
requlires the controller of the flle to inform tho data subject of the
communication of data concerning him. The data subjJect can thus exerclse
his rlight of access and object to continuatlion of the processing In
question. There Is no obligation to Inform the data subjJect where the data
come from sources generally accessible to the public and their processing

Ils Intonded solely for correspondenco purposes.

Article 10

Speclal exceptlons to theo obligation to Inform the data subject

This article authorlzes Member States to provide In thelr law that, where
majJor practical difflculties, overrlding legltimate Interests of the
controller of the flle or a simllar iInterest of a third party stand In the
way of Informing the data subject, the supervisory authority may, within
the 1imlts of the taw authorlizing It to do so, at the request of the
controller of the flile authorlze a derogation from the obligation to inform
the data subject. The supervisory author |ty may, speclfy the terms of the
derogation and decldo to inform the data subject Itself.

The case of major practical difflcultles covers, for example, data relating

to pergsons whose home address |s not known.
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Article 11

Obligation to notify the supervisory authority

For the same reasons as those underlying the obligation to notify In the
public sector (Article 7), the obligatlion to notify In the private sector
does not apply to files In which the data are not Intended to be
communicated or which come from sources genserally accessible to the public.
The notiflication must be updated If there Is any change In the purpose of
the fille.

The Information notifled must Include that which Is necessary for the
purpose of monitoring complilance with the Directive (at least the name and
address of the controiier of the flle, the purpose of the flle, a
description of the types of data It contains, the third parties to whom the
data might be communicated and a description of the securlty measures
taken). The Member States may extend the scope of the obligation to notify.

CHAPTER IV

Rights of data sub)ects

Article 12

Informed consent

This provision dotermines under what conditlons the data subject’s consent
to the processing of data relating to him, both In the publilic and in the
private sector, is legally valid.

The data subject’s consent to the processing of data relating to him Is an
Important justification for the processing of personal data by the
controller of the flle. The concept of "consent” as used Iin Article 12

means "Informed consent". In order to enable the data subject to welgh the

risks and advantages of the Intended processing of data relating to him and
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to exerclse his rights under Article 14 of the Directive (rectiflicaion,
erasure, blocking), the controller of the file has to provide the data
subject with such Information as Is relevant to the data subject’'s
decislon, e.g. name and address of the controiler of the file, purpose of
the flle, data stored In the file, etc.

As to the form of the consent, the Dlirectlve does not, for practical
reasons, require that the data subject should give his consent In writing.
The agreement, however, has to be expressly given. The consent of the data
subject has to be specific In that It has to refer to the processing of
data relating to him by a partlicular controller of a flle and for a certaln
purpose or purposes. The agreement must also Indlcate the kinds of data
which may be processed, the forms of processing and the potential
reciplents In case of transfer to third partles. '

Under Article 12(c) the data subject Is entitled to withdraw hils consent at
any time. The revocation, howsver, bears no retroactive effect as
otherwise a previously tawful processing of personal data would be made
I1legal ex post facto.

Article 13

Provision of Information to the data subject at the time of collection of
data

Effectlve data protection requires that the data subject be kept fully
Informed about the processing of personal data relating to him, not only
once they are stored and processed in a data flle but at the stage
preceding their processing, [.e. at the stage of thelir collection,

It Is lald down In Article 16(1)(a) that data must be collected falrly and
tawfully. For the purposes of Article 13 this requirement covers the
situation where data are obtalned from the data sublect himself,

Tho falr and lawful collectlon of personal data presupposes that the data
sub Ject makes his decision whether or not to disclose data relating to him
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to the collectors on a rellable factual basls as regards the purpose of the
processing, tho lIdentity of the controller of the flle and the question
whether he is under a legal obligation to discliose the data or whether
disclosure Is voluntary. So that he can assert his rights under Article 14
of the Directlve and control effectively the use of data relating to him,
he should also be Informed about his rights of access and rectificatlion

and about reciplents of the data.

Article 13(1) of the Directive obliges the Member States to provide In
their domestic data protection laws that the data subject must be glven
this information.

The person who collects data will often not be the same as the controller
of the flle In which the data wlll eventually be stored and processed. In
order that he may assert hls rights agalnst the latter, it Is Important
that the data subject should be Informed of his name and address when the

data are collected.

Article 13(2) ompowers the Member States to restrict the duty to Inform the
data subjJect at the time of collectlon of data on grounds of the exlstence
of predominant general interests. Under this provislon, there Is no duty to
supply the Information mentioned In Article 13(1) to the data subject |f
the Information prevents the proper discharge of the functions of public
authoritles entrusted with monlitoring and supervisory dutles or the

maintenance of publlc order.
Article 14
Additional rights of data subjects

Article 14 of the Dlrective oencompasses the rights of the data subject vis-

A-vigs the controller of the file. The purpose of data protection Is to
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safeguard the data subject’s right to privacy. The rights of that party
vis-a-vis the controller of the flle therefore form a fundamental part of

data protection.

Article 14(1) entlitles the data subject to oppose the processing of data
refating to him for legitimate reasons. Legitimate reasons, for the
purposes of this provision, means the lack of a legal Jjustification for
processing personal data, e.g. because the requirement of Chapters |l and
11l of the Directive as to the permissiblllity of such processing Is not
fulfilied with regard to a particular processing of data.

Article 14(2) safeguards the data subject against being made the subject of
declslons by publlc—~ and private-sector Institutions Involving the
assessment of human conduct on the soleo basis of an automat!c processing of
personal data forming a data or personallty profile of the data subject.
This provision is desligned to protect the Interest of the data subject In
participating {n the making of decisions which are of Importance to him.
The use of extensive data profiles of Individuals by powerful publlic and
private Institutions deprives tho individual of the capacity to Influence
declslon-making processes within those Institutlons, should declslons be
taken on tho sole basis of his “data shadow”.

If he Is to assert effectlively his rights to rectification, erasure or
blocking of data vis-3a-vis the controller of the file, It Is essential that
the data subject have access to the data In the flle. Thls ls granted to
him by Article 14(3) and (4). Artlcle 14(3) grants the data subject the
right to be Informed about the relevant facts relating to the processing of .
his personal data by the controller of the flle so that he may assert hls
rights to rectiflcatlon, erasure and blocking and exercise effectlve
control over the processing of data relating to him. Article 14(4) confers
on the data subject the right to obtaln, at reasonable intervals and
wlithout excesslive delay or expense, confirmation as to whether data on him
are stored In the flle and, If so, communicatlion to him of those data In an
Intellliglble form,

The provisions of Article 14(3) and (4) leave It to the Member States to
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decide how such Informatlon Is forwarded to the data subject.

1t Is also left to the domestlic law of the Member States to determine the
meaning of the term "reasonable Interval®. Taking Into conslidseration the
Interests of tho data subject and of the controller of the file, the
domestic law of tho Member States may provide that the controller of the
file may charge a data sub)ect who exerclses his right of access no more
than the actual cost Incurred. The charge must not be excesslive.

Article 14(4) allows the Member States to lay down a special rule on the
exerclise of the data subject’s right of access where medical data are
concerned. To protect the data subject from psychologlical shock, which In
extreme cases may lead to sulclde, such Information might be provided to

him by a medical expert.

Article 14(5) of the Directlve grants the data subject the right to
rectification, erasure or blocking of data If thelr processing Is
incompatible with the Directlive.

The data subject may exercise the right to rectiflcation If data relating
to him are Incorrect, incomplete, Inaccurate, misleading or out of date.
The right of the data subjoct to have data erased or blocked presupposes
that they have been processed |n violation of the Directive. Article 14(5)
refers to all provislons of the Directive which regulate the collectlion,

storage, processing and use of personal data.

The concept of blocking has Its orlgins In the German Federal Data
Protectlion Act (paras. 4, 27 and 35: Sperrung). |If data are blocked
becauso they have been collocted, stored, processed or used In violatlon of
the Directive’s rules, tho controller of the flle may still keep them
stored In his fille, but he Is prohiblted from processing or using them, and
In particutar from communlicating them to third partlies. The blocked data
have to be marked In the flle to Inform users of the file of the blockling.

The wording of the Dlrective ("as the case may be") leaves the precise
shaping of the data subject’s rights of erasure, blocklng or rectification
viith regard to the different situations in which personal data are
processed and used In violation of the Directive to the data protection

leglislation of the Member States.
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Frequently, data are not only processed by a controller of a flle, but
communicated to third parties. If the controllier of the file has to
rectlfy, oerase or block data because they are Incorrect or unlawfully
processed or used, It Is In the data subj)ect’s Interest that third parties
to whom such data have been transmitted should be notifled of the
rectification, erasure or blocking so that they, too, can rectify, erase or
block the data. This Interest of the data subject |s taken care of by
Article 14(7).

Article 14(6) grants the data subject the right to have data concerning him
erased from fliles which serve marketing and direct-malil advertising
purposes. The data subject can thus protect himselif against unsollclted
direct-mall advertising.

Finally, Article 14(8) oblliges the Member States to grant the data subject
an effective Judiclal remedy should the controller of the flle or another
person Infringe his rights as set out In Article 14,

Article 16

Exceptlions to the data subject’'s right of access to public-sector flles

Artlicle 15 authorlizes the Member States to restrict the data subject’s
right of access to data flles In order to protect an overriding public
Interest or an Interest of a private Individual equivalent to the data
subjact’s right to privacy where the flles are hald by the publlc sector.
It Is left to the Member States to decide to what extent they Include In
their domestic data protectlion leglslation exceptions based on Article 15.
However, the exceptlions set out In this provision are limlited to those
necaessary for the safeguarding of substantlial values In a democratic
soclety and have to be adopted by a formal!l statute. The llIst of Interests
which Justify a restriction of the right of access under Article 15 of the
Directlive |s exhaustlive.
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The term "natlonal securlty" Is to be Interpreted as meaning the protectlion

of natlional soverelgnty agalinst internal and external threats.

"Criminal proceedings" covers the prosecutlion of crimes which have already
been commlitted, whereas the concept of "public safety" encompasses all the
policing functions of state organs iIncluding crime prevention. The phrase
"substantial economic and flinanclal Interests of a Member State or of the
European Communlitles" refers to all economlc pollcy measures and means of
flnancing the pollicles of a Member State or of the Community, e.g. exchange
controls, forelgn trade controls and tax collection. However, only a
substantial Interest of this kind Justifles a restriction of the right of

access.

Filnally, an Interest of a third party equivalent to the data subject’s
right of access or the rights and freedoms of others are considered valld
grounds for restricting the right of access. Such Interests Include the
trade secrets of others or the freedom of the press.

If the data subject ls denled acceass to data relating to him contalned In a
file because an Interest covered by Article 15(1) Is Involved, the data
protectlion authority, at his request, must carry out the necessary
Inspection and checks on the flle In which the data are stored.

Article 15(3) empowers the Member States to place limits on the right of
access to data complled only temporarlly for the purpose of extracting
statistical Information, as such operatlions pose only a minor threat to the

data subject.
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Chaptor V

Data quality

The data protection principles set forth In thls Chapter are more far
reaching than Its title suggests: they cover not only the quallty of data
(Article 16), but also the processing of certaln categorles of data which
are consldered to be particularly sensitive from the point of view of the
Interosts of the data subjoct (Article 17) and the approprlate data

sacur ity maasures (Artlicle 18).

Article 16

Principles

Articie 16 of the Dlrective requlres the Member States to incorporate the
baslc principles relating to the quallty of personal data In thelr domsstic
data protection legislation. These principles are designed to safeguard
the data subjoct’s right to privacy by placing certaln restrictions on the
collectlon and processing of porsonal data and on the permissible contents

of personal data flles.

Article 16(1)(a) requires that the collection and processing of personal
data should be carrled out falrly and lavfully.

This provision covers the processing of personal data as dsflned In

Article 2(d) as well as Its gathering.

Article 16(1)(a) rules out, say, the use of technlcal devices hidden from
the data subject which serve to obtain data secretly and wlthout his

knowledge, for example by wlre-tapping, eavesdropplng and similar methods.
It also prevents controllers of files from creating and using clandestIne

flles containing personal data.



Article 16(1)(b) sets out the principle of "purpose specification".
According to this principle, personal data may be stored only for

specifled, expliclt and lawful purposes.

The purpose for whlich personal data are stored must be specific In that the
aim which the storage and use of the data Is Intended to serve must be
defined and specifled In as narrow terms as possible. A general or vague
defInition or description of the purpose of a file (e.g., the file is
intended to serve "buslness purposes") will not be consonant with the
purpose specification principle as lald down in Article 16(1)(b).

The purpose has to be speciflied before the storage Is effected. Where the
data are collected from the data subject, the purpose should be specified

at the time of collection (cf. Article 13).

Subsequent changes in the purpose of processing are permlssible only In so

far as they are not Incompatible with Its former purpose.

Article 16(1)(b) also requlres that the controller of the flle should make
the purpose of storage and use of the data expliclt. The requirement of
axplicltness seeks to prevent personal data from being stored and used for

hidden purposes.

The requirement of lawfulness of the purpose of storage and use of personal
data 1Imits the potential purposes which a data flle may serve; a file may
be created and used oniy for purposes which are compatible with this
Directive and the domestic law of the Member States. Furthermore, only
such purposes as are relevant to the administrative functions of
controllers of files In the public sector and the business activities of
controillers of files In the private sector are lawful. Article 16(1)(b)
states clearly that the purpose specification principie appliles not only to
the processing of personal data: the use of such data also has to be

compatible with the purpose of the file.

Article 16(1)(c) provides that the data In a flle must be adequate,
relevant and not excesslive In relation to the purposes for which they are

stored. Thils principle seeks to ensure that the contents of a file are In

keeping with Its purpose.
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Standing In close relatlionship with the requlrements of Article 16(1)(b)
and (c) are the provislons of Article 16(1)(d). Personal data stored In a
file have to be accurate and, If necessary, kept up to date. |If data are
Inaccurate or Incomplete In relation to the purpose of the flle,

Article 16(1)(d) requires that they be erased or rectifled.

Article 16(1)(e) deals with time 1imits for the retentlon of personal data.
According to this provislon, the keeping of data In a form which permlits
identiflcation of the data subject is allowed only for as long as Is

necessary for the purposes for which the data are stored.

There may be clrcumstances however, In which It Is necessary, e.g. for
statistical purposes, to keep data beyond that time IImit. It is
essentlial, In such clrcumstances, for the protectlon of the data subject

that the link between hls name and the data be removed.

Article 16(2) makes It the duty of the controller of the file to ensure
that the data quality provisions of Article 16(1) are complied with.

Article 17

Speclal categorles of data

It is gensrally accepted that the right to privacy is endangered, not by
the contents of personal data, but by the context in which the processing
of personal data takes place. However, there Is a broad consensus among
the Member States that there are certaln categories of data which, by
virtue of thelr contents - quite irrespective of the context in which they
are processed - carry the risk of Infringing the data subject’'s right to
privacy. Article 17 of the Directlve therefore places strict Iimits on the
electronic processing and use of sensitive Information in personal data

flles.
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Article 17 classes as senslitive the following categorles of data: raclal
origin (Including Information on skin colour); polltical opinlons,
religlous bellefs and phllosophical convictions, Inciuding the fact that a
person holds no relliglous bellef (these categorles encompass Information on
actlvities of the data subject relating to political, relliglous or
philosophlcal convictlions); information on trade-union membership;
Information on the data subject’s health (Including Information on hls
past, present and future state of physical and mental health and
Informatlon on drug and alcohol abuse); Informatlion concerning sexual life.

As a general rule, Article 17(1) prohlblts the automatic processing of
sensitive data. Exceptions to this rule are processing with the consent of
the data subject, which has to be freely glven, express and declared In
writing, and the exception set out In Article 17(2).

According to the latter provision, the Member States may allow the
electronlc processing of senslitive data If It Is required on Important
public Interest grounds. However, such an exception presupposes as a legal
basls the adoptlon of a formal statute speclfying the kinds of Sensltlve
data which may be processed electronicailly and the persons who may have
access to the data, and providing approprlate safeguards agalnst abuse and
unauthor lzed access.

Article 17(3) covers the speclal case of the storage of Information on
criminal convictions. The storage of such Information Is permitted only In
pubilc-sector data flles.

The scope of Article 17 Is limited to data processed by automated means.

The artlcle does not cover the electronlic storage and processing of data on
political opinions, rellglous and philosophlical convictions and trade-unlon
membership where such data are processed by non-proflt-making organizatlons
In accordance wlth Article 3(2)(b).
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Artlecle 18

Data securitly

Threats to tho data subject’'s right to privacy do not emanate only from
the controllor of the flle, who collects, stores, processes and

communicates the indlvidual’'s data for hls own purposes.

Hls right to privacy Is also }Jeopardized If hls data are mlsused by third

parties through unauthorized access to and use of the data.

The flrst sentence of Article 18(1) requlres the Member States to obllge
the controller of the flle to take appropriate organizational and technlical
moasures to protect the data In a file against the danger of unauthorlzed
Intrusion by third partles Iinto a file or accldental loss of data,
Including accldental or unauthorlzed destruction, unauthorized modification

of or access to data and any other unauthorized processing.

Tochnical moasures of data securlty include: safety measures for access to
data processing and storage locations, ldentiflcatlon codes for persons
entlitled to enter such locatlons, Informatlonal safeguards such as the use
of passwords for access to electronically processed files, the enclphering
of data and monitoring of hacking and other unusual activitlies. Through
organlizational measures, the controller of the file adopts certaln
procedural steps wilthin the hlerarchy of his publlc authorlty or business
oenterpriso, o.g. by establishing authorlty levels wlth regard to access to
the data.

The second sentence of Article 18(1) lays down the standard of approprate
data security measures with regard to automated data flles. The measures

have to ensureo an approprlate level of securlty having regard to the state
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of the art In the fleld of data security, the cost of taking those
measures, the nature of the data stored In the file and the assessment of
the potential risks. |In order to determine the appropriateness of data
secur |ty measures, the controller of the flle has to take Iinto
conslderation any recommendatlons on data securlity and network
interoperabiility formulated by the Community In accordance wilth Article 29

of the Directlve.

The obllgation to take appropriate securlty measures Is not limlted to the
focatlon of the data processing or of the hardware and software used for
the processing. If data transmisslions take place between one computer and
another or between a computer and terminals via a telecommunlications
network, according to Article 18(2) securlity measures also have to be taken
with regard to the network In order to guarantee the safe and uninterrupted

transfer of data.

Article 18(3) covers the case of dlrect access by a remote user to a flle
via on-llne retrleval. The authority of the user to obtaln data from the
fille Is specified In and |Imited by the contract with the controller of the
file. The Dlrective requires the controller of the file to design hardware
and software used for on-line retrieval In such a way that the user’s
access remalns within the llmfts of the authorization granted to him by the
contro!ller of the flle.

Article 18(4) assigns responsibllity for compllance with the oblligatlions
lald down by Article 18(1) to (3). The persons who - de facto or by
contract - control the operations relating to a data flle are also
responsible for ensuring compliance with the data security requlrements.
Those to whom this rule appllies are, as the case may be, the controller of
the flle, the user having access via on-lIlne data retrieval and data
processing service bureaux performing data processing operations on beshalf
of the controller of the flle.
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Finally, Article 18(5) places a duty of professional secrecy on employess
of the controller of a file and other persons who in the course of their
professional activitlies have access to the personal information In a flle.
These persons are prohibited from communicating the Informatlion to which
they have access to third parties wlthout the authorizatlion of the

controller of the file.
CHAPTER VI

Provislons speclifically relating to certaln sectors

Article 19

The Member States may provide for derogatlons from the Dilrectlive’'s
provisions In respect of the press, and the audiovisual! media in so far as
they are necessary In order to reconcile the fundamental rights of
individuals, notably the right to privacy, with the freedom of Information
and of the press, there belng a danger of confllct between the two
categorles of fundamental right. The approach adopted lays emphasis on the
obllgation to balance the interests Involved in the event of a derogation.
Thls balance may take Iinto accéunt, among other things, the avallabllity to
the data subject of remedies or of a right of reply, the existence of a
code of professional ethlcs, the iIImits lald down by the European

Convent lon on Human Rights and the general principles of law.

Article 20

This article provides that the Member States must encourage the business
circles concerned to draw up codes of conduct or professional ethlcs so as
to facllitate the application of the principles of the Directive in certain
sectors.,

The Commission willl also support such Inltlatives and will take them into
account, If necessary, when It exercises {ts rule-making powers or puts

forward new proposals.
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CHAPTER V1|
Liabillty and sanctlions

Article 21
Llablility

Where damage Is suffered as a result of failure to comply with the
Directive, llability rests under this article with the controller of the
file, who may be sued by the data subject for compensation. The concept of
damage covers both physlcal and non-physical damage. The liabllity of the
controller of the file for loss, destruction or unauthorlzed access Is

limlted If he can prove that the securlty requirements were compllied wlth.

Article 22

Processing on behaif of the controller of the file

The obJect of thls article |Is to avold a sltuation whereby processing by a
third party on behalf of the controller of the flle has the.effect of

reducing the level of protect[on enjoyed by the data subject. To that end,
obllgatlons are placed both on the controller of the file and on the third

party carrying ocut the processing.

Article 23

Sanctlons

In order to ensure compliance with the measures taken pursuant to the

Directlve, the Member States are required to lay down truly dissuaslive
sanctlions, such as crimlnal sanctlons, bearing In mind, In particular,
that non-complliance with the data protection principles constitutes an

infringement of a fundamental right.
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CHAPTER VI !1
Transfer of personal data to third countries

Article 24
Princliples

This article establishes the principle that the transfer of personal data

from a Member State to a third country may take place only If that country
ensures an adequate level of protection. 1t Is for the Member States, and,
If necessary, for the Commission, to determlne whether a country ensures an
adequate level of protection. The Member States must Inform the Commission
of cases In which an Importing third country does not ensure such a level

of protection. In that event, negotlations may be entered Into between the

Commission and the third country concerned.

The Commisslon may decide, In the exerclse of the Implementing powers
conferred on It by Article 29, that a country ensures an adequate level of
protection in the light of Its domestic law and/or of the International
commlitments it has entered into. The Councl! of Europe Convention of

28 January 1981 for the Protection of Indlviduals wlth regard to Automatic
Processing of Personal Data forms part of the commltments which the
Commisslon wlll take Into account. It may also draw on the expertise of

the Working Party on the Protectlion of Personal Data In this field.

Artlicle 25
Derogation

If a country does not ensure an adequate level of protection, a derogatlon
permltting the transfer of data Is possible In respsct of a given export.
The Member State In which the flle Is located may authorlize such a transfer
If the controller of the file can guarantee an adequate leve! of protection
in respect of that export and if nelther the other Member States nor the
Commisslon obJect. To that end an Informatlon procedure |Is provided for,

with a ten~day perlod in which notice of opposition may be gliven.
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Where notice of opposition Is given, the Commission may take the
approprilate measures, Iincluding prohlblitlon of the transfer.

CHAPTER 1IX

Supervisory authorities and the Worklng Party on the Protectlon of Personal
Data

Article 26

Supervisory authorlty

This articte provides for the setting-up of a supervisory authority
characterized by {ts Independence and by powers of Investigatlion and
Interventton sulted to the performance of the supervisory dutles entrusted
to It. Natlional law must guarantee these two characteristlics. The term
"supervisory authority" does not prejudice the adoptlion of a multiple

Internal structure based on the constitutional system of the Member States.

Article 27
Working Party on the Protectlion of Personal Data

Owing to the special features of the protection of Individuals In relation
to personal data, thils article sets up a working party of an advisory
nature, the Working Party on the Protection of Personal Data. The Working
Party on the Protectlon of Personal Data Is characterized by Its
Independence and Is composed of representatives of the natlional supervisory
authorlities. The Working Party Is chalred by a representative of the

Commission.

Article 28

Tasks of the Working Party on the Protection of Personal Data

This article sets out the tasks of the Worklng Party on the Protection of

Personal Data. The Worklng Party glves the Commisslion the benefit of Its
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knowledge and expertise In the field of the protection of individuals In
relation to the processing of personal data, thereby contributing to the
uniform appilcation of the natlonal rules adopted pursuant to the
Directlive; It assesses the levo! of protectlon In the Community and In
third countries and informs the Commlssion thereof; and it may advise the

Commission on any additlonal measures that need to be taken.

The Working Party on the Protection of Personal Data may formulate
recommendat lons which may, If It so wishes, be transmitted to the
Advisory Committee that Iis consulted by the Commission In the exerclse of

Its Implementing powers.

An annual report on the sltuation regarding the protectlon of personal data
In the Community and In thlrd countries Is drawn up by the Working Party on
the Protectlion of Personal Data. The report Is transmitted to the

Commission.

CHAPTER X

Rule-makIng powers of the Commlssion

Articles 29 and 30

Exerclse of rule-making powers

Advisory Committee

Article 29 confers on the Commlsslion powers of execution in respect of the
technical Implementing measures that are necessary as a result of the

oxtent and technlcal nature of the personal data processing fleld.

Since the Directive Is designed to contrlbute to the completion of the
Internal market, Article 30 provides for the setting-up of an

Advisory Committee to assist the Commisslion In the exercise of Its
Iimplementing powsars and applles the procedures lald down In the
Councl!| Declslon of 13 July 1987 laying down the procedures for the

gxerclise of Implementing powers conferred on the Commlssion.
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SYN 287
Proposal for a
COUNCIL DIRECTIVE

concerning the protection of individuals
in relation to the processing of personal data

THE COUNCIL OF THE EUROPEAN COMMUNITIES,

Having regard to the Treaty establlishing the European Economic Communlty,

and In particular Articles 100a and 113 thereof,
Having regard to the proposal from the Commlsslon,1
In cooperation with the European Parllament,2

Having regard to the opinion of the Economic and Soclal Committee,3

(1) Whereas the objJectlives of the Community, as laid down In the Treaty, as
amended by the Single European Act, Include establishing an ever closer
unlion among the peoples of Europe, fostering closer relations between the
States belonging to the Community, ensuring economic and soclal progress by
common action to eliminate the barrlers which divide Europe,vencouraglng
the constant improvement of the llving conditions of Its peoples,
preserving and strengthening peace and Iiberty and promoting democracy on
the basls of the fundamental rights recognlized in the constitutlions and
laws of the Member States and In the European Convention for the Protectlon

of Human Rights and Fundamentai Freedoms;
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(2) Whereas the establilishment and the functioning of an Internal market In
which, In accordance with Article 8a of the Treaty, the free movement of
goods, persons, services and capltal Is ensured require not only that
personal data should be able to flow freely, regardless of the Member States
in which they are processed or requested, but also that fundamental
rights should be safeguarded In view of the Increasingly frequent recourse
In the Communlity to the processing of personal data In the varlous spheres

of economic and soclal activity;

(3) Whereas the Internal market comprises an area wlthout frontiers;
whereas, for that reason, the national authoritles In the various

Member States are Increasingly belng callied upon, by virtue of the
operation of Community law, to collaborate and exchange personal data so as
to be able to perform thelr duties or carry out tasks on behalf of an

authority In another Member State;

(4) Whereas the Increase in scientific and technlical cooperation and the
coordinated Introduction of new telecommunlicatlions networks in the

Community necessitate and facllitate cross-border flows of personal data;

(5) Whereas the difference In levels of protection of privacy In relatlion
to the processing of personal data afforded in the Member States may
prevent the transmission of such data from the territory of one Member
State to that of another Member State; whereas this difference may
therefore constlitute an obstacle to the pursult of a number of economlc
actlvities at Community level, distort competition and impede authorlities
In the dlscharge of their responsibillities under Communlty law; whereas
this difference in levels of protection is due to the existence of a wide

varlety of national laws, regulatlons and administrative provisions;

(6) Whereas in order to remove the obstacles to flows of personal data,
the level of protection of privacy In relation to the processing of such
data must be equivalent In all the Member States; whereas to that end It iIs

necessary to approximate the relevant laws;
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(7) Vhereas the object of the national laws on ths processing of personal
data Is to protect fundamental rights, notably the right to privacy which is
recognized both In Article 8 of the Conventlon for the Protectlion of Human
Rights and Fundamental Freedoms and In the general principles of Community
law; whereas, for that reason, the approximation of those laws must not
result In any lessening of tho protection they afford but must, on the
contrary, seek to ensure a high level of protection in the Community;

(8) wWhereas the principles underlying the protection of privacy In relation
to the processing of personal data set forth In this Directive may be
supplemented or clarified, In particular as far as certaln sectors are
concerned, by speclfic rules based on those princlples;

(9) Whereas the protectlion principles must apply to all data flles where
the activities of the controller of the file are governed by Community |aw;
whereas publlc-sector flles which are not governed by Community law should,
as Is provided for in the resolutlion of the representatives of the
Governments of the Member States of the European Communitles meeting within
the Councli! of ..., be subject to the same protection princliples set forth
In natlonal laws; whereas, however, data flles falling exclusively within
the confines of the exercise of a natural person’s right to privacy, such
as personal address flles, must be excluded;

(10) Whereas any processing of personal data In the Communlity should be
carrled out In accordance wlth the law of the Member State Iin which the
data file Is located so that Individuals are not deprived of the protectlion
to which they are entitled under this Directive; whereas, In this
connectlion, each part of a data flle dlvided among several Member States
must be consldered a separate data flle and transfer to a non-member

country must not be a bar to such protection;

(11) Whereas any processing of personal data must be lawful; whereas such

lawfulness must be based on the consent of the data subject or on Communlty

or national law;
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(12) Whereas natlonal laws may, under the conditions lald down iIn thls
Directive, speclify rules on the lawfuiness of processing; whereas,
howover, such a possiblllity cannot serve as a basls for supervision by a
Mambor State other than the State In which the data flile Is located, the
obllgation on the part of the latter to ensure, In accordance with this
Directlve, the protection of privacy In relation to the processing of
personal data being suffliclent, undsr Community law, to permit the free

flow of data;

(13) Whereas the procedures of notificatlion, In respect of public- or
private-sector data files, and provision of Information at the time of
first communication, In respoect of prlvate-sector data fllos, are designed
to ensure the transparency essentlal to the exerclse by the data subject of
the right of access to data relating to him;

(14) Whereas the data subject must, If hls consent Is to be valld and when
data relating to him are collected from him, be glven accurate and full

Information;

(15) Whereas the data subject must be able to exercise the right of access
In order to verify the lawfulness of ths processing of data relating to him

and thelr quallty;

(16) Whereas, If data are to be processed, they must fulfll certaln
requirements; whereas the processing of data which are capable by their
very nature of infringing the right to privacy must be prohiblted unless
the data subject glives hls expllclt consent; whereas, howsver, on
Important public Interest grounds, notably In relatlon to the medical
professlion, dnrogations may be granted on the basls of a law laying down
preclisely and strictly the condlitions governing and |imits to the
processing of this type of data;

(17) Whereas the protection of privacy In relation to personal data
requires that appropriate socurlity measures be taken, both at the level of
design and at that of the techniques of processing, to prevent any

unauthorlzed processing;
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(18) Whereas as regards the media the Member States may grant derogations
from the provislons of this Directive In so far as they are designed to
reconcile the right to privacy with the freedom of information and the

right to recelive and Impart Information, as guaranteed, in particular, in Article
10 of the Convention for the Protectlon of Human Rights and Fundamental

Freedoms;

(19) Whereas the Member States must encourage the drawlng-up, by the
business circles concerned, of European codes of conduct or professional
ethlics relating to certaln speciflc sectors; whereas the Commission wil|
support such Initiatives and will take them into account when It conslders
the appropriateness of new, speclfic measures In respect of certain

sectors;

(20) Whereas, In the event of non-compllance with this Directive, llability
in any action for damages must rest with the controller of the flle;
whereas dlssuaslve sanctlons must be applied In order to ensure effective

protection;

(21) Whereas It Is also necessary that the transfer of personal data should
be able to take place wlith third countrles having an adequate level of
protection; whereas, In the absence of such protection in third countries,
thls Directive provides, In partlicular, for negotlation procedures with

those countries;

(22) Whereas the principles contalined In this Directlive give substance to and
amplify those contalned In the Counclli of Europse Convention of 28 January
1981 for the Protection of Individuals with regard to Automatic Processing

of Personal Data;

(23) Whereas the exlstence In each Member State of an indepsndent
supervisory authorlty Is an essentlial component of the protection of
indlviduals In relatlon to the processing of personal data; whereas, at

Community level, a Worklng Party on the Protection of Personal Data,
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must be set up and ke completely Independent In the performance of its
functions; whereas having regard to Its speclfic nature It must advise the
Commission and contribute to the unlform appllication of the natlonal rules
adopted pursuant to thls Directive;

(24) Whereas the adoption of additional measures for applying the
principles set forth in this Directive calls for the conferment of
rufe-making powers on the Commission and the establIshment of an Advisory

Committee In accordance with the procedures lald down In Councl| Declsion
4D]
87/373/EEC .,

HAS ADOPTED THIS DIRECTIVE:

CHAPTER |
GENERAL PROVISIONS
Article 1

ObJect of the Directlive

1. The Member States shall ensure, in accordance with this Directlive, the
protection of the privacy of individuals In relation to the processing of

personal data contalned In data files.

2. The Member Stales shatl neither restrict nor prohiblt the free flow of
personal data between Member States for reasons to do with the protection

afforded under paragraph 1.

(1) OJ No L 197, 18.7.1987, p. 33.
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Article 2

Definltions

For the purposes of this Directive:

(a) "personal data" means any Information relating to an lidentified or
identiflable Individual ("data subject"); an ldentiflable Individual
is notably an Individual who can be Identified by reference to an

identiflcation number or a simitar ldentifyling particular;

(b) "depersonalize" means modify personal data In such a way that the
Information they contaln can no longer be assocliated with a specific in-
aividual or an individual capable of being determined except at the price of an excessive effort

in terms of staff, expenditure and time;

(¢) ‘“"personal data flle" (flle) means any set of personal data, whether
centrallzed or geographically dlispersed, undergoing automatic
processing or which, although not undergoling automatlic processing, are
structured and accesslible In an organized collectlion according to
speciflc criteria In such a way as to facllltate thelr use or

comblnation;

(d) “"processing" means the followlng operations, whether or not performed
by automated means: the recording, storage or comblnation of data, and
their alteration, use or communication, including transmisslon,

dissemination, retrieval, blocking and erasure;

(e) ‘“"controller of the file" means the natural or legal person, public

authorlity, agency or other body competent under Community law or the

national law of a Member State to decide what wlll be the purpose of
the file, which categories of personal data wlll be stored, which
operatlons will be applied to them and which third parties may have

access to them;
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(f) "supervisory authority” means the Independent publlc authority or
other independent body designated by each Member State In accordance
with Article 26 of this Directlve;

(g) "public sector" means all the authorlitles, organizatlions and entlities
of a Member State that are governed by publlic law, with the exception
of those which carry on an Industrlal or commercial activity, and
bodles and entlties governed by private law where they take part In

the exercise of officlal authority;

(h) "private sector" means any natural or legal person or assoclation,
Including public-sector authorlitlies, organizations and entities In so

far as they carry on an Industrial or commerclal activity.

Article 3

Scope

1.The Member States shall apply thils Directive to files In the public and
private sectors with the exception of files In the public sector where the

actlivities of that sector do not fall within the scope of Community law.

2. This Directive shall not apply to flles held by:

(a) an Indlvidual solely for private and personal purposes; or

(b) non-profit-making bodles, notably of a political, philosophical,
rellgious, cultural, trade-union, sporting or leisure nature, as part
of their legitimate alms, on conditlon that they relate only to those
members and corresponding members who have consented to being Included
therein and that they are not communlcated to third partles.
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Article 4

Law appllicable

1. Each Member State shall apply this Dlrective to:

(a) all flles located In Its territory;

(b) the controller of a file resident In its territory who uses from Its
territory a flle located In a third country whose law does not provide
an adequate level of protection, unless such use Is only sporadic.

2. Each Member State shall apply Articles 5, 6, 8, 9, 10, 17, 18 and 21 of
this Directive to a user consulting a file located In a third country from
a terminal located In the territory of a Member State, unless such use is

only sporadic.

3. Where a flle Is moved temporarlly from one Member State to -

‘another, the latter shall place no obstacle In the way and shall not
require the completlion of any formallties over and above those applicable
In the Member State In which the file is normally located.
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CHAPTER 11

LAWFULNESS OF PROCESSING IN THE PUBLIC SECTOR

Article &

Princliples

1. Subject to Article 6, the Member States shall, wlith respect to flles
In the publlc sector, provide in thelir law that:

(a) tho creation of a flle and any other processing of personal data shall
be lawful In so far as they are necessary for the performance of the
tasks of the public authorlity In control of the file;

(b) the processing of data for a purpose other than that for which the
flle was created shall be lawful If:

- the data subject consents thereto; or

- It Is effected on the basis of Community law, or of a law, or a
measure taken pursuant to a law, of a Member State conforming
with this Directive which authorizes It and defines the limits
thereto; or

- the legitimate Interests of the data subject do not preclude
such change of purpose; or

- It Is necessary In order to ward off an Imminent threat to
public order or a serlous Infringement of the rights of others.

Article 6

Processing in the public sector having as its object the communication of

personal data

1. The Member States shall provide In thelr law that the communicatlion of
personal data contained in the flles of a publlic-sector entity shall
be lawful only If:
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1t Is necessary for the performance of the tasks of the publlic-sector

entity communicating or requesting communicatlon of the data; or

It Is requested by a natural or legal person In the private sector who
invokes a leglitimate Interest, on conditlion that the interest of the

data subject does not prevall.

Without prejudice to paragraph 1, the Member States may specify the
condltions under which the communication of personal data Is lawful.

The Member States shall provide In thelr law that, In the
clrecumstances referred to In paragraph 1(b), the controlier of the
file shall Inform data subjocts of the communicatlion of personal data.
The Member States may provide for the replacing of such provision of
Information by prlor authorlzation by the supervisory authority.

Article 7

Oblligation to notify the supervisory authority

The Member States shall provide In thelr law that the creation of a
publlc-sector flle the personal data In which might be communlicated
shall be notifled in advance to the supervisory authority and recorded
In a reglster kept by that authority. The register shall be freely

avallable for consultation.

The Member States shall specify the Information which must be notlified
to the supervisory authority. That Information shall Include at least
the name and address of the controllier of the flle, the purpose of the
flle, a description of the types of data It contalns, the third
parties to whom the data might be communicated and a description of

the measures taken pursuant to Article 18.

The Member States may provide that paragraphs 1 and 2 shall apply to
other publlc-sector files and that consultation of the reglister may be

restrictod for tho reasons stated in Article 15(1).
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CHAPTER |11

LAWFULNESS OF PROCESSING IN THE PRIVATE SECTOR

Article 8

Princliples

1. The Member States shall provide In thelr law that, wlithout the consent
of the data subject, the recording In a flle and any other processing
of personal data shall be lawful only If It Is effected In accordance
with thls Directive and If:

(a) the processing is carriled out under a contract, or In the context of a
quasi-contractual relatlonship of trust, with the data subject and Is

necessary for @ its discharge; or

(b) the data come from sSources generally accessible to the public and
their processing is Intended solely for correspondence purposes; or

(c) the.controller of the file Is pursuing a leglitimate Interest, on
condition that the Interest of the data subject does not prevail.

2. The Member States shall provide in thelr law that It shall be for the
controller of the flile to ensure that no communication Is incompatible
wlith the purpose of the flle or Is contrary to publlc policy. In the
ovent of on-ilne consultation, the same obllgations shall be Incumbent

on the user.

3. Without prejudice to paragraph 1, the Member States may specify the
conditlons under which the processing of personal data Is lawful.
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Article 9

Obligation to Inform tho data subject

1.

The Member States shall, wlith respect to the private sector, provide
Iin thelr law that at tho time of flrst communicatlon or of the
affording of an opportunity for on-llne consultatlion the controller of
the file shall Inform the data subject accordingly, Indlicating also
the purpose of the file, the types of data stored thereln and hls name

and address.

The provision of iInformatlion under paragraph 1 shal! not be mandatory
in the circumstances referred to in Article 8(1)(b). There shall be

no obligation to Inform where communicatlion is required by law.

if the data subject obJects to communication or any other processing,
the controller of the file shall cease the processing objected to

unless he |Is authorlzod by law to carry It out.

Article 10

Speclal excoptlions to tho oblligation to inform the data subject

I1f the provision of Information to the data subject provided for Iin Artlicle

9(1) proves Impossible or Involves a disproportionate effort, or comes up

agalinst the overriding legitimate Interests of the controller of the flle or a

simllar Interest of a third party, the Member States may provide In thelr
law that tho supervisory authorlity may authorlze a derogatlion.
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Article 11

Oblligation to notify the supervisory authorlty

The Member States shall provide In thelr law that the controller of
the file shail notify the creation of a personal data flile where the
data are Iintended to be communicated and do not coms from sources
generally accesslble to the public. The notiflication shall be made to
the supervisory authority of the Member State In which the file Is
located or, If It Is not located In a Member State, to the supervisory
authority of the Member State in which the controller of the flle
resldes. The controller of the flle shall notlfy to the competent
natlonal authorities any change In the purpose of the flle or any

change in his address.

The Member States shall specify the Information which must be notifled
to the supervisory authority. That Informatlion shall include at least
the name and address of the controller of the flle, the purpose of the
flle, a description of the types of data It contains, the third
partles to whom the data might be communicated and a descriptlion of

the measures taken pursuant to Article 18.

The Member States may provide that paragraphs 1 and 2 shall apply to
other prlvate-sector flles and that the Information referred to In

paragraph 2 shall be accesslible to the public.
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CHAPTER IV

RIGHTS OF DATA SUBJECTS

Article 12

Informed consent

Any glving of consent by a data subject to the processing of personal data
relating to him within the meaning of this Directive shall be valld only
If:

(a) the data subject is suppllied with the following Information:
- the purposes of the file and the types of data stored;
- the type of use and, where approprlate, the reclplents of the
personal data contailned In the file;
- the name and address of the controller of the flle;

(b) 1t Is speclific and express and speclifles the types of data, forms of
processing and potentlal reclplents covered by It;

(c) It may be withdrawn by the data subject at any time wlthout
retroactive effect.

Article 13

Provislion of Information at the time of collection

1. The Member States shall guarantee Indlividuals from whom personal data
are collected the right to be Informed at least about:

(a) the purposes of the file for which the Information Is Intended;

(b) the obligatory or voluntary nature of thelir reply to the questions to
whlch answers are sought;

(¢c) the consequsences I[f they fail to reply;

(d) the reciplents of the Information;

(e) the exlstence of the right of access to and rectification of the data
relating to them; and

(f) the name and address of the controller of the filie.
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2. Paragraph 1 shall not apply to the collecctlion of Information where to
Inform tho data subject would prevent the oxercise of the supervision
and vorificatlon functions of a publlc authority or the malntenance of
publlc order.

Articio 14

Additlonal rights of data subjocts

The Member States shall grant a data subject the following rights:

1. To opposse, for legltimato reasons, tho processing of personhal data
relating to him,

2. Not to be subject to an adminlstrative or private declslion Involving
an assessment of his conduct which has as Its sole basis the automatic

procossing of personal data defining his profile or personality.

3. To know of the existenco of a file and to know Its maln purposes and
the identity and habitual resldence, headquarters or place of business

of the controller of tho flle.

4. To obtalin at reasonable Intervals and without excessive delay or
oxpense conflrmation of whother psrsonal data relating to him are
stored In a flle and communication to him of such data in an

intelliglble form,

The Member States may provide that the right of access to medical data may be exercised only through
a doctor.

(9.}

To obtaln, as tho case may be, rectiflication, orasure or blocking of
such data It they have been processed In violation of the provisions
of this Directlve.
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To obtaln upon requnst and froe of chargo the erasure of data relating

to him hnld In Tilos usaed for market research or adveriising purposes.

To chtaln, In the ovent of tha applleation of paragraph 6§ and If the
data havs bnon communicatod to third parties, notification to the

lattor of the rectiflcatlon, orastre or blocking.

To have a Judiclal remady If tho rights guaranteed In this Article are
Infringed.

Article 16

Excoptlons to the data subject’'s right of accoss to publle-soctor flles

(a)
(b)
(c)
(d)
(0)

)

(o

The Membar States may limlt by statute ths rights provided for In
points 3 and 4 of Articloe 14 for reasons relating to:
natlonal securlty,

dafanceo,

criminal proceedings,

publle safoty,

a duly estaeblished - paramount economlc and flinanclial Interest of a
Member State or of thn European Communitles,

tha nead for the publlic authorlities to perform monitoring or
inspectlon functions, or

an cqulvalent right of anothar Individual and the rights and freedoms

of othsrs.

In the clircumstances roferred to In paragraph 1, the supervisory
author ity shall be empowered to carry out, at theo request of the data

subject, tho necessary checks on the flle.

The Member States may place llmits on the data subject’s right of
accoss to data compllod temporarlly for the purpose of extracting

statistical Informatlon therofrom.
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CHAPTER V

DATA QUALITY

Articlo 16

Principles

1.

(a)
(b)

()

(d)

(o)

Tho Mombar States shall provide that personal data shaill be:

collected and processed falrly and lawfully;

stored for specified, explicit and lawful purposes and used In a way

compatible with those purposes;

adaquate, relevant and not excesslve In relatlon to the purposes for

which they are gtored;

accurate and, If necessary, kept up to date; Inaccurate or Incomplete
data shall be erased or rectifled;

kept In a form which permits ldentification of the data subjects for

no longer than Is necessary for the purpose for which the data are

stored.

It shall be for the controller of the file to ensure that paragraph 1
ils complled with.
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Articleo 17

Spoclal cateqgorios of data

1. The Member States shall prohlblt the automatic processing of data revealing
ethnic or racial origin, political opinions, religious or philosophical
beliefs or trade-union:membership, and.of data concerning health or sexual
‘Life, without the express and written consent, freely given, of the data

subject.

2. The Member States may, on Important public Interest grounds, grant
derogations from paragraph 1 on the basls of a law speclifying the
types of data which may be stored and the persons who may have access
to the file and providing sultable safeguards against abuse and

unauthor lzed access.

3. Data concerning criminal convictlons shall be held only In public-

soctor flles.

Article 18

Data securlty

1. The Member States shall provide In their law that the controller of a
fllo shall take appropriate technical and organlizatlional measures to
protect personal data stored In the flle agalnst accldental or
unauthorized destruction or accldental loss and agalnst unauthorlzed
access, modification or other processing.



Such measures shall ensure, In respect of automated files, an
appropriate level of securlty having regard to the state of the art In
this fleld, the cost of taking the measures, the nature of the data to
be protected and the assessment of the potentlal risks. To that end,
the controller of the file shall take Into consideration any
recommendat ions on data security and network Interoperability
formulated by the Commission In accordance with the procedure provlided
for In Artlicle 29.

2. Methods guaranteelng adequate security shall be chosen for the

transmisslon of personal data in a network.

3. In the event of on-Illne consultation, the hardware and software shall
be desligned In such a way that the consultation takes place within the
{imits of the authorlization granted by the controller of the file.

4, The oblligatlons referred to In paragraphs 1, 2 and 3 shall also be
incumbent on porsons who, elther de facto or by contract, control the

operatlons relating to a flle.
5. Any person who In the course of his work has access to Information

contalned In files shall not communicate It to third parties wlthout
the agreemont of the controller of the file.

CHAPTER VI

PROVISIONS SPECIFICALLY RELATING TO CERTAIN SECTORS

Artlcle 19

The Member States may grant, In respect of the press and the audlovisual
media, derogations from the provisions of this Directive In so far as they
are necessary to reconcllie the right to privacy with the rules governing
freedom of Informatlion and of the press.
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Article 20

The Member States shall encourage the business clircles concerned to

participate Iin drawling up European codes of conduct or professlional ethics

In respect of certaln sectors on the baslis of the principles set forth In

this Directive.

CHAPTER V11

LIABILITY AND SANCT!IONS

Article 21

Llability

1.

The Member States shall provide In thelr law that any Indlividual whose
personal data have been stored in a flle and who suffers damage as a
rosult of processing or of any act Incompatible with this Directlive

ghall be ontitled to compensation from the controller of the file.

The Member States may provide that the controller of the file shall
not be itable for any damage resulting from the loss or destructlion of
data or from unauthorlzed access If he proves that he has taken
appropriate measures to fulfll the requirements of Articles 18 and 22.

Article 22

Processing on behalf of the controller of the file

The Member States shall provide In thelr law that the controller of
the flle must, where processing Is carrled out on his bshalf, ensure
that the necessary securlty and organlzational measures are taken and
choose a person or enterprise who provides sufflicient guarantees In
that respect.
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2. Any person who collects or processes personal data on behalf of the
controller of the file shall fulfll the obllgations provided for iIn
Articles 16 and 18 of this Directlive.

3. The contract shall be In writing and shall stipulate, In particular,
that the personal data may be divulged by the person providing the
service or his employees only with the agreement of the controller of
the flle.

Article 23

Sanctlons

Each Member State shall make provision In Its law for the application of

digsuaslve sanctions in order to ensure compllance with the measures taken

pursuant to this Directive.

CHAPTER VI 11

TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES

Article 24

Principles

1. The Member States shall provide In thelr law that the transfer to a
third country, whether temporary or permanent, of personal data whlch
are undergoing processing or which have been gathered with a view to
processlng may take place only If that country ensures an adequate

level of protection.

2. The Member States shall iInform the Commisslon of cases In which an
Importing third country does not ensure an adequate level of

protection.
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3. Whero the Commission finds, elther on the basis of Information
suppl led by Membsr States or on the basls of other Informatlon, that a
third country does not have an adequate level of protectlion and that
the resulting sltuation Is likely to harm the Iinterests of the
Community or of a Member State, It may enter Into negotiations with a
view to remedying the situation.

4, The Commission may declde, In accordance with the procedure lald down
In Article 30(2) of thils Directlve, that a third country ensures an
adequate level of protectlon by reason of the International

comml tments It has entered into or of Its domestic law.

5. Measureg taken pursuant to thils Article shall be In keeplng with the
obligatlons Incumbent on the Community by virtue of Iinternational
agreements, both billateral and multlilateral, governing the protection
of Individuals In relation to the automatic processing of personal
data.

Article 25

Derogatlion

1. A Member State may derogate from Article 24(1) In respect of a glven
export on submlission by tho controlter of the flle of sufficlient proof
that an adequate level of protection will be provided. The
Member State may grant a derogatlion only after It has Informed the
Commisslon and the Member States thereof and In the absence of notlce
of opposition glven by a Member State or the Commisslon wlithin a
perlod of ten days.

2. Where notice of opposlition Is glven, the Commission shall adopt
approprlate measures in accordance with the procedure lald down In
Article 30(2).



- 67 _

CHAPTER IX

SUPERVISORY AUTHORITIES AND WORKING PARTY ON THE PROTECTION OF PERSONAL

DATA

Article 26

supervisory authorlity

1.

The Member States shall ensure that an Independent competent authority
supervises the protection of personal data. The authority shall
monitor the appllication of the natlonal measures taken pursuant to
this Directive and perform all the functlions that are entrusted to It
by this Dlrective.

The authorlty shall have Investigative powers and effective powsers of
Intervention agalnst the creation and exploitation of files which do
not conform with this Directive. To that end, It shall have, inter
alla, the right of access to flles covered by this Directive and shall
be glven the powsr to gather all the Informatlion necessary for the
performance of Its supervisory dutles.

Complaints in connectlon with the protectlion of Iindividuals In
relation to personal data may be lodged with the authority by any

Individual.

Article 27

Viorking Party on the Protection of Personal Data

A Working Party on the Protection of Personal Data Is hereby set up.
The Working Party, which shall have advisory status and shall act
Independent ly, shall be composed of representatives of the supervisory
authoritles provided for In Article 26 of all the Member States and
shall be chalred by a representative of the Commission.
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The secretarliat of the Working Party on the Protectlion of Personal
Data shall bo provided by the Commission’s departments.

The Viorking Party on the Protection of Personal Data shall adopt Its

own rules of procedure.

The Yorkling Party on the Protection of Personal Data shall examine
questlions placed on the agenda by Its chalrman, elther on hls own
Inltlative or at the reasoned request of a representative of the
supsrvisory authoritles, concerning the application of the provisions

of Community law on the protection of personal data.

Articlo 28

Tasks of tho Viorking Party on tho Protection of Personal Data

1.

Tho Workling Party on the Protection of Personal Data shall:

(a) contribute to the uniform application of the natlional rules
adopted pursuant to thig Dlrective;

(b) glve an oplnlon on the fevel of protection In the Community and
in third countrles;

(c) advise the Commisslion on any draft addltlional or specific
measures to be taken to safeguard the protection of privacy.

If the Working Party on the Protection of Personal Data finds that

slignificant divergences are arlsing between the Iaws>or practices of
the Member States In relatlion to the protection of personal data whlch
might affect the oqulvalence of protection in the Community, It shall

Inform the Commission accordingly.

The Working Party on the Protectlon of Personal Data may formulate
recommendat ions on any questlons concerning the protection of
indlviduals in relation to personal data in the Community. The
recommendat ions shall be recorded In the minutes and may be
transmitted to the Advisory Commlttee referred to In Article 30. The
Commlssion shall Inform the Working Party on the Protectlion of
Personal Data of the actlion it has taken In response to the

recommendat lons.
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4, Tho Viorking Party on the Protectlion of Personal Data shall draw up an
annual report on the sltuation regarding the protection of individuals
In relatlon to the processing of personal data In the Community and In
third countries, which It shal! transmit to the Commisslion.

CHAPTER X

RULE-MAKING POWERS OF THE COMMISSION

Article 29

Exercliso of rulo-maklng powers

The Commisslon shall, In accordance with the procedure lald down In Article
30(2), adopt such technical measures as are necessary to apply this
Diroctive to the specific characteristics of certaln sectors having regard
to the state of the art In this fleld and to the codes of conduct.

Article 30

Advisory Committee

1. The Commission shall be asslsted by a committee of an advisory nature com=
posed of the representatives of the Member States and-chaired by a repre=

sentative of the Commission.

2. The representative of the Commission shall submit to the committee a draft of
the measures to be taken. The commlttee shall deliver Its opinion on
the draft within a time Limit which the chairman may lay down according to
the urgency of the matter, if. necessary by taking
a vote. The oplnion shall be recorded in the minutes, in addition,
each Member State shall have the right to ask to have its position recorded in
the minutes. The Commission shall take the utmost account of the
opinlon delivered by the committee. It shall Iinform the committee of

the manner In which its opinlon has been taken Into account.
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FINAL PROVISIONS

Articleo 31
1. The Member States shall bring into force the laws, regulations and

administrative provisions necessary for them to comply with this
Directive by 1 January 19893.

The provislons adopted pursuant to the flrst subparagraph shall make
oxpress reference to this Dlrectlive.

2. The Member States shall communicate to the Commission the texts of the

provislons of natlional law which they adopt In the field covered by
this Directive.

Article 32
Tho Commlssion shall report to the Councll and the European Parlliament at

regular Intervals on the Implementation of this Directive, attaching to Its
report, If necessary, sultable proposals for amendments.

Article 33

This Directive Is addressed to the Member States.

Done at Brussels, For the Council
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Flicho Flnancléro

PROPOSITION DE DIRECTIVE DU CONSEIL
VISANT AU RAPPROCHEMENT DE CERTAINES DISPOSITIONS
LEGISLATIVES, REGLEMENTAIRES ET ADMINISTRATIVES
DES ETATS MEMBRES
RELATIVES A LA PROTECTION DES PERSONNES
A L'EGARD DU TRAITEMENT DES DONNEES
A CARACTERE PERSONNEL

. Ligns budgétalre concernée (éventuellement 3 créer)

A 2511 : Frals de réunlons de comités dont la consultation n‘est pas un
é1ément oblligatolire de la procédure do formation d'actes communautalres.

. Base légale (ou autre)
Article 100 A

. Proposltlion de classificatlion en dépense obllgatoire/non obligatoire

(avec Justlflcatlion succincte en vertu de la déclaration commune du 30
Jjuln 1982)
non-obligatoire

. Description et Justiflcation do |'action :

4.1. ObJectlifs : - assurer la protectlon des personnes a |‘'égard des
données A caractére personnel,
- permettre la circulation transfrontiére de données A
caractére personnel dans la Communauté,
- permottre |e bon fonctlonnement du marché Intérleur.

4.2, Crbatlion do 2 comités compdtents en matidre de protection des
personnes A |‘'égard des données 3 caractére personnel (Art. 27,30)

personnes concernédes : 1. Pour ie Comlté de protection des données 3
caractére personnel (Art. 27)
représentants de |'autorité de contrble de
tous les Etats membres (groupe 4)

2. Pour le Comlté consultatif (Art.30)
représentants des Etats membres (groupe 3)

4.3. Un représentant de la Commisslon préside le Comité de protection
des données A caractére personnel et le Comlté consultatir.
Le secrétariat du Comité de protectlon des données a caractére
personnel est assuré par les services doe la Commission.
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5. Naturo de la dépense et mode de calcul

5.1. Nature : réunions

(frals do participation des membres des 2 Comltés)

5.2. Calcul : - Comlté de protection des données :

24 membres (non-gouvernementals) x 3 réunlons

a 2 Jours x 1180 ECU (590 ECU/Jour) = 84,960 ECU*
- Comlté consultatif

24 membres (gouvernemental) x 1 réunion a 2 ‘Jours x

780 ECU (390 ECU/jour) = 18.720 Ecu™

Incldence financidre de [‘actlon sur les crédlits d’intervention :

6.1. Echéancler des crédits d'engagement et de palement

CE-CP
1993 : 103.680 ECU
1 994 . L1 n
1995 : " "
1096 : " "
1997 : " "
6.2. Part du financement communautalre dans le codt total : 100%

7. Observatlions

1. Le Comité de protection des données & caractére personne! (Art. 27)

11 est Instltué ce Comlité & caractére consultatif et Iindépendant et
ost composé de représentants de I‘autoritéd de contrble de tout les
Etats mombres, présidé par un représentant de ta Commisslon.

Coe Comlté 6tablit son réglement Intérleur. Le secrétarlat du Comlté
est assuré par les services do la Commission.

Misslions de co Comité : volr Art.28.

. Le Comlté consultat!lf (Art.30)

Il est instltué un Comlté consultatif composé des représentants des
Etats membres, présidé par le représentant de la Commlsslon.

La Commisslion est asslistée par ce Comlté afin de prendre les
éventuel les mesures complémentaires nécessalres pour adapter les
dispositlions do la directlive aux spécificltés de certalnes secteurs.

*

oestimatlion
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FICHE D' IMPACT SUR LA COMPETITIVITE ET L'EMPLO!

I. Quollo ent la justification princlpaleo do la mesure 7 S
~ Assuroer 1a protectlion des personnes 2 |°'égard des donndes 3 caractédre
personnel .

- Pormottro la clrculation transfrontldre de donnédes A caractére personnel
dans la Communauté.

- Pormattre le bon fonctlonnement du marché Intérlieur.
I1. Caractéristiquos dos entreprises concernédes.

La proposition concerne toutes les entreprises qul utlillsent des fichlers
de donnbos & caractéro personne! quel que solt teur tallle ou leur secteur

d'activité.
111, Qualles cont les oblligations Imposées directemant aux entreprises ?

Se conformsr aux dlspositions applicablos aux traltements de donnédes 3
caractéro porconnsl, notamment celles relatives & la légitimité de ces
traltomants dans lo secteur privé.

IV. Quollos cont les obligations susceptibles d*6tro Imposées Indirectemsnt
oux ontreprices via log autorités locales ?

Aucune.

V. Y a-t-11 dos nesurog gpéclalos pour los PUME ?

Hon.
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Vi. Qual ost I'offot prévisiblo ?

o)

b)

cur 1a coanétltlvltévdoa ontroprisos ?

Los réglos do protection. s’'appliquent A toutes les entreprises et:
b1l iminoront les digtorolons de concurrence dles & |'actuslile
diosparité dos l1églolations natlonales. En ce qul concerns leur . .
compbtitivité Internationale, la directive prévolt des négoclations
avec log pays tlors qul n assuront pas encore un nlveau de,
protoction adéquat,

cur I'cmplol ?

 La diroctive prévolit la création d’instances de contr&lo

" natlonalesn. -

Vil. Loulhqrtdnhlros soclaux ont-11s 6té consultds sur cette proposition 7

Non.
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Draft
RESOLUTION OF THE REPRESENTATIVES OF THE GOVERNMENTS OF THE MEMBER
STATES OF THE EUROPEAN COMMUNITIES MEETING WITHIN THE COUNCIL

THE REPRESENTATIVES OF THE GOVERNMENTS OF THE MEMBER STATES OF THE EUROPEAN
COMMUNITIES MEETING WITHIN THE COUNCIL,

Whereas the Council Directive concerning the protection of

Individuals In relation to the processing of personal data ensures the
protection of the privacy of individuals In relation to the processing of
personal data contalned In data flles In the private and publlc sectors,
with the exception of files In those parts of the publlic sector which do
not fall within the scope of Community law,

Deslrous to faclllitato cooperation between the administrations of the
Member States In sectors not falling within the scope of Communlty law
while affording a high level of protection for the privacy of the persons
affecteod,

Whereas the principles contained in the Dlrective give substance to.and amplify
those contained In the Councl| of Europe Conventlon of 28 January 1981 for

the Protectlion of Indlviduals with regard to Automatic Processing of

Personal Data,

HEREBY ADOPT THIS RESOLUTION:

The Governments of the Member States undertake to apply the

principles contained in the Council Directive concerning the
protection of Indlviduals In relatlion to the processing of personal data to

those parts of the publlic sector which do not fall within the scope of
Communlty law and to set In motlon the necessary leglislative procedures.



Commlsslion Doclaration on the appllcation to the Instlitutions and other
bodles of the European Communitles of the principles contalned In the
council Directive cuncerning the protection of individuals in relation to

the processing of personal data

1. The Commission considers that the principles contained in the
birective concerning the protection of individuals in
relation to the processing of personal data (“the Directive") must

apply to the institutlons and other bodles of the Europsan Communlitles,

2. To that end, the Commission will, at the earllest opportunity, take and

propose the necessary measures.

3. Pending the taking of such measures, the Commisslon undertakes to apply
the princliples contalned in the Dlrectlve to the processing of personal

data for which it Is responsible.

4, The Commlssion conslders that the other institutions of the
Communities must also undertake to apply the principles contalned In the
Directive to the processing of personal data for which they are

responsible,
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SYN 288
PROPOSAL FOR A

COUNCIL DIRECTIVE

CONCERNING THE PROTECTION OF PERSONAL DATA AND PRIVACY IN THE
CONTEXT OF PUBLIC DIGITAL TELECOMMUNICATIONS NETWORKS,

IN PARTICULAR THE INTEGRATED SERVICES DIGITAL NETWORK (ISDN) AND
PUBLIC DIGITAL MOBILE NETWORKS
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PROPOSAL FOR A COUNCIL DIRECTIVE CONCERNING THE PROTECTION OF
PERSONAL DATA AND PRIVACY IN THE CONTEXT OF PUBLIC DIGITAL
TELECOMMUNICATIONS NETWORKS, IN PARTICULAR THE INTEGRATED
SERVICES DIGITAL NETWORK(ISDN) AND PUBLIC DIGITAL MOBILE
NETWORKS
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A. SUMMARY

The introduction of public digital telecommunications networks is now fully under-way in
the Community. During the early years of this decade more than 70 % of long distance
transmission, more than 50 % of long distance switching and more than 30 % of local

switching will be digitalised.

The wide-spread introduction of public digital telecommunications networks in the
Community will allow, in particular with the implementation of the Integrated Services
Digital Network (ISDN) and the new digital mobile services, vastly enhanced
telecommunications functions for the general public, but at the same time, will require a
Community-wide common approach for the protection of privacy, personal data and data
security with regard to the specific requirements of the new digital telecommunications

environment.

The Council and the European Parliament have recognised repeatedly the central role of
adequate measures concerning data protection and protection of privacy for the future
development of telecommunications in the European Community. In particular, in its
resolutions of 14 December 1988 on telecommunications, the European Parliament called
for specific measures "to ensure data privacy protection and confidentiality" and reminded
the Commission "of its political responsibility for ensuring that legislative proposals on
opening up telecommunications markets, in the appropriate legal form, are accompanied

by action at Community level relating to the protection of personal data".

In the Community, there is growing attention paid to the impact of digital networks on the
protection of personal data and privacy. In a resolution adopted at Berlin in August 1989,
the data protection commissioners of the Member States called for special attention with

regard to protection of personal data and privacy in the context of ISDN.

The enclosed proposal is intended to meet these specific requirements with regard to the
protection of personal data and privacy in the field of the new public digital
telecommunications networks. It is presented in the context of - and complementary to -
the proposals by the Commission for the establishment of a general framework for data

protection in the Community.

Effective protection of personal data and privacy is developing into an essential pre-
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condition for social acceptance of the new digital networks and services. It must be an
essential component of the Community’s telecommunications policy which aims at securing
for the European citizen the full benefits of advanced telecommunications services, as the
Community moves towards an environment which will be substantially richer in

information than before.

The enclosed proposal for a Council Directive has been drafted with this global objective in

mind.
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B. EXPLANATORY MEMORANDUM

L. INTRODUCTION

The current wide-spread introduction of public digital telecommunications in
the Community, in particular the implementation of the Integrated Services
Digital Network (ISDN)! and new digital mobile services? will allow vastly
enhanced telecommunications functions for the general public, but at the same
time, will require a Europe-wide common approach for the protection of
privacy, personal data and data security with regard to the specific requirements
of the new digital telecommunications environment.

In its Resolution on the coordinated introduction of the Integrated Services
Digital Network in the European Community of 12 December 19863, the
European Parliament stated that the "prospective Integrated Services Digital
Network (ISDN), evolving from the telephone network, will offer many
additional services to corporate and private subscribers ..." but called on the
Commission "to submit proposals on a practical approach towards ensuring
within the ISDN now emerging throughout Europe, a consistent level of data-
privacy protection commensurate with the enhanced technical capabilities of
this new network". The European Parliament emphasised this concern further
in a more general context in its resolutions of 14 December 19884, where it
called for specific measures with regard to the use of telecommunications
networks "to ensure data-privacy protection and confidentiality" and reminded
the Commission "of its political responsibility for ensuring that legislative
proposals on opening up telecommunications markets, in the appropriate legal
form, are accompanied by action at Community level relating to the protection
of personal data ...".

1 Council Recommendation of 22 December 1986 on the coordinated introduction of the Integrated Service
Digital Network (ISDN) in the European Community (86/659/EEC).

The ISDN can be considered as a natural evolution of the telephone network. It will allow via a single acce
using the existing subscriber line, the transmission of voice (telephony), text, data, and images in the form
multitude of more efficient or new services (for detalls see Council Recommendation 86/659/EEC and

chapter I1.).

In accordance with the Council Recommendation, two progress reports on the implementation of ISDN wi
submitted up to now by the Commission (COM(88) 589; COM(S0) 123).

2 Council Recommendation of 25 June 1987 on the coordinated introduction of public pan-European cellula
digital land-based mobile communications in the Community (87/371/EEC, Q) L 196, 17 July 1987, p.
and Council Directive of 25 June 1987 on the frequency bands to be reserved for the coordinated introduc
of public pan-European cellular digital land-based mobile communications in the Community (87 /372/EEC
OJNoL196 17 July 1987, p. 85), and subsequent proposals by the Commission in the field of public digit
mobile communications.

3 Resolution on Council Recommendation 86/659/EEC, OJ NbC7, 12 January 1987, p. 334.

4 Resolution on Posts and Telecommunications, OJ NoC12, 16 January 1989, p. 69 ; resolution on the neet
overcome the fragmentation in telecommunications, QJN C 12, 16 January 1989, p. 66.
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The Council in its resolution of 30 June 19883, by which it adopted the
principles of the Green Paper on the development of the common market for
telecommunications services and equipment¢ and gave its general support to the
objectives of the action programme set out in the communication of 9 February
19887 defined as one of the major policy goals "to protect personal data and to
provide for the individual’s access, through the communication media, to an
environment significantly richer in information than before".

In its resolution on the strengthening of the coordination for the introduction of
the Integrated Services Digital Network (ISDN) in the European Community
up to 19928 the Council specified its concern further with regard to the ISDN
by emph'lsmmg as necessary "further discussion at European level regarding
user prlvacy protection requirements and requirements concernmg the security
of communications in the context of features of new services, in accordance with
the resolution of the European Parliament of 12 December 1986 on
recommendation 86/659/EEC".

The representatives of the authorities responsible for data protection in the
Member States adopted at their 11th international conference on 28-31 August
1989 in Berlin a resolution calling for special attention with regard to the
protection of data and privacy in the context of the ISDN.

With the enclosed proposal the Commission is responding to this requirement
for specific Community-wide measures concerning the protection of personal
data and privacy in the context of the implementation of the new public digital
telecommunications networks, in particular the Integrated Services Digital
Network and the public digital mobile networks. It takes account of the fact
that there is deep - and justified - concern concerning the immediate impact
of digital networks on the protection of personal data and privacy. The
Commission has also recognised data protection and protection of privacy as an
essential requirement in the context of the future development of an open
network environment in the Community®.

Council Resolution of 30 June 1988 on the development of the common market for telecommunications
services and equipment up to 1992 (QJNoC 257, p. 1).

COM(87) 290.

Towards a competitive Community-wide telecommunications market in 1992: Implementing the Green Paj
on the development of the common market for telecommunications services and equipment. State of
discussions and proposals by the Commission (COM(88) 48).

0J NoC196,. "1 August 1989, p. 4.
Common position adopted by the Council on 5th February 1990 with a view to adopting a Directive on the

establishment of the internal market for telecommunications services through the implementation of Open
Network Provision (0J.....).
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The proposal must be seen against the background of discussions and the
general principles established in Europe with regard to the protection of
personal data through the Convention of the Council of Europe of 1981 for the
Protection of Individuals with regard to Automated Processing of Personal
Data, which has been ratified up to now by seven Member States of the
Community. The proposal is presented in the context of - and complementary
to - the proposals by the Commission for the establishment of a general
framework for data protection in the Community submitted in parallel, in
particular the draft Council Directive for the approximation of certain laws,
regulations and administrative provisions of the Member States concerning the
protection of individuals in relation to the processing of personal data, the draft
Council Decision concerning the opening of negotiations in view of the
adhesion of the European Economic Community, in the fields of its
competence, to the Convention of the Council of Europe for the Protection of
Individuals with regard to Automated Processing of Personal Data, and the
draft Council Decision concerning the security of information systems ; in
addition, the Commission will develop internal rules with the objective to
guarantee for the individuals concerned a level of protection equivalent to the
principles of the Council Directive mentioned above.

Within this general context, the enclosed Directive is to provide for the specific
provisions required for the approximation of laws, regulations and
administrative provisions in the Community in the field of protection of
personal data and privacy with regard to public fixed and mobile digital
telecommunications networks and the new "intelligent" functions which they
provide.
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II. THE NEW SPECIFIC REQUIREMENTS WITH REGARD TO THE
PROTECTION OF PERSONAL DATA AND PRIVACY IN THE
TELECOMMUNICATIONS SECTOR

The "digitalisation" of the public telecommunications networks is now fully
under way in the Community. During the early years of this decade more than
70 % of long distance transmission, more than 50 % of long distance switching
and more than 30 % of local switching will be digitalised.

Digitalisation means the introduction of fully computer-based exchanges and
the processing and transmission of all information transmitted via
telecommunications networks - voice, data and image - in the form of binary
digits!®. The "bit-streams" thus generated can be acted upon directly by the
intelligence of computers, both inside the network as well as in the subscriber
terminal. This leads to a new level of quality of service which cannot be
achieved with traditional "analogue" techniques, as well as a large number of
new "intelligent” functions which opens a broad range of new activities via
telecommunications networks. Full "end-to-end" (subscriber-to-subscriber)
digital communication is offered by the evolving Integrated Services Digital
Network and the new public digital mobile communications systems!!.

With regard to data protection, the introduction of public digital networks has
two major consequences.

On the one hand, the fully computer-based techniques now possible can offer a
substantially higher degree of data security for specific individual requirements,
such as sophisticated encryption techniques.

On the other hand, due to the digital processing of both operational and call
data and the treatment by computer-based exchanges, it could become possible
- without adequate data protection measures - to store and monitor
systematically specific call-related data, such as origin of call. Such a possibility
was only feasible in traditional analogue-based "non-intelligent" networks by
making a substantial technical effort and therefore was only implemented under
very exceptional circumstances.

At the same time, the new intelligent telecommunications functions, such as
defined by the ISDN "supplementary services"?, offer substantial additional
service features to the subscriber which will enhance service quality as well as
consumer protection, such as detailed billing. The new functions, however, will
require new specific measures and regulations, if the protection of privacy is to
be guaranteed in the new environment.

Computers process all information in the form of "binary digits”, I.e. by splitting all Information into its
fundamental information elements (bits) with values 0 or 1.

See Council Recommendations 86/659/EEC and 87/371/EEC, footnotes 1 and 2 above.

See for detalls Council Recommendation 86/659/EEC, footnote 1.
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Therefore, the introduction of digital telecommunications networks in the
Community givcs rise, with regard to the protection of personal data, to
substantial specific issues which must be addressed, such as the handling of:

- subscriber-related information, increasingly stored in computer-held
subscriber files;

- traffic and other operational data;

- detailed billing data;

- calling-line identification (identification of origin of call);
- automatic call forwarding to third parties;

- unsolicited messages;

- specific technical features for terminal and other equipment which may
be required, in order to provide for adequate protection.

The general provisions for protection of personal data, such as initiated by the
Council of Europe convention and to be established for the Community by the
Commission’s initiatives mentioned above, does provide a broad framework,
but does not make provisions to the specific details required for addressing
these issues.

The general provisions concerning the protection of personal data cannot
prevent the current emergence of divergent legislation, regulations and
administrative action in the Member States concerning the operation of the
future digital networks which could very soon endanger the common market for
both telecommunications services and terminal equipment.

For example, in the field of calling line identification, certain Member States
plan to provide for a case-by-case elimination of the feature by the calling
subscriber. If such an elimination will be realised via a button on the telephone
set, while other operators might decide to provide for the elimination via a code
to be used before dialling a number, it would create problems for the free
circulation of terminal equipment in the Community.

A comparison of the existing national provisions shows considerable
discrepancies concerning both the contents and the nature of the legal
instruments used. Under these circumstances, a situation of legal uncertainty is
developing in the Community concerning telecommunications networks and
services, which threatens to hinder substantially the transborder offering of
services.

Without a Directive concerning the specific provisions necessary to implement
the general principles of protection of data and privacy with regard to public
digital fixed and mobile networks, it would be impossible to prevent divergent
developments in the Community.
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At the same time, Community-wide provision for effective protection of
personal data and privacy is developing into an essential pre-condition for social
acceptance of the new digital networks and services, as confirmed by the
Council at its meeting of 7 November 1989 where it concluded with regard to
the social aspects of telecommunications on the need to preserve the protection
of privacy and personal data within a European perspective.

The enclosed proposal for a Council Directive aims at fulfilling these specific
requirements.
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THE APPROACH PROPOSED: THE PROVISIONS OF THE DRAFT
DIRECTIVE

The global objective of the proposed Directive is to provide throughout the
Community for a basic level of protection of personal data and privacy for the
European citizen, which should be included in the general new digital
telecommunications offering, while referring requirements for enhanced levels
of data security for specific individual cases and applications to the specific
measures to be developed within the framework of the work plan set out in the
Commission’s proposal for a Council Decision concerning security in
information systems mentioned above.

The proposed Directive aims at achieving a basic level of protection of the
general subscriber in the new digital environment by emphasising two
fundamental principles:

- minimising the risk of abuse by limiting the data processed and stored
in the context of public telecommunications operations to the bare
minimum required for ensuring adequate operation, service quality
and subscriber facilities;

- ensuring fully the right of the subscriber to information self-
determination, both with regard to the telecommunications
organisation providing the services as well as with regard to the second
party in a call connection and any third party which may want to gain
access to the data transmitted or provided in the context of a
transaction via a public telecommunications network.

Given that the most profound impact on the general subscriber by the new
telecommunications environment will be in the field of voice telephony, the
proposed Directive concentrates on this area. However, it provides for a
procedure for the application of the provisions relating to the voice telephone
service to other public digital telecommunications services as applicable, such as
for public data transmission services in the context of ISDN as well as public
packet- and circuit-switched data networks, and other related public
telecommunications services.

Further, given the current state of transition of the public telecommunications
networks in the Community and in particular the fact that certain "Stored
Programme-Controlled" (SPC) Exchanges, while not yet fully digital, do provide
a number of the intelligent functions in question, the proposed Directive
provides for those cases where a Member State has not yet implemented the
Integrated Services Digital Network or public digital mobile networks, that the
provisions of the Directive will be implemented to the extent that they also
apply to services based on analogue networks.

With these general principles in mind, the content of the proposed Directive
addresses in particular: the collection, storage and processing of personal data
in the subscriber’s file; the storage and processing of traffic and billing data, in
particular for the purpose of itemised call statements; the problem of the calling
line identification; access by third parties; unsolicited calls; and the procedures
to be chosen for establishing specific technical standards which may be
required.

The articles of the Directive are briefly explained hereunder:

Articles 1 and 2 describe the overall objectives of the Directive and its
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application to protection of data and privacy in connection with public
telecommunications services in public digital telecommunications networks in
the Community.

Article 3 contains definitions of important terms in line with the proposal of a
Council Directive on the implementation of Open Network Provision (ONP)
mentioned above®3.

The general principle in Article 4 that the collection, storage and processing of
personal data by a telecommunications organisation is justified for the purposes
of the provision of the intended service only and may not be used without
specific permission by law or without the subscriber’s prior recorded consent for
any other purpose is applied in Article 5 to the establishment of subscriber files.
As set out in the introductory statements to the Directive, such collection,
storage and processing of personal data may in particular not be used to give
telecommunications organisations any undue competitive advantage over other
service providers in competitive fields.

Article 6 enumerates the rights of the subscriber concerning his personal data
held by a telecommunications organisation and Article 7 states the principle of
non-disclosure of such data to third parties without his consent or permission by
law.

Article 8 should guarantee an adequate level of protection of data against
unauthorised access.

Articles 9 and 10 apply the principle of collection, storage and processing of
personal data as far as required for telecommunications purposes only to billing
and traffic data. Article 11 intends to protect the privacy of the subscribers in
connection with jtemised call statements via the requirement of anonymity of
the called subscriber.

Articles 12 and 13 contain detailed provisions concerning the calling line
identification. The possibility to eliminate the identification feature should be
made available, because, among other reasons, callers making calls to and from
drug and alcohol rehabilitation centres, family abuse shelters or mental health
services have a legitimate concern that this service feature may compromise
their anonymity; the same applies to suicide and AIDS hot lines.

However, the called subscriber can have a legitimate interest in receiving only
identified calls. In order to guarantee the right of information self-
determination to both the calling and the called parties, the called subscriber
must therefore have the possibility to limit the acceptance of incoming calls to
those which identify the calling subscriber’s number.

Moreover, the telecommunications organisation should provide an override
(blocking) function against the elimination of the identification feature in case
of malicious calls; the function must also be made available for purposes of
pursuit of criminal offences and for emergency services, in particular the fire
brigade, in order to prevent abuse of such services.

Article 14 ensures that the privacy of both the calling and the called subscriber
is also protected in case of the use of the call forwarding features.

13

See footnote 9.
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Article 15 should prevent by technical means the contents of telephone calls
being stored and/or disclosed to third parties without advance informing of the
calling subscriber.

Articles 16 and 17 aim at preventing the unauthorized use of the subscribers’
personal data by providers of teleshopping and videotex services in order to
avoid the establishment of consumer profiles as well as at the protection of the
subscriber’s privacy against unsolicited messages, such as unwanted advertising
via telecommunications means.

Article 18 is intended to prevent the fact that the introduction of technical
features based on data protection requirements might create undue restrictions
to the free circulation of telecommunications equipment and services in the
Community, by ensuring, where required, the working out of common
European standards for the implementation of specific technical features. In
accordance with the Council Directive on the approximation of the laws of the
Member States concerning telecommunications terminal equipment, including
the mutual recognition of their conformity", and Council Decision 87/95/EEC
of 22 December 1986 on standardisation in the field of information technology
and telecommunications', the technical work is to be entrusted to the
appropriate European standardisation bodies, in particular the European
Telecommunications Standards Institute (ETSI) and the CEN/CENELEC.

The final provisions in articles 19 to 25 concern the field of application, the
procedures for modifications necessary to adapt this Directive to new technical
developments and consultation procedures. It is foreseen that a committee
composed of representatives of the authorities responsible for data protection
in the Member States and a committee composed of the representatives of the
Member States shall assist the Commission in the implementation of the
Directive. These committees are proposed to be the committees defined for
these purposes in the draft Council Directive for the approximation of certain
laws, regulations and administrative provisions of the Member States
concerning the protection of individuals in relation to the processing of personal
data submitted in parallel as mentioned above, but would be specifically
constituted for the purposes of this Directive.

14

15

COM(89)289 - SYN 204, 27.7.1989.

OJ NoL 3, 7 February 1987, p. 31.
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CONCLUSION

Effective Community-wide protection of personal data and privacy is
developing into an essential pre-condition for social acceptance of the new
digital networks and services.

Without a directive concerning the specific provisions necessary to implement
the general principles of protection of personal data and privacy with regard to
the specific requirements of public digital fixed and mobile networks, it will be
impossible to prevent divergent developments in the Community which would
very soon endanger the common market for both telecommunications services
and terminal equipment.

The attached draft Directive is to provide for these specific provisions.

The Council is therefore requested to adopt the attached proposal for a
Directive.
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SN 288

PROPOSAL FOR A COUNCIL DIRECTIVE CONCERNING THE PROTECTION OF
PERSONAL DATA AND PRIVACY IN THE CONTEXT OF PUBLIC DIGITAL
TELECOMMUNICATIONS NETWORKS, IN PARTICULAR THE INTEGRATED
SERVICES DIGITAL NETWORK(ISDN) AND PUBLIC DIGITAL MOBILE

NETWORKS
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THE COUNCIL OF THE EUROPEAN COMMUNITIES,
Having regard to the Treaty establishing the European Economic Community, and in

particular Article 100a thereof;
Having regard to the proposal from the Commission*

In co-operation with the European Parliament 2 ;

Having regard to the opinion of the Economic and Social Committee 3 ;

3. Whereas Council Directive .... concerning the protection of

individuals in relation to the processing of personal data exhorts Member States to

ensure the protection of privacy ;

2. Whereas currently in the European Community new advanced digital public telephone
networks are emerging which give rise to specific requirements concerning the

protection of personal data and privacy of the user ;

3.  Whereas this 1is the case, in particular, with the introduction of the Integrated Services Digital
Network (ISDN) and public digital mobile networks;
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4. Whereasthe Council in its Resolution of30thJune 1988 on the
development of the common market for telecommunications services and equipment
up to 1992 [hhas called for steps to be taken to protect personal data, in order to
create an appropriate environment for the future development of telecommunications
in the Community; whereas the Council has re-emphasized the importance of the
protection of personal data and privacy in its Resolution of 18th July 1989 on the
strengthening of the co-ordination for the introduction of the Integrated Services

Digital Network (ISDN) in the European Community: 5

5. Whereas the European Parliament has underlined the importance of the protection of
personal data and privacy in telecommunications networks, in particular with regard
to the introduction of the Integrated Services Digital Network (ISDN) 6,7, 8;

6. Whereas Commission Recommendation 81/679/EEC calls for the
adoption and ratification by Member States of the Council of Europe Convention for
the protection of individuals with regard to automatic processing of personal data

which spells out general principles for the protection of personal data;

7. hereas a nurber of Member States have adopted and ratified this Convention;

8. Whereas Council Decision 9 opens negotiations with a view to the accession of the
European Economic Community, in the fields - in which it is competent, to the Convention of
the Council of Europe for the Protection of Individuals with regard to Automatic

Processing of Personal Data-

% 0u Mo € 257 4.10.1988, p. 1.
5 0JNo € 196, 1.8.1989, p.b.

5 0JNoC7:12.1.1987, p.334.
S 0J No € 12, 16.1.1989, p. 69.

0J No C 12, 16.1.1989, p. 66.

OJ...
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9. Whereas. Council Directive ... /  concerning the protection of

10.

11.

12.

13.

14.

individuals in relation to the processing of personal data implements the adoption of

these general principles in the Community 7,

Whereas in the case of public digital networks, specific legal, regulatory, and technical
provisions must be made in order to protect personal data and the privacy of users with
regard to the increasing risks connected with the computerized storage and

processing of personal data in such networks;
Whereas Member States are currently developing divergent provisions in this area;

Whereas given the obstacles resulting from these divergent legal, regulatory, and
technical provisions concerning the protection of personal data and privacy in the
context of the implementation of public digital telecommunications networks in the
Community, in particular the Integrated Services Digital Network (ISDN) and public
digital mobile networks, the full establishment of a Community-wide market in
telecommunications services and equipment requires the rapid introduction of

harmonised provisions;

Whereas this Directive. should determine the extent to which personal data may be
collected, stored and processed in connection with the provision of

telecommunications services;

Whereas the collection, storage, and processing of personal data by a
telecommunications organisation is justified for the purposes of the provision of the
intended service only and may not be used without specific authorization by law or the
subscriber’s prior consent for any other purpose; . whereas such collection,
storage, and processing of personal data may, in particular, not be used to give such

telecommunications organisation any undue competitive advantage over other service

providers;
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15. Whereas this Directive should implement in the telecommunications sector the general
principles concerning.the subscriber's right to ‘inspect the personal data
stored about him/her, his right to .request the .rectification or erasure of such data, if
necessary, as well as . ‘his. .rightitoiprevent non-authorized disclosure of his

personal data ;

16. Whereas this Directive must provide for harmonization of the Member States’
rules concerning the protection of privacy in the field of itemized call

statements;

17. Whereas, it i necessary, as regards the calling Line identification, to protect both the
right of the calling party to remain anonymous and the privacy of the called party with

regard to unidentified calls;

18. Whereas safeguards must be provided for the users of teleshopping and videotex
services against unauthorized use of their personal data as well as for the subscribers

in general against  intrusion into their privacy by means of unsolicited calls;

19. Whereasit is necessary to ensure that the introduction of technical features of
telecommunications equipment for data protection purposes is harmonised in order to

be compatible with the implementation of the internal market of 1992;

20. Whereas the implementation of this Directive with regard to third countries must take
into account the level of protection of personal data and privacy in those countries
as provided for in Council Directive ifcpncerning'the protection of

“individuals in relation to the processing of personal data__-7;’-

21. hereas all iatters concerning protection of. personal data and privacy in the context of public.
digital telecommunications networks, which are not covered by the provisions of this specific

Directive, the Council Directive mentioned above shall apply ;

22. Whereas this Directive does not address issues of protection of personal data and

privacy related to national security;
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23. Whereas it is useful for the preparation of measures intended to implement or modify
this Directive to draw on the experience of the Working Party on the Protection of
Personal Data composed of .representatives of thé supervisory authorities of
the Mémber States, set up by Article 27.of Council Directive ....
1fgoncarning;the protection of individuals in relation to the processing

of personal data_z;

24. Whereas such measures must be prepared with the assistance of the committee
composed of representatives of the Member States set up by Article 30.of
Council Directive .... [—_concerm'ng the protection of individuals

in relation to the processing of personal"'-da"ta_7. i
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HAS ADOPTED THIS DIRECTIVE:

Article 1

1. This Directive provides for the. harmonisation of the provisions required
'to ensure an equal level of protection of-privacy in thé Community and to
provide for the free movement of telecommunications equipment and services

within and between Member States.

2. The Member States shall adopt the necessary specific provisions in order
to guarantee the protection of personal data and privacy in the telecom-

munications sector 1in accordance with this Directive.

Article 2

1. Without prejudice to the general provisions of Council Directive ...
concerning the proteéction.. of individuals in relation to the processing
of personal data, this Directive applies specifically to the collection, storage, and
processing of personal data by telecommunications organizations in connection with
the provision of public telecommunications services in public digital
telecommunications networks in the Community, in particular via the Integrated
Services Digital Network (ISDN) and public digital mobile networks.

2. Incase a Member State has not yet implemented the Integrated Services Digital
Network (ISDN) or public digital mobile networks, the provisions of this Directive will
be implemented to the extent that they also apply to services based on analogue
networks.
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Article 3

For the purposes of this Directive,

1. ° "persérial Data" means any information relating to an identified or identifiable

individual ;

2. "telecommunications organization" means a public or private body, to which a
Member State grants special or exclusive rights for the provision of a public
telecommunications network and, where applicable, public telecommunications

services;

3. "public telecommunications network" means the public telecommunications
infrastructure which permits the conveyance of signals between defined network
termination points by wire, by microwave, by optical means or by other

electromagnetic means;

4. "public telecommunications service" means a telecommunications service whose
supply Member States have specifically entrusted inter alia to one or more

telecommunications organizations.

Article 4

1. Collection, storage and processing of personal data by a telecommunications
organization is justified for telecommunications purposes only, in particular in order
to establish connections for the transmission of voice, data or image, to produce bills,
to compile directories, and for other legitimate operational purposes, for example fault
clearance, prevention of misuse of the telecommunications organization’s equipment,

or registration of incoming calls in accordance with Article 13(1).

2. The telecommunications organization shall not use such data to set up electronic

profiles of the subscribers or classifications of individual subscribers by category.
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Article 5

1.  Personal data of the subscriber may be collected and stored to the extent necessary to
conclude, ‘perform, amend.ar. terminate the contract with the telecommunications organization.
After termination of the contract the data are to be erased’ unless and for so long as
they are required to deal with complaints, to recover charges or to comply with other
obligations imposed by the law of the Member State, in conformity with Community

law.

2. The contents of the information transmitted must not be stored by the
telecommunications organization after the end of the transmission, except where
required by obligations imposed by the law of the Member State, in conformity with
Community law.

Article 6

The subscriber is entitled

- to obtain at reasonable intervals and without excessive delay or expense
confirmation of whether personal data relating to him/her are stored as well as

communication to him/her of such data in an intelligible form,

- to obtain, as the case may be, rectification or erasure of such data if they have
been processed .in breach of the provisions which are imposed by the law of the

Member State in conformity with Community law.



Article 7

In principle, all personal data processed in connection with telecommunication

networks and services are to be kept confidential.

The personal data may not be disclosed cutside the services or the network of the
telecommunications organization without specific authorization by law or the .
stbscriber's prior consent. A subscriber. shall be held tc have given such

consent only where it is given by  way of a specific response to a request
by the telecommunications organization. Without the subscriber’s prior consent,
these personal data must not be disclosed to persons within the
telecommunications organization who are not dealing with the relevant services

provided.

The telecommunications organization must not make the provision of its service

dependent upon such consent.

Article 8

The telecommunications organization must provide  adequate, state-of-the-art

protection of personal data against unauthorized access and use.

In case of particular risk of a breach of the security of the network, for example in the field

mobile radic telephony, the telecommnications organization must inform the subscribers

concerning such risk and offer them an end-to-end encryption service.



Article 9

Billing data containing the telephone number or identification of the subscriber
station, the address of the subscriber and the type of station, the total number of units
to be charged for the accounting period, the called telephone number, the type and
duration of the calls made and/or the data volume transmitted as well as other
information needed for billing such as advance payment, payment by instalments,

disconnection and reminders, may be stored and processed.

Such a general storage of billing data is permissible up to the end of the statutory
period during which the bill may be challenged.

Article 10

Traffic data containing the personal data necessary to establish calls, or required for
billing or other operational purposes, such as the telephone number of the calling and
of the called subscriber, the time each call started and finished and the
telecommunications service used by the subscriber, may be collected, stored and

processed as far as this is necessary to provide the telecommunications service
required.

The traffic data stored in the switching centres of the telecommunications
organization must be erased after termination of the call unless the data are

anonymised or are required for billing or other legitimate purposes in the meaning of
Article 4.

Article 11

Upon application of the subscriber an itemized call statement may be produced,

containing, among other items, the telephone numbers of the called subscribers
without the last four digits.
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Article 12

With regard to ©  communications between subscribers linked to digital exchanges,
the calling subscriber must have the possibility to eliminate via a simple technical
facility the identification of his/her telephone number on the display of the called
subscribers’ terminal equipment, or its recording in a storage facility of this terminal,

on a case-by-case basis.

The transmission of the telephone number may also be permanently eliminated by the

telecommunications organization upon application of the calling subscriber.

The called subscriber may apply for permanent elimination of the identification of all
incoming calls; he/she must also be able to turn off the display of his/her terminal
equipment, or to eliminate the recording in the terminal’s storage facility, in order to

prevent the identification of the incoming calls, on a case-by-case basis.

The called subscriber must be able to limit the acceptance of incoming calls to those

which identify the calling subscriber’s number.

With regard to ‘communications * between a subscriber linked to an analogue
exchange and subscribers linked to digital exchanges, the former subscriber is to be
informed  of the identification of his/her telephone number and to be offered
the permanent climination of the feature upon application. This subscriber must also

have the possibility to eliminate the identification on a case-by-case basis.
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Article 13

1. For a limited period of time, the telecommunications organization may override the

elimination of the calling line identification

a)  upon application of a subscriber requesting the tracing of malicious calls. In
this case, the data containing the identification of the calling subscriber will be
stored by the telecommunications organization and be made available upon
request to the public authority charged with the prevention or pursuit of

criminal offences of the Member State concerned;

b)  upon specific court order, in order to prevent or pursue serious criminal
offences.

2. A permanent override function must be made available upon request,

a)  toorganizations recognized by a Member State which answer and deal with

emergency calls, and
b) tofire brigades operated or recognized by a Member State.

3. The telecommunications organisations shall take the necessary steps to ensure that

the override function is operational on a national and Community-wide basis.

Article 14

1.  Calls may be forwarded from the called subscriber to a third party only if this party
has agreed; the third party may limit automatic forwarding to those calls which identify the
calling subscriber’s number ; the third party must be informed via a specific signal of

the message that the call has been forwarded.

2. The calling subscriber must be informed automatically during the establishment of the
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connection that the call is being forwarded to a third party.

Article 15

If the content of telephone calls is made accessible to third parties via technical

devices, such as loudspeakers or other on-hook equipment, or stored on tape for own

use or use by third parties, provision must be made in order that the parties concerned
are informed via an appropriate procedure of such diffusion or storage before the

diffusion or storage is initiated and for so long as the it continues.

Paragraph 1 does not apply in the cases covered by Article 13(1).

Article 16

The telecommunications organization must ensure that the telephone number as well

as other personal data of the subscriber, in particular concerning the quantity and . nature
of his/her orders when using a teleshopping service or concerning the information
requested via a videotex service, is stored onlyto the extent strictly necessary to supply
the service and is only used by treservice provider for purposes authorized by this

subscriber.

Subject to the provisions of Article 20, the service provider may not set up electronic
profiles of the subscribers or classifications of individual subscribers by category,

without their prior consent.
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Subscribers who receive unsolicited calls for advertising purposes or for the
purpose of ‘offering the supply or provision of goods and services may

notify the telecommunications organization conveying such messages that they do not

The telecommunications organization must take the steps necessary to terminate the
transmission of such messages to the subscribers concerned. Furthermore, the
telecommunications organization must keep a list of the notifications in a form

specified and available for inspection by the regulatory authority, in order to prevent

Article 18

In implementing the provisions of this Dircctive, Member States shall ensure, subject
to paragraphs (2) and (3) of this Article, that no mandatory requirements for specific
technical features are imposed on terminal or other telecommunications equipment
which could impede the placing of equipment on the market and the free circulation

of such cquipment in and between Member States.

Where provisions can only be implemented by requiring specific technical features,

Member States” shall inform the Commission according to the procedures provided for

by Council Directive 83/189/ EECT0 which lays down a procedure for the provision of
information in the field of technical standards and regulations,

1.
wish to receive these calls.
2.
such calis in future,
1.
2.
10

OJ No L 109, 26.4.1983, p.8.
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3. Where required, the Commission will ensure the "drawing up of comon European
standards for the implementation of specific technical features, in accordance with Council Dire
tive ..... EEC ... +{on the approximation of the laws of the Member States concerning
telecommunications terminal equipment, including the mutual recognition of their
conformit-ﬁﬂ, and Council Decision 87/95/EEC of 22nd December 1986 on
12

standardisation in the field of information technology and telecommunications '<

1. The provisions of this Directive relating to the telephone service shall be applied to
other public digital telecommunications services to the extent that these services

present similar risks for the privacy of the user.

2. The measures necessary for the implementation of paragraph 1 -shall be adopted by the
Commission after consultation of the working party referred to in Article 22 and in

accordance with the procedure laid down in Article 23.

To the extent that the full achievement of the objectives of this Directive requires the
application of its provisions to service providers other than telecommunications
organizations, the Commissionmay adopt the measures necessary for the application
of this Directive to those service providers after consultation of the working party

referred to in Article 22 and in accordance with the procedure laid down in Article 23.

n OJNoC

12 OJ No L 36,.7.2.1987, p. 31.
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Article 21

The details of the application of this Directive and the modifications necessary to
adapt this Directive to new technical developments shall be determined by the

Commission 1n accordance with the procedure laid down in Article 23.

Article 22

The working Party on the Protection of Personal Data established according to Article 27
of Council Directive .... . approximating . certain laws, regulations and

administrative provisions of the Member States concerning the protection of

individuals in relation to the processing of personal data shall carry cut the tasks laid down

in Article 28 of the above mentioned Directive also with regard to the data protection

measures which are the subject of this Directive.

The working parcy will be specifically constituted for the purposes of this Directive.

Article 23

The procedure Laid down in Article 30 of Council Directive ...
approximating  certain laws, regulations and administrative provisions of the
Member States concerning the protection of individuals in relation to the processing

of personal data shall apply.

The committee established in the framework of that procedure will be constituted

specifically for the purposes of this Directive.
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Article 24

The Member States shall bring into force the laws, regulations, and administrative
provisions necessary for them to comply with this Diective by 1 January 1993 at the

Iatest.

The provisions adopted pursuant to the first subparagraph shall make express

reference to this Directive.

The Member States shall communicate to the Commission the texts of the provisions

of national law which they adopt in the field covered by this Directive.

Article 25

This Directive is addressed to the Member States.

Done at Brussels, For the Council
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FIore Founcnene
PROPOSITION DE DIRECTIVE DU CONSETL CONTERMANT 54 PROTECTION DES
DONNEES A CARACTERE PERSONNEL ET DE LA ViE, PRIVEE DAMS LE CONTEXTE DES RESEAUX DE
TELECOMMUNKICATIONS NUMERIQUES PUBLICS, ET EN PARSICULIER DU RESFAU NUMERIQUE A
INTEGRATION DE SERVICES ( RNIS ) ET DI'S RESEAUZ NTRERIQUES MODILES PUBLICS.

1. Ligne budgétaire concernée
En 1990 :B 7700
En 1991 et exercices ultérieurs : B5-4010

2. Baselémle
Artide 100 A

3. Propostition de dassificetion en dépense obligatoire /non obligatoire

non -oblig2toire

4. Rescription et ustification de ['action

4.1. Objectifs : - assurer la protection des personnes 4 I'égard des données A caractére
personnel,
- permettre la circulation transfrontalidre de données it caractere personnel
dans la Communamté&,
- permettre le bon fonctionnement du marché iatérieur.

42 Réunions spécifiques du groupe de protection des dgnn&s 2 caractére
nnel ( Art. 22 ) et du Comité consultatif (Art. 23 ), eréés par la directive,

représentant les Etats membres .
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4.3. Un repréecentane de la Cormndstion prisids o gronpa de ? PROTEsT wn drs donndies 4
earactd T2 pETSONLC ol ot Is Copmizd cxosmltad] Zn\aﬁ =crdtacing du sroupe et du Corltd de
p'ﬁtr Zion des deznes X xﬁCséfﬁ el scomnel e atuad pay los snrviens de la

\...le rel ?5.713'1.

5. Fateasis ladéomes ot moede decalesl -

5.1. Netrrres : réamions
(fraix d= participation det membres des 2 Comitss )

- .

52, Calmal: - Groupa da pratection des dounées @ (ef. ficha financitre ddn In divertive
géndoae .

~Comaitd conmutatil

24 memnbres ( sowvernsmentaux ) * 3 rénndons x 2 jours 390 ECU/jorr =
58160 ECU *

€. Incidencs financidre de Caction sur les orédits dlintecention @

6.1, Echéancior des erédins d'2nzagement et de paicraent

P R

1593 1 36160 ECU
1204 : 56,160 ¢
1995 : 36,160 7
1996 56.160 ©
1897 £ 36.160-7

6.2. Part du fimancoraent commuanautaire dans le cofir toral : 100 %

® rettmation
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7. Qbzervations :

1. Le groupe de protection des donnéas X canscbre parsonnel (Art 22 ):
Il est institué ce groupe & caracidre comouitnti{l ef fadépondant ot est enmposé de
représentants de Fautorité de coatrdle de tous les Etats membres, présidé par un
représentant de la Commission.

Ce growps Erblit son rhglument intérienr. 1o sesrétariat do groupe est assuré par les
servicss de Ja Commission.

Missicas de ee groupe @ veir Are. 22

2. Le Comité consultatif ( Art. 23 )

Tl est institué un Comité consulatil ecompnosé des représeprants des Erne Membres,
présidé par le représentant de Jn Commins<on.

Lz Commission est zssistés par oz Comité afin de prendre les dventuelles mesures
complémentaires nfcesenices pour ndapter los dispositicns da ]2 ditective aux
spécifiatés de certams sectes.
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Rogoemondni len far o Counal

| B P Drcinlon o the opsning of
nagotiations with » view %o the accnsalon af the European Comrunities to

tho Councll of EFuropn Conveniion far tha ~*~¢nctlnn of Indlvidania with
regard te fhe outoentic prosonalng of perosnet dats

EXPLANATORY MEVNRATIA

1. Thy protection of individualia with regard to the procagssing of
poraonal data is otk 2o individual rﬁemt anil & necaraary
precendition for iho dovelomant of Intarnational tradn.

2. Tha procassing of perconsd datzn Is Indispanzable for Internatlcnal
trade In goods hnﬂ snraic 2 oand for clousor ecotlaboration botwean

-J\.l'T’&lxr { &%,

3. Ths Coamulasion bhas {orwarded 1o the ( i'zu.NH a nroposal for a
Blrastiva an providing individuaie thioughout the Community with a
high joval af or retoct lon #ikh rogard o *ha praoconsing of personal
dats. Tale actlion shoulbd b cunplesentad by Initiativas denlgned to
guairanies Indlviduals ap sqgulvalent loval of protection wlth regard
to the axchangs of data belwaen ihs Community 2nd non-member

countiy ion,

A, A Convention Tor the protection of Individuats with regard to
automatlc procosalng of parconatl data was concludad In the Councll
of Euronsn In 1931, The purpnes of thoe Convention i t{o szcure In
the tarvitory of szeh Parly for ovory individunt, vhatever his
nationallty or residence, respect for hig rights and fundamontal
froodons, 2pd in perticninr hig right to privecy, with regard to
autongile procoscing of poreanal date relzting to him. This
Convantion aigo iayn down that 2 Party shalt not, for tho sole
purpones of ths protection of privacy, prohipli or subjoct to
spoacial authorlsation tronshorder (loun of poarscnal data going to
tha tervitory of snnihoer Party.

5. In (e Recommandation of 22 July 1037, the Commisalon invited
Yombor Stateas of the Commuanily to ratify the Counclt of Europs
Convention for thn protection of Individuale with regard o
atomatic prmcnahxng af pereonal data, Thio Recommandatlon also

apscifies that If &bl the Membor Staton do not sigh and ratify tho
Convention within a roaazonabin Uima, the Commlanion rosarves ths
rigint to pronose that s Councli adont an Inatrument on the baslis
of the EEC Treaaty.

6. Thia Conventlon bas not ol bhean ratified by all Msmbor States of
{he Cammun!ty‘- T g noceanzey and dagivable for the Community to
accead to thlias Convention In ordar to ensure tho protection of
poarsonsd data and the tranchardar erchange of such data with pon—
membor countries, and to make the Convention more attractive to
non—mombey esuniriae wiehing to erchangs data as {resly as possible
vwith the Cornounity.

1. The Conventleon (STE 108 of 28 Jenuary 1631} has beon signed by the
Tollowing Momhar Siafon: Baiglun, Grosco, rcland, ttaly, the
Nethariands and Portuani, % hag been ratified by Dammark, France,

{
the Fedorsdl Republic of Gormany, Luyesbourg, Spain and the Unlted
Kingdos
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(¢ iz thue proposed that the Covmicnien racamrand the Counall to
authkorize tho Cormicunlon 1o nogatiate with the Councl! &f Europn
and tho States that are party to the Convoantlon for thz protectlon
of indlividuala with regard to automatic procansing of parsonal dnta
an noditicnal protocs! that wlil enable the Europsan Cormmunlties to
hocoms party to thilg convantion 7or the flcids for which they are
responsible.

The Cormienion will conduct thaan nagotictiens In consuitation with
tha roprocentativaa of the tomber States, In accordance wilh the
directivon annerod to this Cormmunication or of sush an may bs
forgarded to It by tho Council.,

The tomhar Rtates of the Community, ail of vhich are pembers of the
Coupci! of BEuropn, wil! fuliy auppart Comvmmnlty action curing tho
pagotiations for tho ncooacslon of ths Eurepsan Cammunliy whanaver

thin guantlon arises withip the Council of Furans,

anney: Magotizting diroctivos
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HCCOTIATING DIRECTIVES

The purpose of the nogotlations Ia to concludo an addltional
protocol to allow ths Cormunity to becomes a contracting party to
the Conventlion for tho flelds for which It Is rosponsible. The
folloving principles chall ba respsctod:

The Europoan Communilty chall bo represented within the Consultative
Commltten 20t up under Article 18 of the Convention by the
Coimalsslion of the Europsan Communitles.

After tho Commlission has arrangsd coordinatlion at Community levsl,
the representativo of tho Eurcpean Community shall be glven a
nunber of votes oqual to ths total number of votos hold by the
national delegations of tho Mambar Statec of the Community that are
party to tha Conventlon Ih all quostions rolating to the procossing
of personal data In tho flalde which are the responsibillity of the
Communlity.

In all ether quostions, each natichal denlegation shall have ono
vote.

In order to eonsure that tho additlional protocol allowing the
Communlty to hecomn a contracting party to tho Conventlon enters
Into force vithin a reaconable tima, the Commiasion, supported by
the Mamber Staton, will propoge that an opting cut procedure for
its adoption be Included In tho text of the protocol.
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PROPOSAL FOR A COUNCIL DECISION
IN THE FIELD OF

Information Security
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Executive Summary

Information under its various forms increasingly contributes to individual, corporate and
national wealth. The growth and performance of an estimated 2/3 of the economy relies on
manufacturing or services heavily dependent on information technology, telecommunications
and broadcasting, and therefore depends critically on the accuracy, security and
"trustworthiness” of information. This is of as great importance and interest for individuals as
for commerce, industry and public administrations. Correspondingly, the protection of
information in all its aspects, here referred to as Information Securityl, has become a central
policy issue and a major concern world-wide.

Major changes have occurred during the last decades, but those ahead may be even greater.
Desk-top supercomputers, Satellite Direct Broadcasting, Digital Mobile Radio, Integrated
Broadband Communications and other new applications of technologies are under development
and will provide the means for low-cost, mobile, high performance communication world-wide
on an unprecedented scale, The advent of efficient global communication has placed greater
emphasis on the need to provide adequate "protection” over levels of service availability,
message integrity and privacy commensurate with the expected level of adminisirative or
technical threat. ~

The subject is of great importance for socio-economic development of the European
Community and the completion of the Internal Market in 1992. A consistent approach at
European level should create at the same time an increasing feeling of confidence vis-a-vis
the use of new information technology and telecommunication services and help to avoid the
Jormation of new barriers between the individual Member States and with other countries.
Therefore, there is an urgent need to address requirements and options for action at
Community level in close collaboration with sector actors and Member States. Any action must
take into account both national and international commercial, legal and technical
developments. Because Information Security is involved in the protection not just of property
and people, but also of society itself, Member States regard it as a topic which touches upon
national sovereignty.

At the same time, for the Communily and its Member States, it is vital that Information
Security does not become a constraint to the promotion of harmonious development in the
Community and to relations with other countries. As such, development of a harmonised
approach to information sccurity must form an integral part of the Community policies related
to the strengthening of the European Community socio-economic performances, international
competitiveness and the completion of the internal market.

The key issue is to provide effective and practical security for information held in an
electronic form to the general users, administrations and the business community without
compromising the interests of the public at large.

'y  information Security (1S) is concerned with the protection of information stored, processed or
transmitted in electronic form, against deliberate and occidental threats. Electronic Information
services need a secure telecommunication infrastructure, secure terminals (including processors and

data bases) as well as secure usage.
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Action at Community level will need to involve concerted efforts in establishing the required
technology, standards, verification and certification procedures and regulations (where
required) in the framework of the Community policy making.

The intention of the Commission is to encourage a debate with the sector actors in the
Community on Information Security issues and to develop a consensus on the appropriate steps
to be considered. This debate could be initiated on the basis of the statement of issues and
lines of action identified in the annex to this note. In this debate, and in view of the
responsibilities of Member States in this domain, it is of crucial importance that the
Community initiative can rely on a close collaboration with senior of ficials of Member States.

It is therefore proposed that the Commission shall be assisted by a committee of an advisory
nature, composed of representatives of the Member States and chaired by the representative of
the Commission. The working of this committee has to reflect the specificities of the domain.
This committee would be called the Senior Officials Group on Information Security (SOG-

1S).

The most important issue of protection of personal data is dealt with in a proposal of
Directive which is sent in parallel with the present communication.



A, _New chaliennes and the Socisl, Feanemis, Stroteric and Folitical Ymporiance of
Sl g Y FILAL L AR A NI R T LSl SL AR Wb R, Ak SFATAAS R L LA ALL S .3 3. A h e

formation Seonrity

The management ond nse of information ug)ported by Information Technology and
Informatics Servicns in all apheres of "nnmlc, sncial and political life is pervasive. It
has peormitted the integeation of  activitiss vin a glohal communications system,
connecting mamnnfacturing plants, rosearch cstablishments, data bases, computer centres,
service proavidars ag woll a8 contres of politi u.!l and econontic decision-taking.

This incransed integration of separate activities genceates very considerable value-added
in terms of savings or incren zm:v, efficiency. H is tharefore a key-factor in international
compeiitivencss, Mowever, it also increases the need to protect the justifiable interests
of the individuals, the gcneml public, commerce, industry, operators, services providers
and national administrations.

For the sorviee scctor (o grow, and with it investments in clectronic equipment,
telecommunications, hroadeasting, computer and terminal cquipment and a wide range
of telematics applications to take place, a secure Enropean Electronic Information
Environment munst be offered.  Widespread acceptance and approval by all parties is
iraportant to safeguard lopitimate interests and to prevent misuse and abuse of
information. This must be achieved in a way which is both efficient yet adequate for
users under varjons legal systems. In addition, information security systems must protect
privacy, intellectual property, fair competition, national security and other interests.

With the introduction of microcomputers, the use of Information Technology,
Telecoramunications and Broadcasting has grown beyond the professional domain and
has hecome a "consumer activity™ with associated "consumer services”. Along with this
quantitative change, a very significant qualitative change has  occurred:
telecommunications now parmits interworking and communication on a global scale.

Major changes have accurred during the last decades, but those ahead may be even
greater..- Desk-top supercomputers, Satellite Direct Broadcasting, Digital Mobile Radio,
Integrated Proadband Communications and other new applications of technologies are
under development and will provide the means for low-cost, mobile, high performance
communication world-wide on 2n unprecedented scale.

The advent of efficient global communication represents a qualitatively and
quantitatively new challenge for the need to provide adequate "protection” over levels of
service availability, message integrity and privacy, commensurate with the expected level
of administrative or technical threat.

The growing willingness of indnstry, government and socicty as a whole to use
information services has resnlted in them bhecoming an integral part to the basic fabric
of every day life. Command, Communication and Control in general, Process Control in
manufacturing, Transportation, Financial Services, Automated Office systems, etc all
reaquire levels of availability and operational robustness not fully understood in the
original service or component design,

New applications will be defined and implemented that may not be achieved within the
present architectural frameworks. A fundamental re-definition of architecture and
performance standards (including the needs to assure conformance) relating to services
and underlying components may be necessary.
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New disciplines and supporting organisations/occupations will need to be created to
achicve these higher levels of operational expectations, The major needs will, however,
be driven by cultural not technical changes. The global exploitation of information
services supported by comprehensive telecommunications networks will change the
perception in socicty of organisational/human relationships.

Increasingly communication will cither be through intermediaries, as in various levels of
added-value services supported by IT, or will take place dircctly after intermediaries
have approved the contact. In such situations trust will need to be explicitly defined in
the context of organisational relationships, authorities/privileges and many
service/product ‘quality controls’. Care must be taken in such a socicty that the rights
of individuals and organisations arc fully rcflected in legislation and regulatory controls.
In parallel, technologies must be conccived and implemented in a way which meets
security demands.

The need for an action_at Community level in_collaboration with Member States

12.

13.

14,

With the protection of property, the person, and even socicty at stake, it is obvious that
information security is an area of major rcsponsibility for the Member States. Both for
defense and the normal functioning of its institutions, each Member State is directly
concerned with security. These national concerns of governments have led, historically,
to a strong long-standing competence in information sccurity, and the exercise of
control over its technology and techniques to prevent the diffusion of sensitive aspects.
Although cach user must be responsible for choosing his own security, his choices rely
essentially on guarantees which, in the final analysis, come from public authorities,
through, for example the legal limits they fix.

EEC policies and programmes for the development of the Information and
Telecommunication Industrics and for the achievement of the Internal Market, may be
seriously impeded unless an active policy is adopted on the initiation, development and
promotion of Information Service Security Standards. For the Community, it is vital
that Information Security does not become a constraint to the promotion of harmonious
development within the Community and to relations with other countries. As such,
development of a harmonised approach to information security must form an integral
part of the Community policies related to the strengthening of the European industry
socio-economic performance and international competitiveness, and to the completion of
the Internal Market.

More specifically, it must involve concerted efforts in establishing the required
standards, verification and certification procedures, technological developments and
regulations (where required) in the framework of the Community policy making.
Because of the highly technical nature of the underlying issues, concertation of efforts
implies collaboration of actors at the pre-competitive stage of R&D

"Open Standards" adoption by Governments (US/UK GOSIP), by the western Defense
community (NATO/NOSI), by the computer and telecommunications industry as well as
network operators (ISO OSI standards) has resulted in greater emphasis on security issues
in information systems, architectures, standards, communications protocols and
component techniques.
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Only an estimated 2% of the services which will be available in the Community by the
year 2000 are available teday. By then services will typically be able to respond to user
needs and offer a range of integrated features combining voice, data and image in a
flexible manner. The realisation of user requirements for information security such as
data protection, privacy, authentication, authorisation, billing, etc. will correspondingly
be much more difficult to assure. It is for this reason that Information Security and the
related technical features such as integrity need to be systematically developed and
investigated.  US Authorities arc funding programmes on Trusted Computer Systems,
Open Systems Architectures, protocols and techniques that will accelerate the use of
proprietary security solutions in the international user community. It must be a primary
concern for Member States to be an cqual partnrer in addressing standardisation in this
domain. Following a de facto standardisation would risk creating new technological
dependencies  which may seriously impsde the international competitiveness of
Community’s cconomies. This implies that the corresponding efforts arc made in the
Community as a prercquisitc for a constructive interaction with countries outside the
Community, mainly the US,

To sum it up, because of their respective responsibilities, both the Community and its
Member States have a strong interest in the key questions:

- How will effective specifications and standards for information security be defined
and promulgated?

- How will the formal evaluation and certification that products and systems conform
to the security standards (both functionally and in giving assurance) be

implemented?
- How will security products and systems be implemented, provided and used?

Information security is a typical example of a policy where the principle of subsidiarity
may be applied, in view of the inhcrent complexity of the subject, the involvement of
numerous actors and the neccssity to deploy a range of policy tools. An action plan is
essential telling what should bz done, by whom and how., On the one hand, the Member
States have to handlc these auestions; on the other hand, the Community has a strong
interest in working out terms ensuring the compatibility between on one side the
completion of the Internal Market, the achicvement of the Citizens’ Europe, the
implementation of a telecommunications policy and the competitivity of the European
community electronics and electronic information services industries, and on the other
side the response to the basic requirements of the individuals and the business for
information security. Therefore, and in order to focus the effort, various types of
actions and a procedural structure are proposed below as a basis for further in-depth
studies leading to measurcs to be taken at the appropriate level.
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Proposal for a
COUMGIL DECISION

IN THE FIELD OF

INFORMATION SECURITY,

THE COUNCIL OF THE EUROPEAN COMMUNITIES

Having regard to the Treaty establishing the Europzan Economic Community, and in

particular Article 235 thercof,

Having regard to the proposal from the Commission,(1)

Having regard to opinion of the European Parliament,(2)

Having regard to the opinion of the Economic and Social Committee,(3)

Whereas the Community has as its task, by establishing a common market and progressively
approximating the ecconomic policies of the Member States, to promote throughout the
Community a harmonious development of economic activity, a continued and balanced

expansion, increased stability, 2ccelerated raising of the standard of living, and closer

relations of the States belonging to it;

Whercas there information stored, processed and transmitted electronically plays an

increasingly important role insocialt and economic activitics;

Whereas the advent of efficient global cormmunication and the pervasive use of clectronic

handling of information emphasises the need for adequate protection;

Whercas the European Parliament has repeatedly stressed the importance of information

sccurity in its deliberations and decisions;

(1) 0INoC..
(3) OINaC..
() OINoC..
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Whereas the Economic and Social Committee has emphasised the nced to address information
security related issues in Community actions, particularly in view of the impact of the

completion of the internal market;

Whereas it is necessary to develop a global strategy for information security in order to
ensure the security of the user on the Community level and avoid the creation of new

technical obstacles to communication;

Whereas the inherent complexity of information security issues calls for subsidiarity,

the active involvement of several sectors and the concerted usé of several policies;
Whereas actions on national, international and Community level provide a good basis;

Whereas there is a close link between telecammunications; standardisation, information
market and RD&T policies and the work already undertaken in these domains by the

European Community;

Whereas it is appropriate to assure the concertation of efforts, by building on existing national
and international work and by promoting the cooperation of the principal protagonists concerned;

whereas it is therefore appropriate to proceed within the framework of a coherent action plan;

Whereas the responsibility of the Member States in this domain implies a concerted approach

based on a close collaboration with senior officials of the Member States.

HAS DECIDED AS FOLLOWS:

Article 1

1. An action plan in the field of information security (INFOSEC) is adopted for a period

of 24 months starting on [ ].

2. The action plan is designed to develop a global strategy providing the users of
electronically stored, processed or transmitted information with protection of

information systems against accidental or deliberate threats.

1
N

3. The action will take into account and sfhpport the evolving European and world-wide

standardisation activitics in the ficld.
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Article 2

The action plan, the details of which are set out in the Annex hereto shall comprise
the following lines of action:

I. developraent of an information security strategy framework;

II. analysis of information security requirements;

ITI. solntions for immediate and interim needs;

IV. spacifications, standardisation and verification of information security

V. integraticn of technological and operational developments for information security within a

general strategy;

VI. integration of certain security finctions in information systems.

Article 3

The action plan shall be implemented by the Commission in collaboration with the

organisations and enterprises concerned and in close association with the Member States.

Article 4

The amount aftributed to this action shall be determined in the Course of the annual budgetary

procedure.

The Commission shall send to the European Parliament and the Council a report on the

results of the action within three months of its completion,

For the implementation of the action plan, the Commission shall consult, as necessary, a
Senior Officials Group on Information Security (SOGIS). This group shall consist of two

representatives of each Member State and of the Commission. A Commission representative
shall be in the chair.



The members of the Group may b assisted by experts or advisers depending on the

nature of the issues under consideration,

Tha precesdings of the Group shall be confidentinl The Group shall noopt its own mles

of procedure, Tha cacretavint sholl he provided by the Commission.

Done ot Brussels, For the Councit
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Summary of Action Lines

1. Action Line T - Development of an Infermation Security Strategy Framework

1.

1.1 Issue

Information security is recognised as a pervasive quality necessary in modern socicty.
Electronic Information services neced a secure telecommunication infrastructure, secure
terminals (including processors and data bases) as well as secure usage. An overall
strategy, considering all aspects of information sccurity, needs to be established,
avoiding a fragmented approach. Any strategy for the security of information processed
in an electronic form must reflect the wish of any society to operate effectively yet
protect itself in a rapidly changing world.

1.2 Objective
2. A strategically oriented framework has to be established to reconcile social, economic

and political objectives with technical, operational and legislative options. The sensitive
balance between different concerns, objectives and constraints has to be found by sector
actors working together in the development of a common perception and agreed strategy.
These arce the prerequisites for reconciling interests and needs both in policy making and
in industrial developments.

1.3 Status_and trends

3.

The situation is characterized by growing awareness of the need to act. However, in the
absence of an initiative to concert the efforts it seems very likely that dispersed efforts
in various sectors will be taken which create de facto a situation which will be
contradictory, creating progressively more serious legal, social and economic problems.

1.4 Requirements, ontions and_priorities

4.

Such a shared framework would need to address and situate risk analysis and risk
management concerning the vulnerabilitics of information and related services, the
alignment of laws and regulations associated with computer/telecommunications abuse
and misuse, administrative infrastructures including Security Policies and how these may
be effectively implemented by various industries/disciplines, and social and privacy

.concerns (eg the application of identification, authentication and possibly authorization

schemes in a democratic environment),

Clear guidance is to be provided for the development of physical and logical
architectures for secure distributed information services, standards, guide-lines and
definitions for assured security products and services, pilots and prototypes to establish
the viability of various administrative structures, architectures and standards related to
the needs of specific sectors.
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Sccurity Awsareness must bs created in order to influence the attitude of the users
towards an increased concern about sccurity in 1T and telecommunication systems.

2. Action Line 1V - Information Seccurity Requirements

2.1 issue

1.

Information security is the inherent pre-reguisite for the protection of privacy,
intellectual property, commercial confidentiality and national security.  This leads
inevitably to o difficult balance and sometimes choices, between a commitment to free
trade and a commitment to securing privacy and intellectual property. These choices
and compromises need to be based on a full appreciation of requirements and the impact
of possible information sccurity options to respond to them,

User requircments imply information security functionalities interdependent with
technological, operational and regulatory aspects. Therefore, a systematic investigation of
information security requirements forms an essential part of the development of
appropriate and effective measures.

2.2 Objective

9.

Establishing the nature and characteristics of user requirements and their relation to
information security measures.

2.3 Status and Trends

10.

Up to now, no concerted effort has been undertaken to identify the rapidly evolving
and changing requirements of the major actors for Information Security. EC Member
States have identified the requirements for harmonisation of national activitics
(especially of the "IT security criteria®). Uniform cvaluation criteria and rules for mutual
recognition of evaluation results/certificates are of major importance.

2.4 Requirements, options and priorities

11,

As a basis for a consistent and transparent treatment of the justified needs of the sector
actors it is considered necessary to develop an agreed classification of user requirements
and its relation to information security provision.

It is also considercd important to identify requirements for legislation, regulations and
codes of practice in the light of an assessment of trends in service characteristics and
technology, to identify alternative strategies for meeting the objectives by
administrative, service, operational and technical provisions, and to assess the
effectiveness, user-friendliness and costs of alternative information security option and
strategies for users, service providers and operators.
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3. Action Line XIT - Solutions for Immedinte and Interim Needs

13.

At prezent it is possible to protect adequately computers from unauthorised access from
the outside world by "isolation" ie by applying conventional organisational and physical
measures. This applies also to electronic communications within a closed user group
operating on a dedicated network. The situation is very different if the information is
shared between user groups or exchanged via a public, or generally accessible, network.
Neither the technology, terminals and services nor the related standards and procedures
are generally available to provide comparable information security in these cases.

3.2 Objective

14.

The objective has to be to provide, at short notice, solutions which can respond to the
most urgent necds of users. These should be conceived as open towards future
requirements and solutions,

3.3 Status_and trends

I5.

16.

17.

18.

19.

Some user groups have developed techniques and procedures for their specific use
responding, in particular, to the need for authentication, integrity, and non-repudiation.
In general magnetic cards or smart cards are being used. Some are using more or less
sophisticated cryptographic techniques. Often this implied the definition of user-group
specific "authorities". However, it is difficult to generalise these techniques and methods
to mect the needs of an open environment.

ISO is working on OSI information security (ISO DIS 7498-2) and CCITT in the context
of X400. It is also possible to insert information security segments into the messages.
Authentication, integrity and non-repudiation are being addressed as part of the
messages (EDIFACT) as well as part of the X400 MHS.

Presently, the EDI legal framework is still at the stage of conception. The International
Chamber of Commerce has published uniform rules of conduct for the exchange of
commercial data via telecommunications networks.

Several countries (eg FRG, France, the UK and US) have developed or are developing
criteria to evaluate the trustworthiness of IT and telecommunication products and
systems and the corresponding procedures for conducting evaluations, These criteria
have been coordinated with the national manufacturers and will lead to an increasing
number of trusted products and systems starting with simple products. The
establishment of national organisations who will conduct evaluations and offer
certificates will support this trend.

Confidentiality provision is considered by most users as less immediately important. In
the future, however, this situation is likely to change as advanced communication
services and in particular mobile services will have become all pervasive.

3.4 Requirements, options and priorities

20.

It is essential to develop as soon as possible the procedures, standards, products, and
tools suited to assurc information security on public communications networks. A high
priority should be given to authentication, integrity and non-repudiation Pilot projects
should be carried out to establish the validity of the proposed solutions. Solutions to
priority nceds on EDI are looked at in the TEDIS programme within the more gencral
content of this action plan.



4. Action Line IV - Specification, standardisation_and Verification for Information Security

4.1 Issue

21.

Information security requirements are pervasive and as such common specifications and
standards are crucial. The absence of agreed standards and specifications may present a
major barrier to the advance of information-based processes and services throughout the
economy and society. Actions are required to accelerate the development and use of
technology and standards in several related communication and computer network areas
that are of critical importance to users, industry and administrations.

4.2 Objective

22.

Efforts are required to provide a means of supporting and performing specific functions
in the general areas of OSI, ONP, ISDN/IBC, network management and network security
for unclassified, but sensitive, information. Inherently related to standardisation and
specification are the techniques and approaches required for verification.

4.3 Status and trends

23. The US, in particular, have taken major initiatives to address information security in the

24.

non-defence domain, In Europe the subject is treated in the context of IT and
Telecommunications standardisation in the context of ETSI and CEN/CENELEC in
preparation of CCITT and ISO work in the domain.

In view of growing concern, the work in the US is rapidly intensifying and both
vendors and service provider are increasing their efforts in this domain, In Europe,
France, the Federal Republic of Germany and the United Kingdom have independently
started similar activities but a common effort corresponding to the US is only evolving
slowly.

4.4 Requirements, options_and priorities

25.

26.

In information security there is inhercntly a very close relationship between regulatory,
operational, administrative-and technical aspects. Regulations need to be reflected in
standards and information sccurity provisions necd to comply in a verifiable manner to
the standards and regulations. In several aspects regulations require specifications which
go beyond the conventional scope of standardisation, ie¢ include codes of practice.
Requirements for standards and codes of practice are present in all areas of Information
Security, and a distinction has to be made between the protection requirements which
correspond to the security objectives and some of the technical requirements which can
be entrusted to the competent European standard bodies (CEN/CENELEC/ETSI).

Specifications and standards must cover the subjects of Information Security Services
(personal and enterprisec authentication, non-repudiation protocols, legally acceptable
electronic proof, authorisation control), Communication Services (image communication
privacy, mobile communications voice and data privacy, data and image data-base
protection, integrated services security), Communication and Sccurity Management
(public/private key system for open network operation, network management protection,
service provider protection) and Certification (information security assurance criteria
and levels, security assurance procedures).



5.1 Issue

217.

28.

Systematic investigation and development of the technology to permit economically
viable and operationally satisfactory solutions to a range of present and future
information security requirements is a prerequisite to the development of the services
market and the competitiveness of the European economy as a whole,

Any technological developments in information systems security will have to include
both the aspects of computer security and security of communications as most present-
day systems are distributed systems, and access to such systems 1is through
communications services.

5.2 Objective

29.

Systematic investigation and development of the technology to permit economically
viable and operationally satisfactory solutions to a range of present and future
information security requirements.

5.3 Requirements, options and priorities

30.

31.

32,

33.

34.

35,

Work on information security would need to address development and implementation
strategies, technologies, and integration and verification.

The strategic R&D work would have to cover conceptual models for secure systems
(secure against compromisc), functional requirements models, risk models, and
architectures for security.

The technology orientated R&D work would have to include user and message
authentication (eg. through voice analysis and electronic signatures), technical interfaces
and protocols for encryption, access control mechanisms, and implementation methods
for provable secure systems.

Verification and validation of technical system security and its applicability would be
investigated through integration and verification projects.;

In addition to the consolidation and development of security technology, a number of
accompanying measures are required concerned with the creation, maintenance and
consistent application of standards, and the validation and certification of IT and
telecommunication products with respect to their security properties, including validation
and certification of methods to design and implement systems.

The 3rd RDT Community Framework Programme might be used to foster cooperative
projects at precompetitive and prenormative levels.
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6. Action Line VI - Information Sccurity Provisions

6.1 Issue

36.

37.

38.

Depending on the exact nature of the Information security features required functions
will need to be incorporated at different parts of the communication systems including
terminals/computers, services, network management to cryptographic devices, smart
cards, public and private keys etc. Some of these can be expected to be embedded in
the hardware or software provided by vendors while others may be part of distributed
systems (eg network management), in the possession of the individual user (eg smart
cards) or provided from a specialised organisation (eg public/private keys).

Most of the information security products and services can be expected to be provided
by vendors, service providers or operators. For specific functions, eg the provision of
public/private keys, auditing, authorisation there may be the need to identify and
mandate appropriate organisations.

The same applies for certification, evaluation and verification of quality of service
which are functions which need to be addressed by organisations independent of the
interests of vendors, services providers or operators. These organisations could be
private, governmental, or licensed by government to perform delegated functions.

6.2 Objective

39.

In order to facilitate a harmonious development of the provision of information security
in the Community for the protection of the public and of business interests it will be
necessary to develop a consistent approach as to the provision of information security.
Where independent organisations will have to be mandated, their functions and
conditions will necd to be defined and agreced and where required embedded into the
regulatory framework. The objective would be to come to a clearly defined and agreed
sharing of responsibilities between the different actors on a Community level as a pre-
requisite for mutual recognition.

6.3 Status and trends

40. At present information sccurity provision is well organised only for specific areas and

limited to addressing the specific needs. The organisation on a European level is mostly
informal and mutual recognition of verification and certification is not yet established
outside closed groups. With the growing importance of information security the need
for defining a consistent approach to information security provision in Europe and
internationally is becoming urgent,

6.4 Requirements, options and priorities

41.

Because of the number of different actors concerned and the close relations to
regulatory and legislative questions it is particularly important to pre-agree on the
principles which should govern the provision of information security.

In developing a consistent approach to this question one will need to address the aspects
of identification and specification of functions requiring, by their very nature, the
availability of some independent organisation, (or interworking organisations). This
could include functions such as the administration of a public/private key system;
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In addition, it is required to identify and specify, at an early stage, the functions which
in the public interest need to be entrusted to independent organisation (or interworking
organisations). This could, for example include auditing, quality assurance, verification,

certification and similar functions;
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FINANCIAL STATEMENT

Information Security (INFOSEQ)
Preparatory Action

BUDGET HEADING

Subsection BS, Item 8104

LEGAL BASE AND PROPOSED CLASSIFICATION

Article [235]

Non compulsory expenditure.

DESCRIPTION

Collaboration in the development of proposals and ections relating to information
security as far as they require or significantly benefit from 2 concerted approach
at Community level. The focus of the work Is 10 relate to the needs of the
general public, commerce, service providers and administrations and addresses the
requirements for @ collaborating =pproach to technological research,
standardisation and related issues as relevant for the development or a consistent
Evropean approach to information security with particular yeference to the
completion of the internal market in 1992. .

The goal of the INFOSEC action is to make & major contribution to the objective
of the

*development of actions to providing effecrive end practical seawrity for
information held in an electronic form to the general users, administrations and
business commumity withow compromising the {nterest of the public ot large.”

The present proposal is the result of the prehrmnm mvesup,anons by experts,
consultations and on-gomg related work.

The scope of the prepmtory eetion is to focos on

development of an information security strategy framework
information security requirements

tolutions for immediate and interim needs

specifications, standardisation and  verification of information security
techoologicnl and operntional developments for information security
information security provision.

S<4dBm .
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FSUBTIETCATION

Devolopment of o barmosised approzch to lnformzdon scourity must form an
intepral part of the Comununity policies related 1o the completion of the Interral
Market, swengibenic a7 of socio~economic patformance and  intermuonal
gompatitivensss, ¥t & vitd thar Infonmmnacion Security does not betome a
consiraint {0 il promotion of harmenious development in the Commaunisy aad o
rolatlons wiih other coununtcies. In additien, information securlry sysmxes must
protect puvicy, Intellesturl property, [air competition, national secusity 2
pther nIoresis,

The proposesd astnn respands 10 an urgeat wead to facilitate ond accelar™ L
eraesgence  of generally eoosptsd, effective and  practiceble meagprt Lo

Cinformaden seeurdry, The ection will benefit from synerpies with on-poiyg

progeemmss  in the field of  information  technologies (ESPRIT)  snd
telzcommunicatdon: (RACE) as swell o5 the on-~going work on telecommumirations,
standardisation and infermaten movket policies.

INDICATIVE FINAMCIAL PLANPING
Implicarlons for expsndlire,

Total cost gver the whole of the expected dumation of 2 years (in MiocECU}

From the Budger of tie Comemunities: , 12.0
Trom the other sectors at the national leval: 0.0
TOTAL 12.0

Multi-annual schedule (in MioECU):

Commitment Payment ° '
Annrantigtions Avrpresriations
1991 & 4
1352 6 6
1903 - 2 .
12 12

Merthod of caiculzilon
Expenditure by coztract
This expenditure vovers the Communiry's fisancial co::'.nb....cn to J.‘!c.iyucr.!

oyl 23 romzicsd <o sooport the Jdevelopment of :pecific zatinns Trosoak, o
ronsultiden &ad eswablisiunent of consensus.
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Cperativns) expenditure

Given the fact that the eclion &s finsnesd in Svbsecilon 6 of the budger devated
e Resewch sad Investnent zrpouditare, sdmininrative costz (Committee and
woking party westings, eousultiion of experts, mimions, document distribution
or disseminadon of technigues, wse of data processting, telecommunication and
brozdeasting, equipment) =re covercd divectly by the tudget item,

The following table fives the indicative breakdosm pver the various categoriss of
srpenditore (in MicECUY:

19891 1992

562 w) 4,593 4,100
202 ) fn el 3,397 1,900
of which Erperts 0,400 0,600
Oupher pperotions] sxpomdinue - 0.500 0723
Infresiraciore 0,050 0,100
Informetion gad prblicstion 0G50 0.100
Swatatory swif 0,177 0375

FIRARCIAL IMPLICATIONS FOR STAFY AND CURRENYT ADMINISTRATIVE
APPROYPRIATIONS

The stxtutery vesrcrzh staff involved, ie. 3 4, 1°B, 1'C, will be entered in the
research ataff able and is paid out of the zppropricions entered onto Item BS-
8104,

The administrative expenditure will be governed by the internal rules on mini-
budeers Secided by the Commission on 22 Mey 1590,

FINANCING OF EXPENDITURE

The appropriations to cover the Community's contribution to this projest will be
determined in the context of the annunl budgetury prosedure.

DAPLICATIONS ¥OR RUVENUL

Contsibution of the statutory ressarch staff 1o the retivement scheme and the
gickness ISTUTANCS.
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TYPE OF CONTROL

- Administrative control by the Director General for Financia] Control as
regards budget implementation;

« Control of achievement:
. SOG-IS
. contro! by officials of the Comumission

eudit by the Court of Auditors in accordance with provisions of the
Treaty,;

- In gccordance with Article 2 of the Financiel Reguladons, the unse of
appropristions will be subject to analyses of cost-effectiveness and the
realisation of guantified objectives will be monjtored.
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