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EXECUTIVE SUMMARY

Electronic commerce offers the Comfnunity a unique opportunity for economic growth, to
improve European industry’s competitiveness and to stimulate investment in innovation
and the creation of new jobs. But such benefits will not be optimised unless the many legal

‘obstacles which remain to the on-line provision of services (particularly important for cross

border trade and for SMEs) are eliminated. The present proposal intends to remove such
obstacles thereby allowing our citizens and our mdustry to beneﬁt in full from the .
development of electronic commerce in Europe

The Commission’s 1997 Communication on electronic commerce! set a clear objective of
creating a European coherent legal framework by the year 2000. This proposal meets that
objective. It builds upon and completes a number of other initiatives? that, together, will
eliminate the remaining legal obstacles, while ensuring that general interest objectives are
met, particularly the achievement of a high level of consumer protection. This proposal will
reinforce the position of the Community in the international discussions on the legal
aspects of electronic commerce which are currently underway in a number of international
fora (WTO, WIPO, UNCITRAL, OECD). The Community will thus secure a major role in
international negotiations and sngmﬁcantly contnbute to the establishment of a global
policy for electromc commerce. : -

The proposal is based on the orientations- set out by the Commission in the 1997
Communication. It provides a light, enabling and flexible approach. Particular attention has
been paid both to the special nature of the internet and to the role of interested parties and
of self-regulation. The proposal meets the principles of subsidiarity and proportionality by
covering only those issues where a Community initiative is indispensable. These issues, -
which were also identified in the Commission’s 1997 Communication, have been
subsequently endorsed by the European Parliament’. They are the subject of work at

 Member State and international level and are being discussed by industry and other

r

interested partles o Y

At present, there is uncertainty in a number of areas about how existing legislation can be

- applied to the on-line provision of services. There is divergent national legislation already

in place or currently being discussed. Furthermore, diverging jurisprudence is emerging.
The proposal therefore seeks to remove the obstacles that result from such conditions, for
service providers established in Europe, by tackling five key issues that together. form a
coherent framework to bring about the free circulation of on-line services. These issues are
all inter-related because obstacles to electronic commerce services can arise at each step of
the economic activity (from the promotion and the sale of a good or service to the
settlement of disputes) and because none of these obstacles can be removed in isolation
(for example, clarifying a service provider’s liability is not possible without defining its

1 wp European Ifxitiative on Electronic Commerce”, COM(97) 157 final, 16.4.1997.

"2 Amongst the most recent are the directives-on the “regulatory transparency mechanism”, the protection

of personal data, the protection of consumers in respect of contracts negotiated at a distance; and the
proposals on the legal protection of conditional access services, electronic signatures, copyright and
related rights and electronic money.

3 European Parliament Resolution A4-0173/98 on the Communication from the Commxssnon on

“A European Initiative on Electronic Commerce”, 14.5.1998.
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place of 'esta-blishm‘ent) Accordingly, the’European Parliament; in its recent resolution; has
asked the Commission to- speed up the process of presentlng a proposal for a directive
whlch would address these issues m a coherent way :

These five issues are the followmg: '

(1) Establishméht of Information Society service providers_ .

. . N . . b_ - ‘ . . _‘ - \‘ o ke

“The proposal removes the current legal uncertainty surrounding this issue by providing a
definition of the place of establishment in line with the principles established by the Treaty

and the jurisprudence of the Court of Justice. This is a key element for the proper - |
functioning of the Single Market. In addition, the propasal prohibits special authorisation:

schemes for Information Society services and sets out some 1nformat10n requlrements that -

the provider must fulﬁl in order to ensure transparency of its actlvmes :
. (2) Commerczal commumcattons (advernsmg, direct. marketmg, etc )

Commermal commumcatxons are an essential part of most electromc commerce services. It
is. therefore important to clarify and facilitate their use. The proposal thus defines what
constitutes a commercial communication and makes it subject to certain transparency-
requirements to -ensure consumer confidence and fair trading. In order to allow consumers
to react more readily to harmful intrusion, the proposal requires that commercial -
communications by e-mail- are clearly identifiable. In addition, for. regulated professxons
(such "as lawyers or accountants), the proposal lays down the general principle that
commercial communications are permitted provrded they -respect certain ‘rules of
professmnal ethics which should be reflected in codes of conduxt to be drawn up by
professronal associatiops. . = ° : :

3 On-line concluszon of contracts

~ Electronic commerce: will not fully develop if concludlng on-line contracts is hampered by
certain form and other requirements which are not adapted to the on-line environment. To'
this end, Member States shall be obliged to adjust their national legislation. In addition, the
proposal removes legal insecurity by clarifying in certain cases the moment of conclusion of
the contract, whilst fully respectmg contractual freedom

(4) Lzabtlzty of mtermedzarles

To facilitate the flow of electronlc commerce act1v1t1es thereis a recogmsed need to clarlfy
‘the responsibility of on-line service providers for transmitting and storing third ‘party -
information (i.e. when service providers act as “intermediaries”). To eliminate the existing -
legal uncertainty and to bring coherence to the different approaches that are emerging at
Member State level, the proposal establishes a “mere conduit” exemption and limits service

provider’s liability for other “intermediary” activities. A careful balance is sought between - -

the different interests involved in order to stimulate cooperation between dlfferent parties
thereby reducing the risk of illegal activity on-line.



(5) Implementation s )

Rather than inventing new rules, the Commission has sought to ensure that existing EC and
national legislation is effectively enforced. By strengthéning enforcement mechanisms, the
development of a genuine Internal Market — based on mutual confidence between Member
States - is stimulated. Such strengthening is achieved by encouraging the development of
codes of conduct at Community level, by stimulating administrative cooperation between
Member States and by facilitating the setting up of effective cross-border alternative dispute
. resolution systems. For similar reasons the proposal also requires Member States to provide
for fast, efficient legal redress appropriate to the on-line environment.

~



'EXPLANATORY MEMORANDUM

1. . OBJECTIVE o | 7 ,
Electronic commerce provides the ‘Community with a unique opportunity to -create -
~ economic growth, a competitive European industry and new jobs. The legal framework of
the internal market and the euro are key tools for exploiting this opportunity. = ‘

_Electronic commerce is global and requrres ‘increased international coordmatron The
‘European Union has launched a dralogue on the implications of the global’ electromc _
‘market place wrthm the framework of the Global Business Dialogue. The latter seeks to
ensure a coherent approach between public and pnvate sectors at the global leveI

However, pending the e,stabh_shment of a set of rules covering t_he different areas at global

level, the Union must act in order.to establish within Europe a genuine single market for

- electronic. commerce. This single market must ensure that European businesses and citizens

~are able.to receive and supply Information Society services throughout the Commumty,

irrespective of frontiers. Indeed, the legal framework of the internal market forms a major

" asset for electronic commerce, and electromc commerce forms a major asset for the
mternal market: ‘ " :

- for the constructzon of Europe electromc commerce in the area wrthout frontrers will -
bring together the peoples:of Europe promote’ trade between them and 1ncrease_ :
- knowledge of therr cultural drversny, , ‘ : '

<. for European cmzens and ¢ consumers,- electromc commerce will prov1de 1ncreased
access to. goods and services of better quality at lower prices and heighten. attention -
for the- protectron of citizens at Commumty level, ot only at natronal level; o

- for European enterprzses especrally SMEs electromc commerce wrll provide
consrderable opportunrtles for growth and w111 encourage investment in 1nnovat10n

.- -for employment growth wzthm the Commumty Even 1f it is. not possrble to estlmate
~ the total number of people currently employed in electronic’ commerce activities,
" these activities offer a true employment potential. For example, accordlng to recent

estimations more than 400 000 Information Society related jobs were created wrthml

"~ the Community between 1995 and 1997. It is estimated that one in four new _]obs is

derived from these activities; that there are 500 000. unfilled vacancies requiring
Information’ Society skills and that 60% of these are in SMEs seekmg to develop their
electromc commerce actxvrtres ' : .

The Commission has already set out the approach itis pursuing to ensure that thls potentral
_can be realised. In its communication "4 European initiative in electronic commerce™ it
announced the creation of a legal framework for the internal market based on the principle
of country of origin control. The features of this approach iniclude, in particular, avoiding
over-regulation, basing regulation on internal-market freedoms, takrng account of business’
. realities and rneetmg general lnterest objectrves effectrvely ‘and efﬁcrently The

4 COM(97) 157 final, 16:4.1997, Chapter 3.
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Commlssmn emphasxses the urgency of 1mplementmg this policy as the measures set out in
must be the commumcanon taken by the year 2000:

The Commission's w0rk, based on these principles and studies as well as consultations
with interested parties, has identified a number of legal problems which must be resolved
" quickly at Community level. In its work the Commission has taken particular account of -

- the opinion of the European Parliament, as expressed in its resolution of 15 April 19985 on
. the communication from the Commission, which urged the Commission to present a

proposai for a Directive on Informatlon Soc1ety services in order to clarify the regulatory
framework and to safeguard the rights of users of electronic commerce®. The Commission
~ has also taken account of the opjnions of the Committee of the Regions -and of the

Economic and Social Committee’, of the consultations held with interested parties on the

‘basis of the Commumeatlon and of other 1n1t1at1ves on the Informatlon Society. -

~'II‘. h NECESSITY OF A LEGAL FRAMEWORK FOR THE INTERNAL MARKET

Electromc ¢ommerce con51sts of Informatlon Soc1ety serv1ce8 activities. These consist of a
large vanety of on-line services, for example, the sale of goods or services or the free
provision of information remunerated by commercial communication. These services do
_not dévelop in a legal vacuum; they are already subject to a series of national, Community
_ - or international rules. However, having regard to the aims of the internal market (Article 7a
~ of the EC Treaty), the principles of freedom of establishment (Article 52 of the EC Treaty)
and of the. freedom to provide services (Articles 59 and 60 -of the EC Treaty), certain
aspects of the existing legal framework must be clarified in order to increase legal security:
Indeed, certain legal barriers hamper the exercise. of these freedoms by an
Information Society service provider; or a citizen using these services or make thelr
exercise less attractive. '

© 1. Lack of clarity in the existing legal framework

Differences in certain legal prov:szons apphcabie to Information Soc1ety services in
. dlfferent Member States can result in a situation where, as an exception to the principle of
free movement and subject to conformity with the case law of the Court of Justice, one

Member State may make.the provision of a service from another Member State conditional -

on supervisory measures or the apphcatlon of its own legislation. In practice this means
. that a service prov1der w1shmg to offer a service throughout the internal market must, in
_ addition to the comphance with'the with the rules of the country in which he is established,
ensure that the service is compatxble w1th the law of the other 14 Member States

5 Resolunon on the commumcauon from the Commission to the Council, the European Parhament the
" Economi¢ and Social Committee and. the Commmee of the Regions on “A European- mltlatwe in
electronic commerce”, A4-0173/98. :
6 - Resolution of 14 April 1998, point 14. v
7 Opinion of the Economic. and" Social Committee on’ the "Commumcatlon from the Commission to the
Council, the European Parliament, the Economic and Social Committee and the. Commmee of the
Reglons “A European initiative in electronic commerce" 0J C19,21.1.1998, p 72. »

8 See point IV(2). .
. - : 7



A significant lack of legal certainty characterises the current legal framework. This legal
uncertainty arises over the lawfulness of measures taken by one Member State
concerning services provided by providers established in another Member State
(are they justified in relation to the principle of freedom to provide services or of secondary
Community law applying that principle?) Legal uncertainty also arises in determining the
requirements to be met by Information Society services (to what extent does a particular
rule apply to such services?) Cases which have already been decided diverge, indicating
that there is a serious lack of legal certainty whose adverse effects are strongly amplified in
a cross-border situation.

Moves in certain Member States to enact new legislation are apparent and there are
already differences in approach which entail a real risk in the short term of fragmenting
the internal market. Some Member States have already enacted legislation specifically
addressing Information Society services (D) while others have begun a large scale
amendment of their rules (B, F, FIN, I, NL); lastly, in some Member States specific issues
are the subject of surveys , draft proposals or new legislation , (for example, regulated
professions (A, F, D, 1); liability (F, NL, S, UK); and contracts (A, B, D, NL, DK, S)).

2.  Significant economic costs

The current legal framework gives rise to significant costs for operators wishing to develop
their activities across borders. The results of a survey undertaken within the
“Commercial Communications” newsletter” demonstrate the significance and specific
nature of these costs.

The significance of legal costs: 64% of respondents undertook a legal analysis of the
regulatory situation and notably regarding the cross-border situation. Of the 36% who did
not, 43% had not yet done so because they were still in pilot phases and 30% because they
could not afford to undertake such an evaluation.

Reasons for not making a legal assessment of Lack of resources
the impact of having commercial
communications on a web site:

No in-house expertise

Pilot stage - later analysis

Lack of resources

Assume that there's no legal risk -
Too expensive vis-a-vis the risks 29%

| 4

20% 40% 60% 80%100%

It is not a priority

|

0% 20% 40% 60%

Estimated legal costs to launch an Information Society service vary enormously. Several
examples demonstrate how they often amount to considerable sums: one operator
responded that he is using three to four days of external legal advice per month, another
uses 50 hours per month of both internal and external legal advice (amounting to
approximately DEM 70 000 per year), another used fifty days of both in-house and external

9  This consists of a questionnaire distributed as an insert in the *“Commercial Communications”
newsletter sponsored by Directorate-General XV which was answered by interested parties. To date

some 80 responses have been received.
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legal advice to launch a new service and an SME indicated that it had to employ a lawyer
on a full-time basis. One of the key operators in the electronic commerce market noted that
he has to rely on eight in-house lawyers dedicating 45 hours per week and 18 outside legal
advisers who on average supply 175 hours of advice per week. For the UK market alone,
this operator estimated that a review of the regulatory framework for his Information
Society service cost him ECU 60 000.

The specificity of the legal costs associated with electronic commerce of those who have
undertaken a legal analysis, no less than 40% believe that the legal uncertainty that
characterised electronic commerce was greater than for other lines of business. The cross-
border dimension of the activity also distinguishes it since 64% evaluated legal aspects
other than those in their own countty and 57% believed it was essential to evaluate how the
activity would be treated in other Member States. Moreover, of those who did not make a
legal assessment, only 26% denied that there was a risk and 30% would have done so if
they had had the resources to.

The legal analysis focus on:

Legal aspects other than the nationai aspects in
your country

The nationallegal aspects
your country

Legal aspects other than
national legal aspects in
country

The Community legal aspects

o% ?0‘! lﬂ'l Iﬂ'i ln“ |I'II .
International law

The national legal aspects in
Member States

The key areas giving rise to legal costs: The survey allowed for the identification of the
legal issues giving rise to the most significant problems:

Main subjects requiring legal analysis.
The applicability or interpretation of legislation on:
Copyright : ; : S 3 1%
Generalrequirementson adv. T : P 64%

Contracts T T S | 59%
ARl e ——— T AT
Unfair — : J 53%

Consumer pn-ueqtiu T II 51%
Uabiiyreginel &
30% ; 50% 60% 0% 80%

3. The impact on investment by and competitiveness of European companies

At present, an operator wishing to engage in electronic commerce across the internal
market almost invariably has no certainty that his service will not be subject to the control
of, or the imposition of direct or indirect restrictions by, other Member States in addition to
the Member State in which he is established. In view of this risk, the business must seek
legal advice (from lawyers, consultants, etc.) in each Member State and negotiate with the
authorities of those States in order to be sure that their activities are lawful there.

9




“The impact on investment: operators, particularly- SMEs and microenterprises, being
unable to afford high-quality legal advice, are discouraged - from' exploiting the
opportunities afforded by the 1ntemal market and investing in the European development of g
their busmesses : : : :

The tmpact on the competitiveness of European enterprzses operators must plan their -
‘service so that it is compatible with the requirements of all Member States. This is a
disincentive for investment in innovation and may lead to the services being desrgned to
meet the requirements. of the most severe restrictions. “This means that some SMEs and
microenterprises are less competmve than businesses with the funds to invest in an
evaluat1on of the risks of securing access to the new market in electromc commerce while
remaining within the law '

4. The lack of conﬁdence on the part of consumers

Consumers, and more generally, recrprents of services may | feel that they are in an unclear ’
and vague situation with few guarantees as to the level of protection afforded and they may ’
 therefore be unwilling to conclude on-line contracts and exploit new opportunmes

HIL ISSUES TO BE ADDRESSED
- L The establishment of operators

What requirements must be et by an operator. wishing to provide Information_ Society
services? This can only be determined by ascertaining the Member State in which the
operator is established so that the relevant rules concerning establishment can be identified.
There are wide dlvergences of approach and many factors giving rise to legal uncertainty 1n ,
this area: ' :

- determmmg the place of establrshment of an on-line service is particularly drfﬁcult
is it determined by the server which hosts a site, the ability to have access to a site in.
a Member State, or is it a simple letter box? The position in the Member States’ is
very vague in this area and natronal authorrtres operators and consumers are not clear
as to which rules apply;

- some confusron also exists over the issue of authorisation arrangements or

declaration arrangements. In most Member States, services that can be classified as

 Information . Sotiety services do not generally require a specific authorisation. Some

* Member States have rules requiring declarations while in others there are no-

~ prescribed formalities. Uncertainties become apparent when new: kinds of services

are established and it may be difficult to” classify them under exrstmg categones
(press telecomrnumcanons audrovrsual etc.);

- given the prmcrple of freedom of establrshment (Artrcle 52 of the Treaty) whlch must
be enjoyed by all persons wrshmg to- provide services over the internet, such a.

situation is unsatisfactory and calls for clar1ﬁcat1on to fac1htate the exercrse of .

this freedom :

10



2. Commercial communications

Commercial communication, (advertising,vdirect marketing, etc.), by its nature, forms part
of most electronic commerce services and is an area where obstacles to the mternal market
are particularly marked:

- existing definitions in this area (for example "advertising", "sponsorship") give rise to
uncertainty when they are applied to on-line services. For example, in most
Member States it is unclear whether simply having an internet site, establishing a

~ hypertext link, or using a domain name constitutes commercial communication. This
-is particularly harmful because, depending on the interpretation of ex1st1ng'
definitions, rules which may or may not be suitable, w111 be triggered;

- the disparity in the rules on the advertising of regulated professions forms a clear
obstacle to the development of professional services over the internet. The use of a
site by a professional service is often considered to be commercial communication
and Member States' laws on regulated professions differ markedly on this point;
many Member States strictly prohibit advertising, for example, in the case of lawyers
and doctors, in other Member States the rules are decidedly more flexible,
.partlcular for the legal professions; :

< national rules on unfair competition may have a very restrictive effect as their -

'~ interpretation may result in prohibitions or restrictions on certain commercial

practices, such as promotional offers or rebates and discounts. The effect is

particularly serious in the case of new and innovative marketing practices and in view

- of the need to employ them on the internet to make the business stand out among the
other services avallable

- transparency requlrements, (for example, an indication that it is an advertising
message or is sponsored, etc.), are vague and very divergent. In most Member States
there is no clear and general obligation to indicate on an internet site that commercial
communication is involved or to indicate on whose behalf it appears. On the other
hand, in some Member States requirements of this type may arise under general rules
on consumer protection or fair trading or conversely under specific rules;

= new, intrusive commercial communication practices, such as “spamming”, or
advertising in.discussion forums etc., raise issues which have already resulted in
court cases or have led Member States to adopt legislation.

3. Electronic contracts

Apart * from financing by commercial communication, on-line transactions
- (contractual undertakings, on-line payments, subscriptions) are another source of revenue
on the internet. Specific obstacles restricting the possxblhty of concluding on-line contracts
across frontiers have been identified: :

- . some formal requirements prevent contracts from being concluded electronically, or
- result in a considerable lack of legal certainty as to their lawfulness or validity. This
may take the form of requirements which obviously rule out electronic contracts, -

(for example, a requirement that a contract be drawn up on paper), or more
frequently, difficulty arising from the interpretation to be given to requirements such

"



. as "in writing” (i.e. on paper), "in a durable medium”, "an original". Such legal -
" uncertainty " clearly works against on-line transactions; some’ Member States “are '
‘therefore considering amending their rules and the courts have already given rulings
- on this matter. At Community- level, the recent proposal for a Directive on electromc .

signatures does not deal with formal requrrements other than srgnature

- the parttcular acts performed by the partles w1th a view to concludmg
~ electronic contracts may result in considerable legal uncertalnty as to the conclusion -

of the contract. In particular, the same act of clicking on the "OK" icon may have.
different legal implications in different Member States (does it constitute’ acceptance -

~ of an offer to prov1de a service or a customer's offer to- contract?) and can give rise to
uncertainty as t0.the time when the contract was concluded (the tihe of receipt or of

" sending the acceptance?). This major divergence-between the national legal systems,
linked to the specrﬁc nature of the technological context results in uncertainty in

cross—border contractual relations, particularly for consumers, and is inimical to the.. -

development of the trust which is necessary for electromc commerce (one party
. may consider, on the basis of his own legal system, that the contract has been
_concluded while the other party, on the basrs of hlS natlonal rules bel1eves that he is -
’ not yet bound). :

‘4. Liability of intermediariés
There is considerable legal uncertainty within Member States regarding the application of
the1r ex1st1ng liability régimes to providers of Informatwn Society Services when they act .
as “intermediaries”, i.e. when they transmit or host third " party "~ information .

_(information provided by the users of the service) These: activities have been the subject of
the different Member States initiatives adopted or currently bemg examlned on the i 1ssue '
.of l1ab111ty S

L

In view of the limited degree of knowledge prov1ders have about the mformatlon that they_,
~ transmit or store via interactive communication networks, the main problem that arises is

. the allocation of liabilities. between on-line service providers transmitting: and storing
illegal 1nformat10n and the persons who or1g1nally put such 1nformat1on on line.

IQuestrons also arlse as regards the abrhty of provrders to control the mfonnatlon they

" .transmit or store

In th1s context, divergent principles have been adopted in those Member States which have
introduced neW‘legislation specifically addressing this issue. Equally divergent approaches
are being discussed in those Member States which are assessing the need-to legislate.
Moreover, despite the limited: case-law- available in Europe dlvergences in ruhngs and
. reasoning by the courts can already be noted : .

- For the ‘internal market these dwergences could be the source of obstacles for the Cross

border provision of Information Society services (for instance if a Mémber State demdes to
block access to information ‘stored in the server of a setvice provider established in ariother
Member State where the applicable liability regime is deemed to be. unsatisfactory). In

- some Member States, this situation may. also inhibit activities such as the provision of

hosting fa01l1t1es Indeed the current situation creates an incentive for providers to establish
such act1v1t1es in Member States wrth favourable reg1mes (forum shoppmg) The sﬁuatron'

12



-also leaves dxfferent partles (serv1ce prov1ders content providers; persons whose rights .
: have been violated and consumers in general) under considerable legal uncertainty..

5. Settlement of disputes

*Cdurt actions or out-of-court. redress for unlawful behaviour or disputes 'c‘:oncerhing the

_ internet in cross-border cases are not always sufﬁmently effective or appropriate to induce

~businesses to provide services and customers, in particular consumers, to use them. Yet the
Court of Justice has clearly!® established that access to justice is a corollary of the.
freedoms of the area without internal frontiers. Moreover, the European Parliament has
emphasised the need for arbitration.!! This failure of the law to take account of the specific
nature of the internet and of cross-border 51tuauons emerges at various levels:

- the slowness of the remedy unlawful acts on the mternef w1ll produce loss and harm,
" characterised by their speed and wide geographical scope. In ‘the context of the
- remedies for these problems, the éffectiveness of emergency medsures are sometlmes _

dlssuaswe and should be 1mproved - '

- the costs in relatzon 10 the ndture: of the thivities: apart from disputes between
professionals, disputes. concerning the internet may be on.a small scale, involving
“small amounts (micropayments) or disputes.between private individuals using an

- Information Society service (e.g. classified advertisements) which do not justify a full |
court action and are better served by out-of-court remedies. However, the conditions _
for-implementing out-of-court measures are often not suited to an on-line context

(lodging-the original of an arbltral award with a tnbunal presence of the partles .
notlﬁcatlon etc) :

.- the procedures avallable to the’ natzonal authorities, the cooperatlon between them

and access to those authorities’ are not always transparent ;and effective. This aspect
" must be considered more systematlcally, coverlng Informatxon Society services as .
‘a whole. - - :

v\6._ . The role of nationil auth‘orities and the principle of country of origih | |

“In eiectromc commerce there is a great deal of uncertamty in determmmg Wthhv_
Member State has jurisdiction over a particular activity. In some cases the same activity .
- may be subject to the supervision, and within the jurisdiction, of a number of
Member States. As different links in the economic chain of a particular activity (the content
provided,” hosting, access to- the internet, commercial communication, etc.) may be
connected to the temtory of a number of Member States, there may be multiple points. of
_supervision and thus of legal frontiers. Yet, in other cases, some activities are not subj ect to
‘supervmon by the Member State on whose temtory the serv1ce provider operates. |

This- uncertamty as to ‘who superv1ses what is prejud1c1al to the free movement of
Information Society services and the control of such services. It is therefore, necessary to
" improve the level of mutual conf dence between national authorities by clarifying the
apphcanon of the prmc1p1e of free movement of services. ThlS pr1n01ple (Artlcles 59 and

r

10 See Case C-43/95 Data Delecta and F orsberg [1996] ECR [-4661.

1 European Parhament Resolutlon 14.5. 1998 point 32.
" . . 137



60 of the EC- Treaty) tends towards control in the country. where the provider is established
(since, except under derogation, Member States may ‘not restrlct services comlng from a'»
,serv1ce provider established in another Member State). w

In practice the lack of a clear mterpretatlon of "Information . Society services", "service
provider" and "establishment" means that the allocation of roles among Member States in

the control of servicé providers remains unclear. In particular, the uncertainty over the

-meaning  of "establishment" prevents nat10na1 authorltles respon51b1ht1es from belng-.
clearly determined. \ L

Moreover, the lack of information on the origin of the service provider and on his.
~ activities. National legislation shows that in most Member States, there is no systematic
obligation to provide information on the site as such (i.e. apart from any offer made in a
commercral contract) :

~ Finally, the fact that operators cannot be certain that their service w111 not be subject to the
‘application of restrlctlve measures in another Member State: also requlres clarlﬁcauon

IV.. THE APPROACH ADOPTED
1. Address only what is strlctly necessary for the mternal market

The approach is to 1nterfere as httle as possible with natxonal legal rules and to do 6 only
where it is strictly necessary for the proper functioning of the area without frontiers. In
fact, the principal of mutual recognition and the body. of existing Commumty law help
‘reduce the need for new rules. Moreover, the parties . involved can themselves deal
effectively with many of the i issues. This therefore reduces the remaining issues which call. -
for regulatory intervention. Accordmgly, the Dlrectwe does not need to cover- complete o
areas of law, it can target specific aspects : :

2. Encompass a,ll Information Society services

The Directive applies to "Information Society services", i.e. all services normally provided

“against remuneration, at a distance by electronic means and on the individual request of a
“service receiver. This definition, has already been adopted in Directive 98/34/EC of the
* European Parhament and of the Council, laying down a procedure for the prov1510n of .-
“information in the field of technical standards and regulatlons12 and in the draft proposal
for a Directive on the legal protectlon of services based on, or consisting of, condmonal
access)!3. This definition encompasses a large number of very dlfferent economlc ‘activities
l Wthh may be carried out on hne These 1nclude the followmg o I

L

“_izv ol 204 21.7. 1998, p: 37 as amended by European Parhament and Council Dlrectwe 98/98/EC of.
20 July 1998 amending Directive 98/34/EC laying down a procedure for the provision of information in
the field of technical standards and regulations, OJ 217,5.8.1998,p. 18." : A
13 Common position of the Council on the adoption of Directive 98/... of the European Parliament and of -
the Council concerning the legal protection of services based on, or consisting of condmonal access;

A OJC262,1981998 p. 34. .
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- abusiness to business or a business to consumer service;

- . aservice consisting of the sale of goods or services, as well as services which are free
to the recipient (the funding often being secured by commerciall4communications);

- - ‘services allowing for on-line electronic transactions. of goods such
interactive teleshopping, on-line shopping malls, etc. (the fact that the good is not
delivered on-line does not imply that 1nteract1ve teleshoppmg is not an Information
Society servxce)

- a very wide range of sectors and activities, for example electronic newspapers,

educational services, on-line encyclopaedias, sales services for certain products such

- as motor vehicles, tourism services, professional services (lawyers, doctors, chartered

accountants, etc.), estate agents, virtual . supermérkets, classified-advertisement
services, BBS, job-search services, ~search engines, entertainment  services,
video-game services, services providing access to the World Wide Web, discussion

forums, etc). : ‘

It is essential to cover all of these activities since all these services should be able to benefit
from the internal market and, in legal terms, be guaranteed that they can develop without
regard for frontiers; moreover, the development of the internet economy shows that the
same service provider can supply a large number of services across frontiers.

3. Address the issues in the same instrument

Remaining obstacles must be addressed in the same instrument in order to cover the
different stages of the economic activity of the relevant services. To be able to engage in
such an activity it is necessary first of all to set up the business, carry out commercial
communication activities, conclude contracts with customers, deal with any disputes
involving liability and find procedures for resolving any disputes, etc. As the Commission
indicated in its communication of 16 April 1997'5, it has identified the central elements in
this economic chain requiring regulation at Community level to remove the cross-border
obstacles to those activities. 4 :

It is essential that the various stages of the activities should be dealt with jointly in the
same instrument enabling operators in practice to invoke the guarantee provided by the -
- Directive so that there really are no frontiers affecting their activities. A Member State
would otherwise remain able to adopt measures affecting one of those elements of a
business's activities and thus frustrate the Community obJecuve of achieving the proper
functioning of the area without internal frontiers. '

14 The definition of a service' does not require a payment by the recipient. In accordance with the caselaw
of the Court of Justice, the concept of a service “normally provided for remuneration” (Article 60 of the
Treaty which sets out what is meant by a service) does not make reference to specific means of financing
-a particular service “Art. 60 does not require the service to be paid for by those for whom it is
performed.”- Case C-352/85 para 16) but to the existence of an activity having an “economic character”
or of “consideration (Case C-109/92, para 15).

15 See paragraphs.-40 et seq. of Chapter 3.
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" Moreover, addressing the obstacles in the safne instrument ensures coherence by grouping'

" issues that are interdependent. The provisions of the Directive. form a response to issues
which must be considered as a whole because the proposed solutions are in most cases
common to a large niumber of Information Society services and are interlinked.

4.

Refrain from dealing with external aspects .

Until an international regulatory - framework is established, the Directive only covers

service providers who are established in a Mémber State. It does not cover, at this stage,
Information Society services provided by a person established in a third country's. In
practice thxs has the followmg consequences: »

service providers who are not established in the Community cannot exploit the |
opportunities afforded by the area without internal frontiers  guaranteed by  the
Directive. To do so, they must establish themselves in a Member State;

This Directive does not ﬁrejudice:
- the Corﬁmunity’s int_ematicnal rights and obligations,

- the results of the various discussions thhm mtematlonal orgamsatlons on the
Iegal aspects of electronic commerce. : :

This approach was adOpted because the Directive has as its primary objectiye to ensurethat‘
the internal market functions properly: and further because the Community is already
partlmpatmg actively in the varlous efforts to’ establish a global framework for the
Informatlon Soc1ety : ‘

It is clear that the Internal Market approach followed in this Directive, and in particular the
application of the country of origin rule, cannot ‘be taken, at this. stage,-as a.model for
possible future international negotiations, in view of the fact that this approach can only be -
followed when a sufﬁc1ent degree of legal integration exists. :

5

Taking account of fundamental rights and liber_ties

v

Activities involved ‘in Information Society services constitute both 'servic'es within the
' meaning of Articles 59 and 60 of the Treaty and information within- the’ scope of the
‘principle of freedom of expression laid down in Article 10 of the European Convention on
- Human Rights. These activities may therefore qualify for protection under the pr;nc1ple of
freedom to provide services, freedom of establishment and freedom of expression. This
essential feature justifies the application of the principles of the internal market, in |
partlcular Article 3, according to which Member States are preventedfrom restricting
_ services provided by a service provider established in another Member State who is already.
: subject to control and to the legal system there. : :

16

It should be noted that the geographical siting of the technology used is not to be taken into account;
(the definition of "establishment” does not use criteria related to.technology but to economic activity).
Thus, Information Society services using technology in third countries, for example, hosting on a server,

.are covered if the service provider is established in~the Community. Likewise, -service providers

establlshed in a third country usmcr a server in the Commumty are not covered by the Directive.
. 16 -



. 6. Establish a light, evolutionary and flexible framework

The Directive takes account of the fact that electronic commerce is at an early stage of its
* “development, the need to avoid restricting that commerce by hasty and ill-adapted rules and
the ability of parties to determine many of the issues themselves. Moreover, the directive
relies upon the ‘acquis’ of a number of directives already adopted to achieve an

. Internal Market. Accordingly, the priority is not to develop a set of new rules, but rather on

‘the one hand, to coordinate the amendment and modernisation of national law where it is
~ not suited to electronlc commerce and, on the other, to guarantee the effective and efficient
-application of existing rules. This explains, for example:

-, the fact that the Directive fotuses solely on the basic requirements which must be
‘transposed by Member States irrespective of the categories or rules to whxch they will
be anchored,;

- the provisions which leave it to interested parties or the national authorities to adopt
the means of implementing certain provisions of the directive. The directive
encourages the dévelopmen't'of codes of conduct at European level because numerous’
electronic commerce issues can be regulated by the 1nterested parties themselves
without there bemg any need for legal iritervention;

- the fact that the directive, to account for the specific- nature of certain areas or
activities, foresees exceptions to the internal market principles inso far as they are
. justified by the Jurlsprudence of the European Court of Justice. -

7. Ensurea high level of consumer protectqon

In view of the importance of electronic commerce for the European service industry and of
the fact that its development is as yet in its initial stages, it is important that such commerce
'is not restricted and that its growth is promoted while effectively meeting general interest
objectives such as consumer protection. Thus, the directive provides for a number of
provisions which will reinforce the protection of consumers and increase their trust in new
services in Europe, in particular:

- it will lessen the risk of illegal ‘activities via the “internet in Europe by
establishing effective control by national authorities at the origin of the activity
(in the Member States. where the company in questions is- estabhshed) it has the
effect of making national authorities more responsible for their obligation to ensure
the protection of the general interest not only within their borders but also throughout
the Community and in the interests of citizens of other Member States; -

- it imposes on operators znformatzon and transparency obltgatzons upon operators
‘ which are indispensable for the consumer to take well-informed decisions;

-. it establishes certain new guarantees as regards cont_ractuc'zl relations, in particular the
obligation to make available to users the means of correcting handling errors, the
clarification of the moment of conclusion of electronic contracts, and the requlrement
that prov1ders send a recelpt

17



- it guarantees better redress systems by promoting -codes of conduct, by
~ allowing the use of  electronic our of court. dispute settlement mechanisms:
(coriciliation, arbltratlon) by facilitating efficient and fast legal redress, and by -
estabhshmg contact points, at Member State level, to assist consumers.

. Moreover, the dlrectlve leaves for Member States the p0551b111t1es of adoptlng, for

consumer protection -reasons and under certain conditions, measures restricting the free
circulation of Information Society services, notably in the area of contracts concluded
w1th consumers. - '

It should be noted that the Rome conventlon s ctiteria determmlng the law apphcable to.
contractual obhgatlons which allow for derogatlons in favour of the consumer would be

" met, for example, in the case' where the conclusion of the contract was preceded by a

specific invitation by e-mail sent to the consumer’s country and where the consumer -
undertook the steps necessary to conclude the cbntrat:t in his country

Finally, given the speed and geographlc scope of damages caused by 1llegal internet
activities, it is desirable that Member States allow for the act 1n1t1at1ng a national Court
action to be sent by appropriate electronic means and in a- language other than that of the -

" Member State of jurisdiction. .
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ANNEX: COMMENTARY ON INDIVIDUAL ARTICLES
CHAPTERI - GENERAL PROVISIONS
Article 1 Objéétive and scope

This Article clarifies the primary objective which is to ensure that, following the coming
into force of this Directive, Information Society services will be able to fully benefit
form, except under derogation, the free movement of services between the Member -
States. It also clanfies the scope of apphcatlon particularly by 1nd1cat1ng that the
Community acquls is mamtamed

Article 2 Deﬁnitions ‘

Subparagraph (a) "Information Society service"

“This definition was taken from Article 1(2) of Directive 98/34/EC!7. In this Directive, in /

accordance with the definition of services laid down in Articles 59 and 60 of the Treaty, -
Information Society services are defined as "any service, that is to say, any service
normally provided for remuneration, at a distance, by electronic means and at the
individual request of a recipient of services". In addition, the Article defines the
following ‘terms:"at a distance", "by electronic means","at the individual request of a
recipient of services". : .

It must be noted that the definition of Information Society services does not cover
internet televised broadcasting when it solely represents ‘an additional means of
transmitting an integral or unalteted set of television programmes as defined in .

Article 1(a) of Directive 89/552/EC, which have been broadcast over the air, by cable or . -
" by satellite. . ,

Subparagraph (b) "service provider"

This definition is based on Articles 59 and 60 of the Treaty and théir interpretation by the
case law of the Court of Justice. Any person providing an Information Society service
~ constitutes a service prov1der Service providers include the following: -

- natural and legal persons;

- in the case of legal persons, all forms of company are included.

Subparagraph (c) "established service provider"'

This definition makes it possible to determine the Member State in whose jurisdiction the
Information Society service provider is situated. The definition adopted is based on the
judgement of the Court of Justice which provided that "the concept of establishment
within the meaning of Article 52 et seq. of the Treaty involves the actual pursuit of an
economic  activity through a fixed establzshment in another Member State for an

17" 0JL204,21.7.1998, p. 37, as amended by Directive 98/48/EC; 0J L 217,5.8.1998, p. 18.
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“indefinite period™8. This definition is based on qualitative criteria concerning the actual
‘nature and stability of the economic activity rather than formal criteria (a mere letter-box) ]
or technology (establrshment of techmcal means, etc ) which reachly enable operators to.
evade supervision. - ' : IR .

By focusing on the real nature of the activity, the definition, on the one hand, is
sufficiently flexible to be applied by national authorities on a case-by-case basis, and, on
the other, enables the Member State in which the- service provider is established to
exercise effective authority over it and, if necessary, to take measures or 1mpose sanctrons
which W111 produce real effects. ~

Furthermore, it should be noted that the Court has recognised that the sarhe operator can '
be established in several Member States. In such cases, the Court has had reason to
" clarify, in the field of television, that when there exist several establlshments belonging to
* the same TV broadcasting organisation, the Member State with SUpErvisory powers shall
be the one where this orgamsatlon has the ¢ centre of its activities™!9.

Thus the tollowmg, for example do not amount to an estabhshment on the territory. of a
Member State: :

SR the location of the technology used, e;‘g. the hostrng‘of weh pages or of a site;

. . - . 3 . . ' . ’ ’ )

- - the ability to access an internet site in a Member State(any other approach would
mean that an operator would be consrdered to be estabhshed in several or indeed.
fifteen Member States); :

- the fact that a service provider established in another Member State offers services
targeted at the territory of another Member State (in fact, the ‘internal market
enables businesses, particularly SMEs, to tailor therr offers to 'specific niche
‘markets in other Member States). :

/

' _Subparagraph (d) "recipient of the service"

~ This definition is based on the definition of services within the meaning of Articles'59
and 60. The rec1p1ent is the person using a service, for example, a person using a serv1ce
which cons1sts of orgamsmg a discussion forum and leavmg a' message there

: Subparagraph (e) "commercral commumcatrons"

The proposed definition covers the various forms-which commercial communications can -
take and is consistent with the Commission's new policy in this area set out in its
communication entitled "The follow-up to the Green Paper on commercial
- Communicatibns in the internal market_"m. - S S
‘The reference to direct and indirect promotion aims to prevent crrcumventron of the ban
on commercral commumeatrons for certain products and services. : :

18 Case C-221/89 [1991] ECR1-3905, paragraph 20.
19 Case C-56/96, [1997) ECR 1-3143, paragraph 19.

20 COM(1998) 121 ﬁnal 4.3. 1998
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In view of this wide definition and of the need for legal certainty, it has been
specified that the promotion of a product, service or image of an enterprise created by a
third party independently of that enterprise, for example, consumer-testing services,
comparisons, or competitions for the best product or service, etc does not constitute
' commerc1al communication. ~

Given this definition, the following would not constitute commercial communications:
- mere ownership of a site;
- . provision of information not constituting promotion;

- a hypertext link to a web site for commercial communications when it is created

" without any financial nexus to or any other consideration from the person owning

the site (i.e. independent promotion); - ~

- mention of the domain name or an e-mail address, logo or brand name when it is

made without a financial nexus to or other consideration from the owner of the
domain name, address, logo or brand name (i.e. independent promotion).

Subparagraph (f) "coordinated field"
This definiticn makes it possible to determine the national provisions in respect of which
the Member States are to ensure compliance under Article 3. It therefore covers all

requirements which may apply to a person acting as a provider of Information' Society
services or to Information Society services. : -

-Article'3 ‘Internal market

This Article has as its objective the implementation of the principle of freedom to provide

- _services under Article 59 of the Treaty. This implementation is based, on the one hand,

on determining the Member State responsible for ensuring the legality of the activities in
‘an Information Society service and, on the other, on the prohibition on other
Member States from restricting the freedom to provide these services. :

Thus, paragraph 1 requires the Member State in which the service provider is established
(as defined in Article 2) to ensure that his activities comply with the national law of the
country (including, of-course, applicable Community regulation).

This provision does not seek to substitute either the 1980 Rome Convention on
applicable law for contractual obligations or the 1968 Brussels Convention on judicial
competence whic}l continue to apply. Nor does the directive prejudice ongoing work on
judicial competence in the context of the revision of the Brussels Convention.

Paragraph 2 prohibits in principle all forms of restriction to the freedom to provide
Information Society services, i.e. any actions on the part of a Member State liable to
hamper or otherwise make the free provision of services less attractive. However,
‘possible exemptions from the principle are provided for in Article 22(2) and (3).
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CHAPTER I - PRINCIPLES
Section 1: Establli'shment'and information requirements
Article 4 - Principle excluding prior authorisation -

The :purpose of this Article is to give effect to the principle of freedom to provide
services by facilitating access to the supply of services on the internet. Thus, it €stablishes
a sort of "right to a site" which can be - exercised by any operator company or
Aself-employed persen decrdmg to use the 1nternet to prov1de a service. :

Paragraph 1 A ' R

The solution adopted has been to- clarlfy the exrstrng situation by asking Member States.
_not to introduce-any requirement of prior authorisation, though subject to paragraph 2.
This is a qualitative obligation covering not only formal authorisation requirements but
also any procedures which might have the same effect, such as, for example the need to
wait to réceive a conﬁrmatlon of recelpt followlng a declaration. : .

Paragraph 2 '

Sub- paragraph (a) of thls paragraph is to ensure that requirements for access to act1v1t1es
which are not specific to Information Socrety services continue to be applicable: Thus, for

example, if legislation requires professional qualifications or authorisation by a -

'professmnal body or authorisation to. carry on the activities of a travel agency, it will
continue to apply in full to any operator wishing to carry on such activities on~
~ the.internet. ° _ -

Sub—paragraph (b) covers general authorisation requ1rements and 1nd1vrdual lrcenses “
~ established by directive 97/ 13fEC of- 15 December 199721,

Article 5 General information to be provided

'_ Paragraph 1 -

© This paragraph refers more specifically to ‘the information concerning the service
provider. The obligation to supply information' supplements those which exist in certain
national laws and in' Directive 97/7/EC on the protection of. consumers in respect of
distance contracts?2, which is specrﬁcally concerned with contractual relationships.
. Thus,-even if there is no contract, the service provider will have to make available the
~ information specified in this paragraph . :

2l Directive 97/ IJ/EC of the European Parliament and of the Council of 10 April 1997 on a common
: framework for general authorizations and mdrvrdual licences in the field of telecommumcatlons
4 services, OJ L 117,7.5.1997 p. 15. ' :
© 22 QJL 144 ,4.6.1997, p. 19.
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The information in question must be easily accessible while the service is being
provided. An icon or logo with-a hypertext link to a page containing the = formation
which is visible on all the site's pages would for example, be sufficient to meet
this requlrement

Paragraph 2

The-information réferred to in this paragraph is vital for pfotecting the consumer and
other recipients of the service and for ensuring fair tradlng A pnce indicated in Euros
will meet thls requirement.- :

Section 2: 'Commercial commuhications
Article 6 Information to be provided

Subparagraph (a) establishes the principle that the commercial communication must be
clearly identifiable as such. This would be the case, for example, for a header the content
of which left no doubt as to its nature. By contrast, identification would not be clear, for
example, if the commercial communication is hldden or in the case of an Article which
" praised the qualities of a product and was comrmssmned and financed by a commercial
operator without that fact being mentioned, or again in the case of a site entirely -
sponsored by a private mterest for the purposes of advertising, but not mentioning
that fact.

Subparagraph (b) establishes that the person on whose behalf the commercial .
communication is carried out must be clearly identifiable. This would be the case, for
example, if the banner carried the name of that person. In the case of commercial
financing, an icon or logo with a hypertext link to a page containing the information
which is visible on all the site's pages would, for example, be enough to meet
this requirement. As regards banners; it must be clarified that a person for whom .
the commercial communication is undertaken need. not be directly identified on the .
“banner. For example, it would suffice 1f hypertext lmks to the banner allowed for
such 1dent1ﬁcat10n -

, Subgaragragh (c) establishes that promotional offers must be transparent. Such offers are
not prohibited, but they must contain sufficient information so as not to leave any
ambiguity as to their nature, and their conditions must be specifically indicated. In view
of the possibilities which exist on the internet for supplying information, such a
requirement will make it easier to protect the consumer and safeguard fair trading without
imposing a significant financial burden on operators. ‘

~ Subparagraph (d) requires transparency with regard to promotional competitions and
games and stipulates that the conditions for taking part in them must be indicated, for
. example by means of an icon or logo with a hypertext link. The promotional competitions
and games in question are those which serve the purpose of commercial communication
and not gambling, which is excluded from the Directive's scope (Article 22(1)).

~
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Article 7 Unsolicited commercial communication

This Article deals with “spamming” practices, i.e. the sending of unsolicited e-mail to -
consumers or discussion groups. The need to protect the consumer demands solutions -
over and -above  those which already exist in Article 10(2) of Directive 97/7/EC23
and Article 12(2) of European Parliament and . Council ‘Directive 97/66/EC
* concerning the processing of personal data and the - protectlon of privacy 1n the
telecommumcatlons sector!

This Article requires unsolicited communications to have a specific message on the
- envelope so that the recipient can 1nstantly 1dent1fy itasa commercral communication
without havmg to open it.

AN

Article 8 Regulated professions
Paragraph 1 - | SR

This paragraph sets out the general principle that commercral communication is perrrutted -
for regulated. professions ‘to the extent necessary for these professrons to ‘be able to
provide an Information Society. service and provided it meets the professional rules of
conduct applicable to.them. Such rules exist in all Member States and in all’ professrons
and meet legrtlmate general interest objectrves »

In practlce the issue for a service provrder w:shmg to use the internet to offer servrces'
falling under the rules applicable to regulated professions or to carry out.commercial
communication in respect of those services is to determine what types of information
. may be commumcated under the professwnal rules of practlce relating to advertlsmg

Paragraph 2
.leen the consrderable dlfferences of approaches prevalhng and the fact that thlS sector
has a tradition of self-regulatron it is intended fo encourage the bodies representing.
regulated professions at European level to identify the necessary adjustments and
common solutions, in compliance with Commumty law, in the interest of the professwns
’themselves but also in the mterest of consumers, and the competent natlonal authorltles

Two types of information merit particular attentlon from the bodres in questron the»
provision of information on specialities..and fees. This information is vital to economic -
- activity and to ‘consumer protection. Other indications might also be important and. merit
. examination, in particulat, illustrations, photographs, logos; cases resolved with the
agreement of customers; indication of names of customers customer testlmomals of
services provided. = - l : :

Par‘agragh 3

Fmally, if necessary, the Comm1ssron mlght take action to deﬁne what types. of
information are compatible with the ethical rules of conduct in association with the '
Member States in the context of the Committee set up under Article 23

23 QOJL 144, 4.6.1997, p. 19. -
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Section 3: ; Electronic contracts_
~ Article9 Treatment of electronic contracts '
Paragraph 1

This provision requires the Member States to make it possible in reality for electronic
contracts to be used. It complements the proposal for a directive for a common
framework for electromc signatures?* which solely addresses the issue of the Iegal_
va11d1ty of electronic signatures without touching other aspects of the legal validity of
electronic contracts. This means that the Member States have an obligation to succeed,

carry out a systematic review of those rules which might prevent, limit or deter the use of
electronic contracts and to carry out this review in a qualitative way, i.e. not seek simply
to amend the key words in the rules (e.g. "paper”) but to identify everything which rmght

in practice prevent _ttxe ‘effective” use of electromc contracts

The scope of the analysis to be carried out by .the Member States covers all the stages of
the contractual process, and not solely that of the actual conclusion of the contract, and
the question of the. medium used for the contract. The various stages of the contractual
. process are: the invitation to treat or the contract offer itself, negotiations, the offer
(where there has been an invitation to enter into a contract), the conclusion of the
contract, reglstranon cancellatlon or amendment of the contract, 1nv01c1ng, archwmg
the contract. :

In concrete terms, for the purposes of mcorporatmg this Article into their legislation and
" enforcing the obhgatlon the Member States will have to:

- repeal provisions which ménif_estl'y prohibit or restrict the use of electronic media;
- . not prevent the use of éenain elec’tronjc systems as intelligent eléctronic agents; -

- not give electronic contracts a weak legal effect, the result-of Wthh would be to
- favour in practice the use of paper contracts;’ : ,

- adapt the formal requirements which cannot be met by electronic means or, as will
more often be the case, which give rise to legal uncertainty because it is not certain
how they are to be interpreted or applied to electronic: -contracts. This does not -
affect the requirement of a signature, which is already covered by the proposal for a
Directive on a common framework for electronic signatures2s. Legal uncertainty as
to the interpretation of formal requirements is the most frequent obstacle to the
effective use of electronic contracts. Examples of formal requirements which the
Member States will have to examine and, where appropnate amend are:

24 Proposal for a European Parliament and Council Directive on a common framework for electronic
signatures; Communication from the Commission to the European Parliament, the Council, the
Economic and Social Committee and the Committee of the Regions; COM(1998) 297 final, 13.5.1998.

25 Proposal for a European Parliament and Council Directive on a common framework for electronic
signatures; Communication from the Commission to the European Parliament, the Council, the
Economic and Social Committee and the Committee of the Regions; COM(1998) 297 final, 13.5.1998.
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Requirements as to the medium used for the eo_ntra_c_tud process: that.the contract
be on "paper", that the contract be "written", that a "letter" (letter of confirmation,

letter of intent) be sent, that a "document” be presented that a specrﬁc "form" be -

" used, that there be an "original copy" of the contract, that there be a certain number
of "original copies” (e.g. one per. person) that the contract. be prmted"
or "published". ' S 4 , S

Requzrements as to human presence: that. the contract be negotlated or concluded
by natural persons or in the presence of both parties, that the contract be negotrated .
- or concluded ina specrﬁc place. :

Requzrements as to.the involvement of third partiés: that the contract bé prepared or’
authenticated by a notary, that the contract be concluded in the presence of .
. wrtnesses that the- contract be registered or lodged wrth a person or authority.

‘As regards ﬁscal aspects of invoicing, it should be noted that specrﬁc measures at '

Community level will be necessary to remove the barners that exist as a consequence of -
" the drvergence in requrrements imposed at natlonal level e

: Paragraphs 2, 3 and 4

{

The purpose of these derogatrons is to ‘introduce a degree of ﬂex1b111ty and to take
account of situations when restrictions to the- .use of eleCtronic “contracts might be
justified. They can also be adapted by 1mplement1ng measures. Moreover, 'to ensure
transparency, Member States .are asked to indicate the types of contract which will be

W

covered by this derogatron S o S

- Article 10 Information to be'provided

H
In order to ensure a high standard of farr trading: and consumer protectlon thlS Artlcle
pursues an objective of transpafency regarding the various stages of the contractual
* process, in particular the need to desctibe in advance what different steps are necessary
before the formal conclusion of a contract. This _aspect specific to the' ‘formatlon of
electronic contracts is not dealt with by Directive 97/ 7/EC

.'Paragraph 2 emphasrses the 1mportance of the quahty of the act of consent

Paragraph 3 aims to allow the rec1p1ent of the service to have access to relevant codes of ,
conduct concermng contractual aspects that the servrce prov1der is sub]ect to.

Fhio

A‘rtlc_le_‘ll Moment at which the contract is concluded’

The Article addresses. a specific situatlon:

" - a contractual process in which the recipient of the service only has the choiceof B
' clicking "yes" or "no" (or the use of another technology)-to ‘accept or refuse

an offer;

- a concrete offer made by a service provider (the situation in which the service -
‘ provider only issues an invitation to offer is not covered). -
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In view of the significant degree of legal uncertainty surrounding this type of situation,
the Article seeks to determine clearly the time at which a contract is concluded
(paragraph 1). Paragraph 2 requires the service provider to put in place appropriate means
for the recipient to be able to identify and correct handling errors; such as confirmation
windows allowing him to be able to ensure that the recrprent has indeed accepted .
his offer :

Sectlon 4: Llablllty of mtermedmnes

~
1;3‘

This Se:cti0n establishes limitations on the liability of Information Society service
" providers, when they act as “intermediaries™, as regards illegal acts initiated by others.

Only the activities involved in serving as on-line intermediaries are covered. These
activities are characterised by: (i) the fact that the information is provided by recipients of
the service and (ii) the fact that the information is transmitted or stored at the request of
recipients of the: service. The term “recipient” of the service should be understood to
cover a person who places information on-line as well as a person who accesses and/or
" retrieves such information. The term- “information” as used in this section should be
understood in a broad sense. '

Other types of activities which also constitute Information Society services ‘are _not
addressed since no néw problems specific to the internet have been identified- ascarising:
Thus for example, the sale of plane tickets by an on-line travel agency (even if the-agency

‘sells the tickets on behalf of the airline company) cannot be considered as mere conduit

~ or storage of information of third parties and therefore does not fall within the limitations’
.estabhshed by this Directive. -

Limitations to liability are established in a horizontal manner, i.e. they affect liability for
-all types of illegal activities initiated by third parties on line (e.g. copyright piracy, unfair
competition practices, misleading advertising, etc.). It should be'clear, however, that the
provisions' of this .section do not affect the underlying material law governing the
 different infringements that may be concerned. This .section ‘is restricted to the
establishment of the limitations on the liability. If a service provider fails to qualify for
‘such limitations, the nature:and scope of his liability wﬂl be estabhshed on the basis of
Member States leglslatron B '

: _The distinction as regards .liability is not based on different categories-of operators. but on
the specific types of activities undertaken by operators. The fact that a provider qualifies.
for an exemption from liability as regards a particular act does not provrde him with an
exemptlon for all of his other activities. } -

Article 12 Mere conduit

Article 12 establishes an exemption from liability as regards acts of transmission of
information in communication networks where the service provider plays a passive role
as a conduit of information for third parties (the recipients of the servrce) :

ThlS liability exemptnon covers both cases in which a service provider could be held
directly liable for an infringement and cases in which a service provider could be -
considered secondarily liable for someone else’s infringement (for instance as an
accomplice). As regards the types.of activities covered by this Article claims for damages
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cannot be directed ‘against the provider for any form of liability. Equally;! the orovide‘r
_cannot be subject to prosecution in a criminal case. - The Article- does not -exclude,

however the possxb1llty of an action for 1njunct1ve rehef """ B S IR LE SN X S
Paragraph ];1 Tt N . R e s C oy ';',J . " . Ag'“.\;drji_ij‘?: T i

Fan

The application of the exemption requires that the information transmitted is “provided-
"by the recipient of the service”. When the service: ‘provider.-is: ‘transmitting his own
information he ‘cannot be considered any longer as performing an intermediary - i.e. a
“conduit”- activity. ‘The same holds if the prov1der modlﬁes the information- ltself dunng '
the course ofthetransmlssmn B IR LR S

- To- be granted an -exemption from liability, ‘thiree - conditions *. must ‘.'be'
fulﬁlled cumulatlvely s N S _ '
o o ' R "’tvn

The, requlrement that the prov1der does. not initiate the transmission: means. that the L

provrder is not the person who makes the decision to carry out the transmission. The. fact
that a provider automatlcally initiates a transmission at the request-of a recipient of h15 o
service does not mean that the service' provnder 1mt1ated the transmission in this sense.

_ The requirement that the prov1der does not select the recéivers of the transmlssmn does
notimply that the: provider is disqualified from the exemptioh.in the case of the selection _
oftrreceivers as an automatic response’ to ‘the request 6f the person initiating the
: transmlssmn (e g auser’s request to haveran e<mail forwarded to. a.malhng l1st broker)
. . B , 'wft 011 br .
The thlrd requlrement is that the prov1der nelther selects nor modrﬁes the 1nformat10n;
contamed in the transmission. : * »
Paragraph2 ~ - S

g ;Intermechate and transrent storage takmg place during the transrmssron of- the 1nformat10n
- in order to’carry.it out, 1s;covered by the “mere condu1t exemptlon e S

Only those acts o£ sto‘rage that take place during the icourse of. trans‘mitting the
_information and which do not serve any purpose other than the carrying out of the
communication will benefit from the exemption. These acts- of storage do not include
copies made by the provider for the purpose of making the «mformatton avallable to
subsequent users. Such acts w1ll be addressed in Art1cle 13.- e T

- The term “automatic_” refers to the fact that‘t_he act of storage occurs-?through the ordinary "

operation of the technology. The term “intermediate” réfers to the fact that the storage of .

information is made in the course of the transmission. The term “transient” refers to“the

fact that the storage is for a limited- period .of time. However, it should be clear that the
“information cannot be stored beyond the time that is reasonably necessary for the
transrmssmn X o . o B Lo

: Article 13 Cach_ing :

This Article addresses temporary forms of storage most often referred to as “system

caching”. This form of storage.is undertaken by the service provider with a view to

enhance the performance and the speed of digital networks. It does not constitute as such
" - : 28 - ‘ :



_a separate exploitation of the information transmitted. Thus, copies of the information,
made available on line and transmitted by third parties, are temporarily kept in the -
- operator’s system or network for the purpose of facilitating the access of subsequent users
" to such information. Such copies are the result of a technical and automatic process and -
they are'“intermediate” between the place in the network where the information was -
_originally made available and the final user.

To benefit from an exemptlon for potentral liability arxsmg from this type of storage, the
’ provrder must respect certain condmons

'Artrcle 14 Hostmg
: Paragraph 1

Article 14 establishes a limit on liability as regards the activity of storage of information
~ provided by recipients of the service and at their request (e.g. the provision of server
space for a company’s or an individual’s web site, for a BBS, a newsgroup, etc.). '

The exemption “from liability (both as regards civil and criminal liability) cannot be
granted if a service provider knows that a user of his service is undertakmg 1llegal actrvrty ]
(actual knowledge). A . ~ :

The exemptron from liability, as regards claims for damages, cannot be granted 1f the
servxce provider is -aware of facts and circumstances from which the illegal actrvrty’
is apparent. ’ :

Seri/'ice providers will not'lose the er(emption from liability if after- obtaining actual
knowledge or becoming aware of facts and circumstances mdrcatmg illegal activity, they
act expedmously to remove or to dlsable access to the information.

This principle, established in the second indent of the paragraph, provides a basis on
which different interested parties may lay down procedures for notifying the service
provider about information-that is the subject of illegal activity and for obtaining the
removal or disablement of such information (sometimes referred to as “notice and take:
down procedures™). It should nevertheless be stressed that these procedures do not -and
cannot replace existing Judlcral remedies. ~

The Commission is actively encouragmg industry self-regulatory systems, 1nclud1ng the
establishment of codes of conduct and hot line’ mechamsms26

26 ° Communication from the Commission to the European Parliament, the Council, the Economic and
Social Committee and the Committee of Regions on an Action Plan on promoting safe use of the
internet. Adopted by the Commission on 12 November 1997 (COM(97) 582). ' '
Council Recommendation 98/560 of 24 September 1998 on the development of the competmveness of
the European audio-visual and information services industry by promoting national frameworks-aimed
at achieving a comparable and effecuve level of protection of minors and human dromty 0J L 270,

7.10.1998, p. 48.
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" Paragraph2 o o L

This paragraph establrshes that if a rec1p1ent of the service acts under the authorlty or the
control of the provider, Article 14 does not apply. It should be stressed that the. relevant
.control is the control of the recrprent s- acts and not the control over the 1nformat10n ‘
as such o _ : ' , : T

: : , , ,

Article 15 No obligation to monitbr

ThlS Articlé establishes that no general obhgatlon should be 1mposed on prov1ders to
. screen or to actrvely monitor third party content. This general rule does not affect the
possibility of a court or law enforcement agency requesting a service provider to monitor,
for instance, a specific site during a grven period of trme in order to prevent or fighting
specrﬁc 1llega1 actlvrty

CHAPTER III IMPLEMENTATION .
The purpose of thls Chapter is to ensure that the Drrectlve is properly 1mplemented in the '
interests of the public and service providers and it is justified by the need to ensure the -
proper functioning of the internal market,. in partrcular the apphcatron of the prmcrple of
country of or1g1n laid down by Artrcle 3. . .

e

Article 16 Codes ofconduct - S "_-,m..': :

This Artrcle‘th'erefore' encourages.the creation of codes of conduct at European level.
Itis wholly . consistent with the policy adopted at Community level both by
- Council Recommendation 98/560 of 24 September 199827 and with the Council Decision
adopting a Multiannual Action Plan promoting‘ safe use of the internet of ...

In order to -ensure that thése codes of. conduct are consrstent with Commumty law '
subparagraph (b) encourages interested partles to inform the Commission of any draft
" codes. By contrast under Directive 98/34/EC28, voluntary agreements to which a pubhc o
: authorlty is party must be notlﬁed in accordance with the terms of the D1rect1ve '
* This prov151ons w111 be partrcularly 1mportant for the 1mp1ementat10n of certam other
provisions, such as Article 8. : -

Article 17 Out-of—court dispute settlement .

Paragraph 1

-This Article establishes an obligation to allow effective recourse to these remedies, in
particular by electronic means, where they comply, with- the -principles set out in.
' ‘paragraph 2. This type-of mechanism would appear particularly useful for some disputes
on the internet because of their low transactional value and the size of the partres who

27 Recommendatron on the development of the competitiveness of the European audrov1sual and
information services industry by promoting national frameworks aimed at achlevmg a comparable and -
effective level of protection of minors and human dignity, OJ' L 270, 7.10.1998, p. 48. ’

28 . QJL 204, 21 7.1998, p. 37 as amended ‘by Directive 98/48/EC oJL217, 538. l998p 18.. -
. . 30 ‘ ‘
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might otherwise be deterred from using legal procedures because of their cost. The legal
framework of these dispute-settlement mechanisms in the Member States should not be
such that it limits the use of these mechanisms or makes them unduly compiicated. For
example, in the case of specific mechanisms for drsputes on the internet, these could take
_ place electronically. :

'Paragl_r‘ aph 2

These principles apply solely to disputes concerning consumption and are already set out
in Commission Recommendation “98/257/EC?%, adopted on 30 March 1998, on the
pnncrples applicable to the bodies responsible for out-of-court settlement of consumer
disputes and are explained in the Commission Communication of 30 March 1998 on the '
out-of-court settlement of consumer disputes30. -

Article 18 Court ac.tions

This Article i is concerned solely with issues which must be addressed to ensure the proper
functioning of the internal market, and it is directly linked to the Community objective of
- guaranteeing the freedom to provide services as defined in Article 3 of the Directive, in
particular by not calling into question the mutual confidence between Member States.

Paragraph 1 relates to legal remedies in urgent cases (e g. applications for the adoption of
interim measures). The Member States must take measures to make such remedies
effectively available and will therefore have to examine whether their procedures are
adapted to tacklmg illicit conduct or drsputes on the internet. SR

 Article 19 Cooperation between authorities
‘The purpose of this Article is to give national authorities the means of meeting their task
of monitoring Information Society services and to ensure effective cooperation between -

Member States and between the Member States and the Commrssron.

Paragraph 4 requires Member States to set up wrthln their admrmstratron contact points
that can direct and assist the recipients of services, in particular consumers.

Article 20 Electronic media

The'purpos‘e of this Article is to allow implementing measures to be adopted concerning
the electronic means which might be considered appropriate for the purposes of meeting
the obligations which refer to such means of communication (Articles 17(1) and 19(4)).

~ Such measures must be. taken with a view to facxlltatmg cross-border communications
under adequately secure condmons

Artic,le21 Sanctions : : i l\ . L

This is a standard provision for internal market Directives.

29 QJL 115,17.4.1998, p. 31. .

30 COM(1998) 198 final..
31



lCHAPTER IV. 'EXCLUSIONS FROM SCOPE AND DEROGATIONS

PEs

-

<f : [
H u LT B R DI A0

Artlcle 22 Exclusrons and; derogatlons BOCE 7 Ll e o D
S R O ERAERE T N SV I T ; AT
In view of its wide scope and' the need to. ensure a degree of flexibility. and-] ay in- 1ts

application, the Directive provides for three types of derogation:

* Paragraph 1: The general derogations to the scope of application cover faxafion and the
areas .covered by -directive 95/46/EC3!. There could be certain. interference between the

o

- latter and this Directive ‘on electronic commerce.’ Given that directive 95/46/EC already

ensures. the free circulation of personal- data between ‘the, Member States, the. area it
covers has been- excluded from . the scope of apphcatlon of this Directive. The ﬁscal
aspects of electronic commerce are also excluded and are under review in the: work that
has been  launched by the Commrssmn Commumcatlon “Electronic commerce and
indirect taxatron”32 S . T

V_Moreover certain activities listed in Annex I are also excluded because it is not possrble

" to guarantee the freedom to provide services. between Member States given the lack of
mutual ‘recognition or sufficient harmonisation to guarantee an equrvalent level of .

" protection of general interest. obJectlves . VR T

' >Par‘a"
1b° R " A : o
The country of origin prmcrple -as envxsaged in thls Directive, requrres certam' '

h2: derogati'on from.the internal market clausé: s+ '-\n'« T
) - . '(. v’ f" (;)'.

derogations in the specific cases cited in Annex II. Indeed, certain specific areas, cannot o
benefit from the country of origin principle because in these fields: '

M 2on

it is impossible to apply the principle of mutual recognr'tion as set’ out i.nth'e

case-law of the Court of Justice concerning the pr1nc1ples of freedom of movement o
enshnned inthe Treaty, or. - . C .-

it is an area where mutual recogmtron cannot be achieved and there is znsuﬁ‘ cient
harmonisation to guarantee an. equivalent level “of protection between . -,

" Member States, e B © !

there are provisions laid down by existing Directives which are clearly
incompatible with Article 3 because they explicitly  require- supervision in the

' country of destmatron ER

)

- Paragraph 3: derogations fro'rrl the freedom to provide services in speciﬁc ﬂc‘asg-g.» b

Para“graph‘3 allows measures to be taken in very specific cases to restrict the freedom to
provide Information Socrety serv1ces which would normally be consrdered mcompatrble '
w1th Artrcl€3(2) - » R o : o :

31

32

Directive 95/46/EC already guarantees the free circulation of 'personel data between Member 'States

'it’s ‘ambit is excluded from the scope of apphcatron of the present Directive, OJ L 281, 23.11.1995, B

p: 31.
: '4COM(1998) 374 final;
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“These derogations are subject to a series of conditions 'relatmg to the measures'
characteristics (subparagraph (@) and the conduct of the Member State taking them

(Subparagraph (b))

Moreover an emergency procedure has been devised to take account.of the speed at
which loss and damage can occur.

- Moreover, the derogations are subject to a supervision procedure by the Commission.
It goes without saying that the Commission’s approach in this context will be flexible,
and, in particular, will seek to avoid cases of disguised or disproportionate restrictions to
the free movement of the relevant services. Having said this, the Commission will fully
account for the Member States’ need to enforce laws seeking to protect fundamental
societal interests. It would, for example, be out of the question for the Commission
to prevent a Mernber State from applying a law whrch would forbid the arrival of
racist messages : :

CHAPTER V: ADVISORY COMMITTEE AND FINAL PROVISIONS
Article 23 sets up the Consultative Committee charged with assisting the Commission

in implementing  its powers of enforcement. The subsequent Artlcles are standard
for directives. - ;
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Proposal for a
EUROPEAN PARLIAMENT AND COUNCIL DIRECTIVE

+ - ori certain legal asp,ects of electromc commerce in the internal market

s
F

' THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE
'EUROPEAN UNION, '

Havmg regard to the Treaty estabhshmg the European Commumty, and-in partrcular . 4

Articles 57(2), 66 and 100a thereof,

‘Havmg regard to the proposal from the Commrssron33

Havmg regard to the opinion of the Econormc and Social Commrttee34

' Actmg in accordance with the procedure referred to in Artlcle 189b of the Treaty35

(@

- States and peoples of Europe, to ensure economic and social progress; whereas, in

@) -

®

)

Whereas the European Umon is seeking to forge ever closer links between the

. accordance with Article 7a of the Treaty, the internal market comprises an area
without internal frontiers in which the free movement of goods, services.and the
- freedom of establishment are ensured; whereas the development of Information
Society servi¢és within the area ‘without internal frontrers is vital to eliminating the
" barriers which divide the European peoples;

Whereas the development of electronic commerce wrthm the Information Socrety
offers significant employment opportumtles in the Community, particularly in

“'small and medium-sized enterprises, and will stlmulate economic ‘growth and
investment in innovation by European companies;

Whereas Information Society services span a wide range of economic activities
-which can, in particular, consist of selling goods on line; whereas they are not

- solely restricted to-services giving rise to on-line contracting but also, in so far as

they represent an economic activity, extend to services which are not remunerated
by those: who receive them, such as those offering on-line ~information;
whereas Information Society services also include on- -line activities -via telephony
and telefax »

~_Whereas the development of Information Society services within the Community is
restricted by a number of legal obstacles to the proper functioning of the internal
market which hamper or make ‘less attractive the exercise, of the freedom of
establishment and the freedom to provide services; whereas these obstacles arise
from divergences in legislation and from the legal uncertainty as to which national
rules apply to such services; whereas, in the absence of coordination and
“adjustment of legislation in the relevant areas, obstacles might be justified in the
light of the case-law of the Court of Justice of the European Communities; whereas

33
34
35
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)

legal uncertamty exrsts w1th regard - to the extent to which Member States may
control serv1ces originating from another Member State; -~ .- AR

Whereas, i in the light of Commumty objectives, of Articles 52 and 59 of the Treaty

and of secondary Commumty law, these obstacles should be. ehmlnated by

coordinating certain national laws and by clarlfyrng certain’ legal concepts at’

- Community level to the extent necessary for the proper functioning of the internal

‘market; whereas, by dealing only with certain specific matters which give rise to

" problems for the internal market, this Directive is fully consistent with the need to '

©

‘Tespect the prmcrple of subsrdrarlty as set out m Artlcle 3b of the Treaty,

‘Whereas, in accordance_ with the prmcrple of proportlonahty, the measures

provided for in this Directive are strictly limited to the minimum needed to achieve’

- the objective of the proper functioning of the internal market; whereas, where

action at Community level is necessary, and in order to guarantee an area which is
truly ‘without internal frontiers as far as electronic commerce is concerned the
Directive must ensure a high level of protection of objectives of general 1nterest in

~ particular - consumer protection - and the protectlon of public health; ‘whereas

according toArticle 129 of the Treaty, the protection of public health i is an essential
component of other Community policies; whereas this Directive does not impact on
the legal requirements applicable ‘to the delivery -of .goods as such, nor those

. xli or apphcable to serv1ces Wthh are not Informatron Socrety services;

oiti

(7)

{\.} '/*‘ S ] b v .
Whereas this Dlrectrve does not aim to estabhsh specrﬁc rules on- 1nternat10nal.
private law relating to conflicts of law or _]urlsdlctlon and is therefore wrthout ,

prejudlce to the relevant 1ntemat10nal conventions;

®

Whereas Information S0c1ety services should be supervised at the source of the

activity, in order to ensure an effective protection of public interest objectives;
whereas, to that end, it is necessary to ensure that the competent authority provides
such protection not only for the citizens of its own country but for all Community. -

. citizens;-whereas, moreover, in order to effectively guarantee freedom to provide
. services and -legal certamty for ‘suppliers -and -recipients of - services, such

Information Society services should only be subject to the law of the Member State
-in which the service provider is established; wheréas, in order to improve mutual

trust between Member States, it is essential to state clearly this responsrblhty on the

. part of theMember State whence the services orgmate

(10)

) Whereas the place at whrch a service provrder is establrshed should be deterrmned_

in accordance with the case-law of the Court of Justice; whereas ‘the place of
establishment of a company providing services via an internet website :is not the

-place at which the technology supporting its website islocated or the place at which -
_its website is accessible; whereas, where the same supplier has‘a number ‘of
‘estabhshments the competent Member State will be the one in which the supplier
‘has the centre of his activities; whereas in cases where it is particularly difficult to

“assess in which Member States the supplier is established, cooperatrve procedures
should be established between the Meniber States and the consultative committee
should be capable of being: convened in urgent cases to examine such drfﬁcultles

4

‘Whereas commermal communications are essential for the ﬁnancm_g of

Information Society services and for developing a wide variety of new, charge-free-

services; whereas in "the interests of consumer protection and fair trading,
B :



commercial communications, including discounts, promotional  offers and
- promotional competitions, must meet a number of transparency requirements and
that these requirements are without prejudice to Directive 97/7/EC of the

. .European Parliament and of the Council on the protection of consumers in

respectof distance contracts’®; whereas this Directive should ‘not..affect existing
directives on commercial communications, in particular Directive 98/43/EC of the

- European Parliament and of the Council®” on tobacco advertising;

(11) Whereas Article 10(2) of Directive 97/7/EC = and Article 12(2) of

Furopean Parliament and Council Directive 97/66/EC of 15 December -1997
concerning the processing of personal data and the protection of privacy in the.
‘telecommunications sector3® address the issue of consent by receivers to certain
forms of unsolicited commercial commumcatton and are fully applicable to
Informatlon Soc1ety services; ‘

(12)- .Whereas, m _o,rder to remove barriers to the development of cross-border services

within the Community which professional practitioners might offer on the internet,
it is necessary that compliance be guaranteed at Community level with professional
rules aiming, in particular, to protect consumers or public health; whereas codes of
conduct at Community level would be the best means of determining the rules on
professional ethics = applicable to commercial . communication; whereas the
drawing-up or, where :appropriate, the adaptation;of such rules should inthe first
place be encouragedcby, rather than laid down in, this Directive; whereas the
regulated professional activities governed by this Directive should be understood in -
. the light of the definition set out in Article 1(d) of Council Directive 89/48/EEC of -
21 December 1988 on a general system for the recognition of higher-education
diplomas awarded on completxon of professional educatmn and training of at least

- three years' duration3?; - ' :

(13) Wherea§ each Member State should amend its legislation cohtaining requirements, -

and in particular requirements as to form, which are likely to curb the use of
contracts by electronic means, subject to any Community measure in the field of
taxation that could be adopted on electronic invoicing; whereas the examination of
the legislation requiring such adjustment should be systematic and should cover all
the necessary stages and acts of the contractual process, including the filing of the
-contract; whereas the result of this amendment should be to make contracts
concluded electromcally genuinely and effectively workable in law and in
practice; whereas- the legal “effect of electronic signatures is dealt with by
European Parliament and Council Directive 99/.../EC [on a common framework for
electronic signatures]*0; whereas it is necessary to clarify at what point in time a
» contract entered into electronically is considered to be actually concluded; whereas
 the service recipient’s agreement t0 enter into a contract may take the form of an
on-line payment; whereas the acknowledgment of receipt by a service provider may
take the form of the on-line provision of the service paid for; - - '

36
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(14)

Whereas, amongst others Counc1l Directive 93/ 13/EEC4' regardmg unfarr contract
terms and Directive 97/7/EC, form a vital element for protecting consumers- .
in contractual matters; whereas those directives also apply in their. entirety to

Information ~ Society services; whereas that' ~same Community acquis

also embraces Council Directive  84/450/EEC*2 - on - misleading advertising,
as amended by  European Parhament and. . Council Directive’97/55/EC%, )
Council Directive’ 87/102/EEC# “on' consumer credit; as _last’ amended .

. by European - Parliament. - and  Council . Directive’ . - 98/7/EC%5,

Council Directive 90/314/EEC# on package travel, package holidays and package

" tours, and European Parliament and Council Directive 98/6/EC*’ on the indication

of prices of products offered to consumers; whereas this Directive should be

" without prejudrce to Directive 98/43/EC, adopted within the framework of the

as)

(16)

1ntemal market, or to other drrectlves on the protectlon of pubhc health

Whereas the conﬁdentlallty of electromc messages is guaranteed by Article 5 of.

Directive 97/66/EC; whereas in accordance with that Directive Mémber States must -
prohibit any kind of interception or. survelllance of such electromc messages by . -

others than the senders and receivers; S s

Whereas both exrstmg and em’erging disparities in Member StateS’ legislation and .
case-law concerning civil and criminal liability of service providers' acting as .

- intermediaries prevent the smooth functioning of the Internal Market, in particular

s by impairing the development of cross-border service§ and producing distortions of

competition; whereas service providers have a duty to’+act, under certain

circumstances, with a view to preventing or ceasing illegal® activities; whereas the
provisions of this Directive should constitute the' appropriate basis for the :

development of’ rapld and reliable procedures for removing and: disabling access to

illegal information; whereas such mechanisms could be developed on the basis of.

voluntary agreements between all parties concerned; whereas it is in the interest of all

 parties involved in the provision of Information Society services to ‘adopt and

implement such procedures; whereas the provisions of this Dlrectwe relating to

* liability should not preclude the development and-effective operation, by the dlfferent

an

mterested partles of techmcal systems of protectron and 1dent1ﬁcat10n e
Whereas each Member State should be’ requlred where necessary; to amend
any legislation Wthh is liable to hamper the "use " of schemes for. the -

- out-of-court settlement of disputes " through - electronic channels; whereas the |

result of this amendment must be to make the. functromng of such schemes.
genuinely and effectrvely p0551b1e in law and in practice, even across borders;

whereas the bodies responsible for such out-of-court settlément  of
consumer dlsputes must comply w1th certain essentral principles,” as* set out in

N

“ 4l - 0JL95,21.4.1993,p.29.
42 QJL250,19.9.1984,p. 17.

43 0JL290,23.10.1997,p. 18.-
44 OJL42,12.2.1987, p. 48.

45 OJL 101, 1.4.1998, p. 17.
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(18)

(19)

Commission Recommendation 98/257/EC  of 30 March 1998 on the principles
applicable to the bodies responsible for such settlement of consumer disputes*3;

Whereas it is necessary to exclude certain activities from the scope of this
Directive, on the grounds that the freedom to provide services in these fields
cannot, at this stage, be guaranteed under the Treaty or existing secondary
legislation; whereas excluding these activities does not preclude any instruments
which might prove necessary for the proper functioning of the internal market;
" whereas taxation, particularly value-added tax imposed on a large number of the
services covered by this Directive, must be excluded from the scope -of this
Directive; whereas, in this respect, the Commission also intends to extend the
apphcatxon of the prmc1ple of taxation at source to the provision -of services within
the Internal Market, thus giving its approach a general coherence; '

Whereas as regards the derogation contained in this Directive regarding ‘contractiial
obligations concerning contracts concluded by consumers, those obligations should
be interpreted as including information on the essential elements of the content of -
the contract, including consumer rights, which have a determining influence on the

" decision to contract;

(20)

@h

(22)

(23)

Whereas this Directive should not apply to services supplied by service

- providers established in a third country; whereas; in view of the global dimension
of electronic. commerce, it is, however, appropriate to ensure that the
Community rules are consistent with international rules; whereas this Diréctive is’
without prejudice to the results of discussions within international organisations
(WTO, OECD, UNCITRAL) on legal issues; whereas this Directive should also be
without prejudice to the discussions within the Global Business Dialogue which
were launched on the basis of the Commission Communication of 4 February 1998
on “Globalisation and the Information- Society - The need for strengthened
1ntemat10nal coordination™9;

Whereas the Member States. need to_ensure, that, when. Community acts are
transposed into national legislation, Commumty law is duly applied with'the same -
effectiveness and thoroughness as national law; :

‘Whereas the adoption of this Directive will not prevent the Member States from
taking into account the various social, societal and cultural implications which are -
inherent in the advent of the Information Society nor hinder cultural, and notably
-audiovisual, policy measures, which the Member States might adopt, in conformity
swith Community law, taking into account their linguistic diversity, national and
regional specificities and their cultural heritage; whereas, in any case, the
development of the Information Society must ensure that Community citizens can
have access to the cultural European heritage provided in the digital environment; =

Whereas the Council, in its Resolution of 3 November 1998 on the consumer
“aspects of the Information Society, stressed that the protectlon of consumers
deserved special attention in this field; whereas the Commission will examine the
degree to which existing consumer protection rules provide insufficient protection

"
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24)

(29

in the context of the Information Society and will identify, where necessary, the

deficiencies of this legislation and those issues which could require additional

‘measures; whereas, if need be, the Commission should make specific additional

proposals to resolve such deficiencies that will thereby have been identified;

Whereas this Directive should. be without prejudice to Council Regulatlon (EEC)
No 2299/89 of 24 July 1989 on a code of conduct for computerized .reservation

systems>?, as amended by Regulation (EEC) No 3089/935!.

Whereas Commission Regulation (EC) No 2027/9752 and the Warsaw Convention .-

“of 12'October 1929 place various obligations upon-air carriers regarding the

E provision of information to their. passengers, including information about the .

liability of the carrier; whereas this . Dlrectlve is " w1thout prejudice to the

requirements of those instruments, -

HAVE ADOPTED THIS DIRECTIVE:

' CHAPTERI
‘GENERAL PROVISIONS
‘A\'rﬁcle! |
Objective,an/ddsco;;e '
This - blrectlve seeks to .ensure the proper functxonmg of the: 1ntemal market,

particularly _ the free movement of Information. Society services _between the
Member States

This D1rect1ve approx1mates to the extent necessary for the achlevement of the
objective set out in paragraph 1, national provisions on Information. Society
services relating to the internal market arrangemerits, the establishment of service _
providers, commercial . communications, electronic contracts, the liability of .
intermediaries, codes of conduct out- of-court dispute settlements, court actlons and- .

.cooperatlon between Member States.

This Directive complements Community_law applicable to Information Society .
services without prejudice to the -existing level of protection for public health and’
consumer interests, as established by Commumty acts, mcludmg those adopted for.

.the functlonmg of the Intemal Market

50 QJL220,29.7.1989, p. 1. - | '
S1 OJL278,11.11.1993,p. 1. . o g

52 QOJL 285,.17.10.1997, p. 1.
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Article 2

Definitions

For the purpose of this Directive, the following terms shall bear the following meanings:

(3

(b)

()

(d)

(e)

®

"Information Society services": any service normally provided for remuneration, at
a distance, by electronic means and at the individual request of a recipient
of services; :

For the purpose of this definition:

- "at a distance" means that the service is provided without the parties being

simultaneously present;

- "by electronic means" means that a service is sent initially and received at
its destiuation by means of electronic equipment for the processing
(including digital compression) and storage of data, and entirely transmitted,
conveyed and received by wire, by radlo by optlcal means or by other
electromagnetic means; :

- "at the individual request of a recipient of services" means a service provided
through the transmission of data on individual request. -

"service provider": any natural or legal person providing an Information Society
service;

"established service provider": a service provider who effectively pursues an
economic activity using a fixed establishment for an indeterminate duration. The
presence and use of the technical means and technologies required to provide the
service do not constitute an establishment of the provider;

"recipient of the service": any natural or legal person who, for professional ends or
otherwise, uses an Information Society service, in particular for the purposes of
seeking mformatmn or makmg it accessible;

"commercial communications": any form of communication designed to promote,
directly or indirectly, the goods, services or image of a company, organisation or -
person pursuing a commercial, industrial ‘or craft activity or exercising a liberal
profession. The following do not as such constitute commercial communications:”

- information  allowing direct -access to the activity of the
company, organisation or person, in partlcular a domain name or an’
' electromc-mall address, '

- communicatiops relating to-the. goods, services or image of the company,
organisation or person compiled in an independent manner,-in particular.
without financial consideration.

"coordinated field'> the requirements applicable to Information Society ser\}ice ,

~ providers and Information Society services.
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‘and competent authorltles ‘the followmg 1nformat10n

Article 3
Interizal market .-

Each Member State shall ensure that the Informatlon Society services prov1ded by a-

~ .service prov1der established on its territory comply with the national provisions -
o applicable in the Member State in question which fall within- thls Dlrectlve s

coordlnated field. -

' Member States may not for reasons fallmg within this Directive’s coordinated

field, restrict the freedom to prov1de Informatlon Society services from another -
Member State . : _

Paragraph 1 shall cover the provisions set out in Articles 9' 10 and 11-only in so far
‘as the law of the Member State apphes by v1rtue of its. rules of 1ntemat10na1:

prlvate law. _ .
CHAPTER IT
_ PRINCIPLES
_ Section 1: Es’t.a_b‘l‘ishment zintl information requi_l‘ements
| Article 4 o

Principle excluding prior authorisation *

o Member States shall lay ‘down in their leglslatlon that "access to the act1v1ty of '

Informatlon Society service prov1der may not be made subject to prior authorisation _
or any other requirement the effect of which is to make such access dependent on a -

A de0151on measure or partlcular act by an authonty

Paragraph 1 shall be w1thout prejudlce to authonsatlon schemes ‘which are- not
specifically and exclusively targeted at Information Society services, or which are
covered by Directive 97/13/EC of the European Parliament and of the Council®.

Article 5

General mfarmatton to be provided

Member States shall lay down in their legislation that Information Soc1ety services
shall render easily accessible, in a. direct and permanent manner to their recipients

(a) Athe name of»the service prov1der;_..

'(b) -the address at which the service ptovider is establi'shed'

A(c).r 'the particulars of the service prov1der mcludmg his, electromc-mall address, =

which allow him to be contacted rapidly and commumcated with in a direct’ |
and effective manner; '
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(d)  where the service provider is r'egistered in a trade register, the trade register in
~ which the service provider is entered and his regrstratlon number in -
that register;

(e)" where the activity is subject to an authorisation scheme; the activities covered .

by the authorisation granted to the service provider and the particulars of the
authority providing such authorisation;

(f)  as concerns the regulated professions:

- any professional body or similar institution’ thh whrch the. service
provider is reglstered

- the professional title granted in the Member State of establishment, the
applicable professional rules in the Member State of establishment and
the Member States in which the Information Socrety services are
regularly prov1ded :

(g) where the service provider undertakes an activity that is subject to VAT, the

VAT number under which he is registered with his fiscal administration.

Member States shall lay down in their legislation that prices of Information Society
services are to be indicated accurately and unequivocally.

Section 2 Commercial communications
Article 6

'Informrztion to be pro{)ided

Member States shall lay down in therr legislation that commercial communication shall
comply with the following conditions: ’

(a)

(b)

(C_)

(d)

the commercial communication shall be clearly 1dent1ﬁable as such;

the natural or legal person on whose behalf the commerc1a1 commumcatron is made
shall be clearly identifiable; '

promotional offers, such as discounts, premiurrrs and gifts, where authorised, shall
be clearly identifiable as such, and the conditions which are to be met to qualify for
them shall be easily accessible and be presented accurately and unequivocally;

pr'omotional'competitiorrs or games where authorised, shall be clearly identifiable
as such, and the conditions for participation shall be easily accessible and be

~ presented accurately and unequivocally.

Article 7

* Unsolicited commercial communication

Member States shall 'lay down in their ‘legislation that unsolicited commercial

‘communication by electronic mail must be clearly and unequivocally identifiable . ; such

as soon as it is received by the recipient.
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(F8)

Article 8
" Regulated professions
Member States shall »la"y down in their legislation relating to commercial -

communication by regulated professions that the provision of Inforrnatlon Society
services 1S authorised provided that the professional rules regardmg the

- independence, dignity and honour of the profession, professional secrecy and

falrness towards chents and other members of the professmn are met.

Member States and the Commission shall encoura'ge professxonal associations and
bodies to establish codes of conduct at Community level in order to determine -

‘the types of information that can be given for the purposes of providing the

Information Society service in conformity with the rules referred to in paragraph 1.

Where necessary in order to ensure the proper functioning of the internal marketl'
and in the light of the codes of conduct applicable at Community level, “the

. Commission may stipulate, in accordance with  the procedure laid down in -

Article 23 the 1nformat10n referred to in paragraph 2.

Sectlon 3 Electromc contracts - -
" Article 9

T reatment of electromc contracts

 Member States shall ensure that ‘their leglslatlon allows contracts to be concluded
- electronically. Member States shall-in particular ensure that the legal requirements

applicable to the contractual process neither prevent the effectrve use of electromc

contracts nor result in such contracts being deprived of legal effect and validity on .-
-account of thelr having been made electromcally

Member States may lay down that paragraph 1 ‘shall "ot apply to the-

followrng contracts:

(@) contracts requmng the 1nvolvement ofa notary,

. .(b) contracts whlch in order to be vahd are requlred to be reglstered with a

_ public. authorlty, :

" (c)- contracts governed'by family law;

(d)  contracts governed by the law of succession.

. The list of categories of Acontract provided for in paragraph 2 hqay be amended by -

the Commission in accordance'with the procedure laid down in Article 23.

" Member States shall submlt to the Commission a complete list of the categorres of

contracts covered by the derogatrons provrded fori in paragraph 2.
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Article 10
~ Information to be provided

1. -Member States shall lay down in their legislation that, except when otherwise
agreed by professional persons, the manner of the formation of a contract by °
“electronic means shall be explained by the service provider clearly and -
unequivocally, and prior to the conclusion of the contract. The mformatmn to be

" provided shall include, in partlcular

(a) the different stages to follow to conclude the contract;

(b)  whether or not the concluded contract will be ﬁled and whether it wﬂl
be accessible;

(c) the expedients for correcting handling errors.

2. _ Member States shall provide in their legislation that the different steps to be
followed for concluding a contract electronically shall be set out in sucha way as to
ensure that parties can give their full and informed consent.

3.  Member States shall lay down in their legislation that, except when otherwise
agreed by professional parties, the service providers shall indicate any codes of
conduct to which they subscribe and information on how those codes can be

*consulted electromcally ‘ :

Article 11
Moment at which the contract is concluded ] .

1.. Member States shall lay down in their legislation that, save where otherwise agreed
by professional persons, in cases where a recipient, in accepting a service
provider’s offer, is required to give his consent through technologlcal means, such
as chckmg on‘an icon, the followmg principles apply:

(a) the‘contrapt is concluded when the recipient of the service:

- - has received from the service provider,  electronically, an
acknowledgment of receipt of the recipient's acceptance, and

- has»conﬁrm'ed receipt of the acknowledgment of feceipt;

(b) acknowledgment of receipt is deemed to be received and confirmation is
deemed to have been given when the parties to whom they are addressed are
able to access them,; :

©) ‘acknowledgment of receipt by the service provider and confirmation of the
service recipient shall be sent as q_uickly as possible.

2. Member States shall lay down in their legislation that, save where otherwise agreed
by professional persons, the service provider shall make available to the recipient of
the service appropriate means allowing him to identify and correct handling errors.
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Sectiond- Liability of intermediaries
' Ariicle 12

Mere conduit

Where an’Information Society service is. provided that consists of the tfanSr’nisSionin
a communication network of information provided by the recipient of the service, or

" the provision of access to a communication network, Member States shall provide in ,

" their legislation that the provider of such a service shall not be liable, otherwise than.
~under a prohibitory. i 1nJunct10n for the information transmitted, on condmon that
. the prov1der : -

{a) doesnot initiate 'the'transmission;’ 4

(b)  does not select the receiver of the transmission; and

(o) " does nOt select or’ modify the information contained in the transmisSion

The acts of transmission and of prov151on of access referred to in paragraph 1 inclide .
the automatic, intermediate and transient storage of the information transmitted
in so far asthis takes place for the sole purpose of carrying out the transmission in the

" communication network, and provided that the information is not stored for any

penod longer than is reasonab]y necessary for the transm1551on
Article 13+

Cachin g

"~ Where an Information Somety service is prov1ded that consists in the transmission in a -

- communication network of 1nformatxon provided by a recipient of the service,
‘Member States shall provide in their legislation that the provider shall not be - liable,
otherwise than under a prohxbltory injunction, -for the automatic, intermediate and -
temporary storage of that 1nfonnat10n performed for the sole purpose”of making more
efficient the information’s onward transmission to other rec1p1ents of the service upon .

@

‘their- request on condmon that: L S
(a) the prov1de: does not modify the information;
(b) the provider complies with conditions on access to the information'
~(c) the provnder complies with rules regardmg the updatmg of the 1nformat10n
C specxﬁed in a manner consistent with industrial standards
“the provxder does not interfere ‘with the technology, consistent with mdustnal
. standards, used to obtain data on the use of the mformatlon and '
the prov1der acts expeditiously to remove or to bar access to the Informatlon upon

obtaining actual knowledge of one of the followmg



- the information at the initial source of the transmission has been removed
from the network

- access to it has been bharred;

- a eompetent authbrit? has ordered such removal or barrirxg.
Article 14
| Hosring.

Where an Information Society service is provided that consists in the storage of
information provided by a recipient of the service, Member States shall provide in
their legislation that the provider shall not be liable, otherwise than under a
prohibitory injunction, for the information stored at the request of a recipient of the
service, on condition that:

(a) the provider does not have actual knowledge that the activity is illegal and, as
regards claims for damages, is not aware of facts or circumstances from which -
illegal activity is-apparent; or

(b) the provider, upon obtaining such knowledge or awareness, acts expedmously
to remove or to disable access to the mforrnatmn

Paragraph 1 shail not apply when the recipient of the service is acting under the
authority or the control of the provider.

Article 15
No obligation to monitor

Member States ‘shall not impose a general obligation on providers, when providing
the services covered by Articles 12 and 14, to monitor the information which they
transmit or store, nor a general obhgatlon actively to seek facts or circumstances
indicating illegal actlvrty

'Paragraph 1 shall not affect any targeted, temporary surveillance activities required
by national judicial authorities in accordance with national legislation to safeguard
national security, defence, public security and for the prevention, investigation,
detection and prosecution of criminal offences. :

: CHAPTER 111
IMPLEMENTATION
Article 16
- Codes df con dztct
Member States and t“he Commission shall encourage: -

(a) ‘the drawing- up of codes of conduct at Community level, by trade and
" professional associations or organisations designed to contribute to the proper

implementation of Articles 5 to 15;
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;-

.(b) the transmission of draft codes of conduct at national or Community level to

the Commission so that the latter may examine their compatrblhty w1th
Commumty law; ‘

{c) the acce551b111ty of these codes of conduct in the Commumty languages by

 electronic means;

(d) the ‘communicatio'_n to the Member States and the Commission, by.
- professional associations or organisations, of their assessment of the
'apphcatron of their codes of conduct and their impact upon practrces hablts

or customs relating to electronic commerce.-

In so far as they may be concerned, consumer associations shall be 'i.nvolved in the
drafting and implementation of codes of conduct drawn up according to pomt (a) of
paragraph 1. : :

. Article 17

A Out—bfcoq_ft dispute settlement

-Member States shall ensure that, in the .event of disagreement between an
: Information Society service provider and its recipient, their legislation allows the

effective use of out-of-court schemes fsor dispute settlement mcludmg appropnate
electronic means. : :

Member States shall ensure that bodies responsible for the out-of-court settlement

" of consumer disputes apply, whilst abiding by Community law, the principles of

independence and transparency, of adversarial techniques, procedural efficacy,

legality of the decision, and freedom of the parties and 'of representation.

Member States shall encourage bodies responsible for eut-of-cou_rt "disp_ute
settlement to inform the Commission of the decisions -they take regarding
Information Society services and to transmit any other information.on the practices,

usages or customs relating to electronic commerce:

 Article 18

Court actions .

" Member States shall ensure that effective court actions can be ‘;br‘ought- against

Information Society services’ activities, by allowing the rapid adoption of interim
measures designed to remedy any alleged 1nﬁ'mgement and to prevent any further ‘

impairment of the interests involved.

Acts in breach of the national pro_visi(_)ns ineorporating Articles 5 to 15 of this
Directive which affect consumers' interests shall constitute infringements within the

_meaning. of Article 12) of Directive 98/27/EC of the European Parliament
~and Councrl54 . :
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Article 19
/Cooperatioh between authorities

‘Member States shall enstre that their competent authorities have the appropriate
- powers of supervision and investigation necessary to implement this
Directive effectively and that service providers supply those authorities with the
" requisite information.

Member States shall ensure that their national authorities cooperate with the
authorities of other Member States; they shall, to that end, appoint a contact person,
whose coordinates they shall commumcate to the other Member States and to
the Commission.

‘Member States shall, as quickly as possible, provide the assistance and information
-requested by authorities of other Member States or by the Comm1551on including-
by appropriate electronic means. : :

Member States shall establish within their administration, contact points
which shall be accessible electromcally and from which recipients and service
providers may: ~

(a) obtain information on their contractual rights and Obligat_ions;

(b) obtain the particulars of authorities, associations or organisations from which
" - recipients of services may obtain information about their rlghts or w1th whem
they may file complaints; and

(c) receive assistance in the event of disputes.

Member States shall ensure that their competent authorities inform the Commission
of any administrative or judicial decisions taken in their territory regarding disputes
- relating to Information Society services and practices, usages and customs relating
to electronic commerce.

~The rules governing cooperation between national authorities -as referred to in
paragraphs 2 to 5 shall be laid down by the Commlssmn in accordance with the.
procedure set out in Article 23. :

Member States may ask the Commission to conveneurgently the committee -
referred to in Article 23 in order to examme dlfﬁcultles over the application of

. Article 3(1)

Article 20

" Electronic media

“

The Commission may't'ake measures, in accordance with the procedure provided for in
Article 23, to ensure the proper ﬁ.lnctlonmg of electronic media between Member States, -
as referred to in Articles 17(1) and 19(3) and (4)
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- Article 21
Sanctions

Member States shall determine the sanctlons applicable to mfrlngements of natlonal
provisions adopted pursuant to this Directive and shall take all measures. necessary to
ensure that they are enforced. The sanctions they provide for shall be effective,
proportionate and dissuasive. Member States shall notify these measures to .the
Commission rio-later than the date specified in Article. 25 and shall inform it of all -
subsequent ameéndments t6 those measures without delay. ' :

CHAPTER IV
EXCLUSIONS FROM SCOPE AND DEROGATIONS
. Article 22
' Exclusions amf derogatibrzs ,
" 1. This Dlrectlve shall not apply to | |
(a) taxatlon

~

(b) “the field covered by D1rect1ve 95/46/EC of the European Parhament and of
the Councrl55

(c) - the activities of Informatlon Soc1ety services. referred to in Annex I..This llst
- of actlvmes may be amended by the Comm1ssron in accordance with the -
procedure lald down by Article 23. - ' '

‘2. Article 3. shall not apply to the ﬁelds referred to in Annex 1.

3. By way of derogatlon from Article 3(2), and without prejudlce to court action, the

competent authorities of Member States. may take such measures restricting the )
freedom to provide an Information Society service as are con51stent with -

- -Community law and w1th the following provrsrons - :

(@) the measures shall be:
(1) necessary for one of the following reasons: -
- public policy,.in particular the 'protection of minors or the fight
. ‘against-any incitement to hatreci on grounds of race, sex religion
or natlonahty, : : o
.- - the protection of public health,
"2 public security, |

-~ consumer protection;

55 OJL281,23.11.1995, p. 31 -
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- (ii) taken against' an Information Society service which prejudices the
objectives referred to in point (i) or which presents a serious and grave
risk of prejudice to those objectives, -

- (iii) - proportionate to th_ose objectives;

(b) prior to taking the_meésu_res in question, the Member State has:

asked the Member State referred to in Article 3(1) to take measures and
the latter did not take such measures, or the latter were inadequate;

- notified the Commission and the Member State in which the service
© provider is established of its intention to take such measures;

() Member States may lay down in their legislation that in the case of urgency,
‘the conditions stipulated in point (b) do not apply. Where this is the case,
the measures shall be notified in ‘the shortest possible time to the
Commission and to the Member State in which the service provider is
established, indicating the reasons for which the Member State considers that

’ there is urgency.

(d) the Comm1ssmn may. decide on the compatibility of the ‘measures with
Community law. Where it adopts a negative decision, the Member States
shall refrain from taking any proposed measures or shall be required to
urgently put an end to the measures in question. -

CHAPTER v
ADVISORY COMMITTEE AND FINAL PROVISIONS
Article 23
Committee

The Commlssxon shall be assisted by a committee of an adv1sory nature composed
of the representatives - of the Member States and chaired by the representative of
the Commission.

The representative of the Commission shall submit to the committee a draft of the
measures to be taken. The committee shall deliver its opinion on the draft, within a time-
limit which the chairman may lay down accordmg to the urgency of the matter, if
necessary by taking a vote. -

The opmlpn shall be recorded in the minutes; in addition, each Member State shall have
the right to ask to have its position recorded in the minutes.

'The Commission shall take the utmost account of the opinion delivered by the
comrnittee. It shall inform the committee of the manner in whlch its oplmon has been'
~ taken into account.
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-~ Article 24 -
Re-examination

-Not later than three years after the adoption of this Directive, and thereafter every two
‘years, the Commission shall submit to the European Parliament, the Council and' the
Economic and Social Committee a. report on the application of this Directive,

accompanied, where necessary, by proposals for adaptlng it to developments in the field -
of Information 8001ety services. «

 Article 25

Implementtztion
- Member States shall briog into force the laws, regulations and administrative provisions .
necessary to comply with this Directive within | one year of its entry into force. They shaIl '

- forththh inform the Commlssmn thereof.

When Member States adopt these provisions, these- shall contam a reference to this
Directive or shall be accompanied by such reference at-the time of their official
~ publication. The methods of makmg such reference shall be lald down by Member States

, Arttcle. 26.
Entry into force

~ This Directive shall enter into force on the twentleth day followmg that of i lts pubhcatlon '
. in the Offi czal Journal of the European Commumnes : :

- Article 27
Addressees '\

This Directive is addressedto the Meémber States. -
Done at_Brussels,

For the European Parltament ' | o R For the Council
The Presza’ent . - _ S . The President
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ANNEX ]
Activities excluded from the scope of applicatibn of the Directive

Informanon Society services’ activities, as referred to in Amcle 22(1), WhJCh are not
- covered by this Directive:

- - the activifties of notaries; o ‘ }
- the fepresentation of a client and defence of his interests before the courts;

- . gambling ~ activities, excluding those carried - out for commercial
communication purposes. :
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S ~ ANNEXII
* Derogations from Article 3

-~

As referred to in Article 22(2) in which Article 3 does npt apply: -

copyright, neighbouring rights, rights referred to in Directive 87/54/EEC% and"
Directive 96/9/EC57 as well as industrial property rightS' : :

-

the emrssron of electromc money by institutions in respect of which Member States

" have applied one of the derogatlons prov1ded for in Artlcle 7(1) of

Dlrectlve S JEC38;
Artrcle 44 paragraph 2 of Dlrectlve 85/61 1/EEC59

Artrc}e 30 and Tltle v of Dlrectlve 92/49/EEC"’0 Title - of

" Directive 92/96/EECS!, Articles-7 and 8 of Dlrectlve 88/35’7/EEC52 and Artlcle 4 of o

. Directive 90/619/EEC63

-

contractual obllgatlons concerning consumer contracts D

~ unsolicited commereial commumcatlons by electromc mail, or by an equ1va1ent :
1nd1v1dual communication. =

56

57

58

59

60

- 62

63

Council Directive 87/54/EEC of 16 December 1986‘on the legal protectlon of topographles of

. semiconductor products; OJ L 24,27.1.1987, p. 36.

Directive 96/9/EC of the European Parliament and of the Councrl of 11 March 1996 on the legal

- protection of databases; OJ L 77, 27.3.1996, p. 20.

European Parliament and Council Directive ../.. JEC of ........ [on t_he tak'mg up and the prudential

“supervision of the business of electronic money instituions].

Council ‘Directive 85/611/EEC of 20 December 1985 on the coordination of laws, regulatlons and
administrative provisions relating to undertaking for collective investment in transferable securities '
(UCITS), OJ L 375, 31.12.1985, p.. 3, as-last amended by Drrectlve 95/26/EC of the

- European Parliament and of the Council (0J L 168, 18. 7 1995, p. 7).

Council Directive 92/A%EEC of 18 June 1992 on the coordination of laws regulations and

. administrative provisions relating -to direct insurance other than life assurance and amending

Directives 73/239/EEC and 88/357/EEC (third non-life insurance Dlrectlve) OJL 228 11.8. 1992 :
p-1,as amended by, Directive 95/26/EC.

Council Directive' 92/56/EEC of 10 November 1992 on the coordination of laws, regulatlons
and administrative provisions relating to direct life insurance and amending Dlrectrves 79/267/EEC
and 90/619/EEC  (third life assurance Dlrectlve) OJ L 360, 9.12.1992, p. 1, as amended by
Directive 95/26/EC.

Second Council Directive 88/357/EEC of 22 June 1988 on the coordmat1on of laws, regu]atlons and
administrative provisions relating to direct insurance other than'life assurance and laying down
provisions to facilitate the effective exercise of freedom to provide services. and amendmg
Directive 73/239/EEC, OJ L 172, 4.7.1988, p. 1, as last amended by Directive 92/49/EC.

Council Directive of 8 November 1990 on the ‘coordination of laws, regulations-and administrative
provisions relating to direct life assurance laying down provisions to facilitate the effective exercise of -
freedom to provide services and amending Dlrectlve 79/267/EEC, OJ L 330, 29.11. 1990 p. 50 as

amended by Dlrectlve 92/96/EEC.. ‘
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FINANCIAL STATEMENT

1. TITLE OF OPERATION R ”

Proposal for a European Parhament and Council Directive on certain legal aspects of
- electronic commerce. -

2. BUDGET HEADINGS INVOLVED
None, administrative expenditures only. »
3. LEGAL BASIS

Articles 57-66 and 100a of the Treaty estabhshlng the European Community or followmg '
the entry into force of the Treaty of Amsterdam: Articles: 47-55 and 95.

4. DESCRIPTION OF THE OPERATION
4.1 General ob]ectlve

Electronic commerce offers the Community a unique opportunity for economic growth,
to improve European industry’s competitiveness and to stimulate investment in
innovation and the creation of new jobs. But such benefits will not be optimised unless-
the many legal obstacles which remain to the on-line provision of services (particularly
important for cross border trade and for SMEs) are eliminated. The present proposal -
seeks to remove such obstacles thereby allowing our citizens and our industry to benefit -
in full from the development of electronic commerce in Europe. ‘

The Commission’s 1997 Communication on electronic commerce$4 set a clear objective
of creating a coherent European legal framework by the year 2000. This proposal meets
that objective. It builds upon and completes a number of other initiativesss that, together,
will eliminate the remaining legal obstacles, while ensuring that general interest
.objectives are met, particularly the achievement of a high level of consumer protection.
The proposal is also fully consistent with the work being undertaken at international
level: the Community will thus secure a major role in international. negotiations and
significantly contribute to the establishment of a global policy for electronic commerce.

The proposal is based on the orientations set out by the Commission in the 1997
Communication. It prowdes a‘light, enabling and flexible approach. Particular attention -
has been paid both to the special nature of the internet and to the role of interested parties
and of self-regulation. The proposal meets the principles of subsidiarity and
proportionality by covering only those issues where a Community initiative is
indispensable.. These issues, which were also identified in the Commission’s 1997

R

64 “A European Initiative on Electronic Commerce”, COM(97) 157 final of 16 April 1997.

65 Amongst the most recent are the directives on the “regulatory transparency mechanism”; the protection
of personal data, the protection of consumers in respect of contracts negotiated at a distance; and the
proposals on the legal protection of conditional access services, electronic signatures, copyright and

related rights and electronic money.
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.Commumcatron have been subsequently endorsed by the European Parliaments, They
. are the subject of work at.Member State and international level and are bemg dlscussed
by 1ndustry and other interested parties. C

s

- At present there is uncertamty in a number of areas about how exrstmg leglslatlon can be
applied to the on-line provision of services. There is divergent national legislation already
.in place or currently being discussed. Furthermore, diverging jurisprudence is emerging.

“ The proposal therefore seeks to remove the obstacles that result from such conditions by

-tackling five key issues that together form a coherent framework to bring about the free
* circulation .of on-line services. These issues are all inter-related because obstacles to

- .electromc commerce services can-arise at each step of the economic activity (from the

promotion and the sale of a good or service to the settlement of disputes) and because
- none of these obstacles can be removed in isolation (for example, clarifying a service
provrder s 11ab111ty is not possible without deﬁnmg its place of establishment).

Accordingly, the European Parliament, in its recent resolution, has asked the Commission
to speed up the process of presentmg a proposal for a dlrectlve whxch would address’
these issues in a coherent way. -

| These five issues are the followmg; L

( 1) Estahtiéhmént of Information Society service providers * -
‘ "(2')V Cornnlereial comrnunicatione tar’iiyertisi‘hg,;direct marketing, etc"_.)'
3) On-line conclusion of,contracts o - |
© (4) " Liability of intermediaries

(5) fmplementation -
4.2 Period covered and arrangements for rene_wal. o
Unspec1ﬁed

5. CLASSIFICATION OF EXPENDITURE

) _6;‘: ~ TYPE- OF EXPENDITURE
T VFI.NANCIAL IMPACT (on Part B) ; |
None -

8.  RAUD PREVENTION MEASURES

66 European Parliament Resolutlon Ad- 0173/98 on the Communication from the Commmsron on .

“A European Initiative on Electromc Commerce” 14 May 1998.
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9. ELEMENTS OF COST-EFFECTIVENESS ANALYSIS
" 9.1 Specific and quantiﬁabie objectivgs; target population

The aim of the proposed Directive on legal aspects of electronic commerce is to
safeguard and facilitate the functioning of the internal market in particular by facilitating
the cross border provisions of on-line services in the Community.

The potential growth in this market is partially reflected in existing trends. In 1997
USD 1 billion of electronic commerce originated from Europe (global figure
USD 7 billion) and the forecast on current trends is that this will increase to
USD 30 billion by 2001. It should be noted that any such forecasts are based on the
current fragmented regulatory framework and that they therefore under-represent the true
potential for growth that could be achieved if the current proposed Directive were
transposed into national laws. Investment in the new service sector will increase if
_development prospects at Community level are assured. -

9.2 Grounds for the operation

The Directive takes account of the fact that electronic commerce is at an early stage of its
development, the need to avoid restricting that commerce by hasty and ill-adapted rules
and the ability of parties to determine many issues themselves. Therefore the directive
establishes a light, developing and flexible approach. In this context, instead of regulating
every detail, the Directive provides, in certain cases, that the Commission could adopt
implementing measures under the committee procedure. The proposed Directive further
provides . for the creation of a Committee whose consultatlons will be obligatory
(Article 22). '

9.3 Monitoring and evaluation of the operation

Article 23 of the proposed Directive on certain legal aspects of electronic commerce
provides for the Commission to report to the Parliament- and the Economic and
Social Committee no later than three years after the adoption of the proposed directive,
and thereafter every two years on the results of applying the Directive. The Commission
will report to ‘the Parliament and the Economic and Social Committee through ‘service
papers made by the staff assigned to the administration of the operation. Any proposals .
for adjusting the proposed system could be put forward at that time.

_10. ADMINISTRATIVE EXPENDITURE (PART A OF SECTION III OF THE
GENERAL BUDGET)

Actual mobilisation .of the necessary- administrative resources will depend. on the

Commission's annua] decision on the allocation of resources, taking into account the
number of staff and additional amounts authorised by the budget authority.
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10.1 Impact on the number of posts

Type of post .

' Of which

-Staff to be assigned to Duration
the administration of ‘
the operation - :
Permanent | Temporary | Use of Use of
posts posts existing additional
- Tesources = | resources
» | within the- '
DGor -
department -

_ concerned : . ,
Officials or| A | 1 1 Indefinite |
temporary "B | 05 - 0.5 '
staff C |05 ‘ 1705 -

Other resources :
‘| Total . -2 2
10.2 Overall financial impact of the additional human resources -
By using existing resources being assigned to manage the operation

2.0 men/year x EC.108 000 = ECU 216 000 (calculatlon based upon Chapters A-1, A-2,
- A4, ASS and AT, .

N .
/

(in KECU)-

| Total

2.0x 108

Type of post Staff to be assigned to the administration of 'Amount .

: the operation : ‘
S ’ Permanent posts Temporary posts .
Officials or A 1 x108 1108
temporary | B 10.5x 108 : 54
staff C 0.5x 108 e 54 .
Other ‘ ' ' ‘ .

- 216
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10.3 Increase in other administrative expenditure arising from the operation

‘ . . (in KECU)
Budget heading Amount ‘Method of calculation '
" (No and title) '
A - 7031, meetings 19.5 A maximum of two meetings a year
Committees whose 15 Member States x ECU 650 x 2 = 19.500.
consultation is - '
- | compulsory : ' .
. TA-=-701 -9.75 One day visit of each EU capital =ECU 650 x .
Mission expenses A 15 capitals = ECU 9.750 per year. The proposed
' | Directive deals with issues covered by different
national ministries in each Member State. At least
one annual bilateral meeting with these mlmstrles
in their capitals, is anticipated.

Total

29.25

- Credits will be found within the existing envelope given to DG XV.
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IMPACT ASSESSMENT FORM

Title of proposal: Proposal for a Directive on certain legal aspects of
electronic commerce. I o : : - ,

D_ocument Reference No: ‘

1.

The proposal‘

Taking “account of the prmc:ple of subsidiarity, why is Commumty legtslatzon
necessary m rhts area and what are its main azms7 :
K4

The analys1s undertaken by the Commission’s services has demonstrated that:

| (i)~ the greatest part of the potential growth in investment and employment that

electronic commerce can yield is associated with cross-border trade;

(i) - since a Web site can be seen across the Community, the-key economic barrier

that undermines confidence in investing in on-line activities aré the
“significant legal search costs arising from having to account for the dlffermg
laws in the Member States; :

(iii) this regulatory fragmentatlon problem can only be addressed by a European
initiative which covers the entire economic chain involved in the execution of
a trade. - o

Furthermore, the legal barriers identified in the text consist of existing laws. It

- follows that they could not be removed through for: example sole reliance on

European self-regulation v

It follows that in ‘order to establish the Internal Market in the area of electronic
commerce such that the potential economic growth and consumer choice that this
new form of trade offers:can be exploited, a harmonising directive with a cope
covering all Information Society services and tie entire economic chain is required.

The impact on busmess ,

2.

Who w:ll be affected by the proposal ?

- I/Wnch sectors of busmess? ‘ R o \ SR

‘There is ev1dence and analy51s to show that all sectors of busmess and all parts of |

their value-added chains could benefit from electronic commerce. By removing the
legal uncertainty that undermines the exploitation of these benefits this proposal

" should help any company in any sector seeking to develop an Information Soc1ety

service to do so. .-

Which sizes of business (what is the concentranon of small and medzum-szzed ,

firms)?

All sizes of business will beneﬁt from the proposal because it addresses a problem
which they all face. However it will be particularly beneﬁmal to small compames

‘so,,v_ P -



This is because the significant legal search costs (equivalent in absolute level for all

‘companies in a same sector) required to evaluate the current fragmented European

regulatory framework represent a far higher burden as a proportion of revenue of a
small company than for a large one. There is evidence from a survey in a DG XV
sponsored newsletter (the newsletter survey) that these search costs are so great for
some small companies that they have decided not to launch innovative projects in
this area because of these cost burdens. It is by removing these excessive legal
search costs arising from the present regulatory uncertainty that many small firms
will be encouraged to enter into electronic commerce and for the first time will
therefore be able to enter into cross-border trade within the Internal Market. Finally,
it should:be added that' many micro companies (self-employed independent

: operators) will' launch into electronic' commerce thanks to the clarity and

inveStment friendly regulatory framework in Europe that thlS proposal offers

. Are-there particular geograp’hlcal areas of the Community where the

businesses are found?
No, this will hélp businesses in all areas of the Community.
What economic effects is the proposal likely to have?

On employmeﬁt?

Tt is impossible to forecast the employment growth that could result from this

proposal. However, it is clear that the present regulatory fragmentation that this
proposal addresses stifles innovation and plays to the advantage of a few big
players in certain service areas who may simply use electronic commerce as a
means to cut sales forces in existing service lines. Moreover, it is clear that
investment in electronic commerce is, by the nature of the technology it relies on,
the most foot-loose that exists. Thus, unless this proposal is adopted ‘there is a risk
that jobs will be created in electronic commerce in more investment friendly
environments in third countries to serve the European market and that the few
examples of electronic commerce in Europe will reduce rather than increase
employment :

The present proposal ensures the opposite. It facilitates entry, encourages '
innovation and therefore helps create employment (See Section III of Annex).

On investment and the creation of new businesses?

- The proposal, will chourage the launching of new Information Society services and

investment in Europe. By reducing compliance costs (you have to comply with the .
rules of your country of origin rather than all fifteen sets of national rules) it
ensures that small innovative firms will look to“Europe to launch their on-line
services. It also encourages innovation because it does not lead to a situation where
companies design their new Information Society service to be compatible with

~ the most restrictive (but not necessarily most effectlve) of the fifteen

existing European laws.
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On the competitive position of businesses? -

The proposal again has a strong positive effect. By stimulating competition through
facilitating entry in the market by small innovative firms, European electronic -
commerce suppliers will be mternatronally competrtlve in what is a truly
global market : )

‘ Consultatlon

The. proposal itself has not been circulated to interested parties since
the Commission still has to adopt it. However, in response to the
- Commission Commumcatron on “A European Initiative in Electronic Commerce”
(COM(97) 157 final) the European Parliament and the Economic and Social
Committee both supported the principle of such a horizontal- European
harmonisation. initiative based on an Internal Market approach proposed in the
Communlcatlon to address the problems lrsted above.

Moreover, the newsl_etter survey mentioned above has given further evidence of
the significance of the Internal Market problems that need to be addressed. Informal |
bilateral contacts with interested parties including the regulated-professions have
also resulted in favourable reactrons to the approach detarled in the current

proposal : '
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